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About the Digital Power China research consortium

The Digital Power China (DPC) research
consortium is a gathering of China ex-
perts and engineers based in eight Euro-
pean research institutions, universities,
think tanks and consultancies. Not all DPC
researchers contribute to every report. For
this report, DPC has been joined by invited
guest researchers.

The group is devoted to tracking and ana-
lysing China’s growing footprint in digital
technologies, and the implications for
the European Union. DPC offers the EU
concrete policy advice based on interdis-
ciplinary research. Tim Ruhlig, Senior Re-
search Fellow at the German Council on
Foreign Relations (DGAP), is the convenor
of DPC and co-chairs the initiative with

! The production of this report was supported by
COST Action CA18215: the China in Europe Research
Network (CHERN, www.china-in-europe.net), and by

Carlo Fischione, a Professor at the Royal
Institute of Technology in Stockholm.

DPC systematically pairs technological
and country expertise, which is based on
rigorous academic research combined
with experience of the provision of pol-
icy advice. The informal group brings to-
gether a variety of European researchers
in order to combine diverging perspec-
tives from across the continent. Respon-
sibility for the accuracy of the views ex-
pressed remains solely with the indicated
authors. This report has been generously
supported by the German Foreign Office.
The report does not reflect the position
of Germany's Federal Foreign Office. *

the European Cooperation in Science and Technol-
ogy (COST, www.cost.eu).
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Executive Summary: Getting China’s digital technology policy

right: implications for the EU

For decades, Europeans have considered
the People’s Republic of China (PRC) in-
capable of ground-breaking innovation.
Only recently, in the middle of the digital
transformation, have we found that depend-
ence on China is not limited to critical raw
materials, and that the Chinese contribu-
tion to supply chains is not limited to cheap
labour. China is striving for technological
leadership in a broad range of emerging
and foundational technologies.

Growing geopolitical tensions have height-
ened the awareness that critical depend-
encies can be weaponized for political
purposes. Russia is leveraging European
dependency on fossil fuels in its war against
Ukraine. The PRC's economic coercion
against Lithuania leaves little doubt that
China stands ready to blackmail Europe
when it considers that its core interests
are at stake. US willingness to act unilat-
erally regarding China and to exert pres-
sure on the EU and its member states to
cooperate is also now a pressing issue
for policymakers.

In the light of such deep dependencies
and their weaponization, the European
Union (EU) is attempting to manage its
capacities and its dependencies on China.
It defines this as Open Strategic Auton-
omy, where the goal is to uphold the EU’s
capability to act internationally without

being constrained by technological de-
pendencies.

The EU has started to identify critical de-
pendencies but what reads well in the
abstract is difficult to operationalize. De-
spite the European Commission’s lead,
EU actors are still trying to address di-
vergent challenges, and therefore advo-
cating divergent sets of tools, to achieve
Open Strategic Autonomy. For example,
the extent to which the EU should strive
to "re-shore” the production of emerg-
ing and foundational technologies or in-
stead aim to diversify its supply chains is
a matter of controversy.

This report operationalizes Open Strate-
gic Autonomy by identifying four dimen-
sions:

(a) resilience of supply chains, or the
robustness of the supply of critical
materials and primary products in
case of major disruption ranging from
natural disasters to a pandemic or war;

(b) criticality/national security, or the se-

curity of IT, networks and cyberspace

that are crucial not only for military
defence, but also to the functioning
of increasingly interconnected soci-

eties and economies;



(c) defence of values and sustainability,
or the protection of basic human rights
in the digital age, primarily in Europe
but also around the globe, as well as
the prioritization of sustainability goals
not least for the sake of combating
climate change; and

(d) technological competitiveness, or
boosting Europe’s own technological
capabilities in terms of research, in-
novation and development, as well
as advanced manufacturing.

All four dimensions of Open Strategic Au-
tonomy are not necessarily of concern to
the EU in every emerging and foundational
technology. Even where they are, the se-
verity and urgency of the challenges posed
by China vary. Operationalization in four
dimensions does not make Open Strate-
gic Autonomy less complex, but it does

help to identify weaknesses that the Eu-

ropean Union should strive to address in
its attempt to gain such autonomy in any

given foundational or emerging technology.

In its analysis of several emerging and foun-
dational technologies, this report assesses
the degree to which the four dimensions
of Europe’s Open Strategic Autonomy are
threatened by the PRC. Figure 0.1 illustrates
that the challenges vary greatly across
emerging and foundational technologies

and their applications. Several notifica-
tions in one box indicate divergent risks
that require divergent assessment within
one dimension.

While it is difficult to compare the degree
of risk across several emerging and foun-
dational technologies, ranking within a
single technology is easier. Hence, the
assessment across technologies summa-
rized in Figure 0.1 needs to be taken with
a pinch of salt, and the overview clearly
demonstrates that there is no clearly de-
fined ranking of concerns across tech-
nologies. For example, it is not the case
that national security is the primary con-
cern regardless of technology or that val-
ues-related issues are necessarily the least
urgent to address. Instead, the priority of
threats to Europe’s Open Strategic Auton-
omy varies across the emerging and foun-
dational technologies analysed in this study.

This risk assessment is based on rigorous
research carried out by pairs of research-
ers that combine technical and China ex-
pertise as part of the Digital Power China
(DPC) research consortium. Detailed dis-
cussion of the findings is available in this
study alongside a separate chapter on the
divergent approaches to Artificial Intelli-
gence ethics in Europe and China.
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Figure 0.1 — Degree of challenge to the four dimensions of
European Open Strategic Autonomy presented by Chinain

emerging and foundational technologies and their applications

For European policymaking, this means
that one-size-fits-all solutions are doomed
to fail. For example, a policy instrument
that might be useful for increasing Euro-
pean technological competitiveness in a
given emerging technology is of no use
in protecting national security concerns
in that or another emerging technology.
In some cases, tensions exist between the
different dimensions of Open Strategic
Autonomy within the same foundational
or emerging technology. For example, the
mitigation of national security risks in 6G
is all about the trustworthiness of Chinese
technologies and vendors, and requires
thinking about precautions. Given China's
technological advances, however, Europe

may not be able to maintain its techno-
logical competitiveness unless it contin-
ues to cooperate with the PRC. To strike
a balance between competing policy goals
is not impossible but requires a rigorous
process. The introductory chapter of this
study introduces a four-step process that
helps to identify the challenges to the EU'’s
Open Strategic Autonomy across four
dimensions and adequate policy tools.

Figure 0.2 summarizes how policymak-
ing must start from an analysis of tech-
nological ecosystems to assess the de-
gree of dependency and associated risks
based on the criticality of the items un-
der consideration, options for supply

substitution and the extent to which



dependencies are mutual, which limits the
options for the PRC to weaponize Euro-
pean dependencies. Such analyses of tech-
nological ecosystems should be followed
by an assessment of the implications for
the four dimensions of Europe’s Open
Strategic Autonomy.

Since no two dependencies carry similar
risks, a geopolitical contextualization that
considers geopolitical factors, such as re-
gime type and the existence or absence of
security alliances, is essential. The severity
of dependencies and likelihood of their
weaponization by China against Europe
is decisive in determining the level of risk.
This analysis also includes an element of
foresight since truly strategic policymak-
ing should involve a certain degree of an-
ticipation. Knowledge of the actors that

Result:
understanding
challenges to
Open Strategic
Autonomy

Result: identi-
fication of de-
pendencies in a
given emerging
& foundational
technology

ECOSYSTEM
ANALYSIS

ASSESSING
4 DIMENSIONS
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drive policy and technological development
in the PRC is necessary but not sufficient
for anticipating future developments in
China. For this purpose, all the chapters
in this study provide an overview of the
most relevant actors in the PRC that Eu-
ropean policymakers should be carefully
monitoring. Each chapter provides a brief
list of actors, an actor description, includ-
ing of their role in the Chinese system,
and a rough indication of their relevance
to European foresight exercises in the re-
spective case studies.

Finally, European policymakers should
use different policy tools to achieve clearly
defined goals based on political priorities
and depending on which of the four di-
mensions of European Open Strategic
Autonomy is affected.

Result: effective
policy response
to achieve Open
Strategic Auton-
omy in a given
technology

Result: geopo-
litical position
of the EU in a
given emerging
& foundational
technology

GEOPOLITICAL
CONTEXTUALIZATION

Figure 0.2. — The four-step process for identifying appropriate tools for addressing the
challenges to Europe’s Open Strategic Autonomy



Appropriate policy tools differ not only de-
pending on the four dimensions of Open
Strategic Autonomy, but also across emerg-
ing and foundational technologies and
their applications. However, based on the
limited number of cases investigated in
this study, we find that — by trend — cer-
tain types of policy tools seem to be

DIMENSION OF
OPEN STRATEGIC POLICY
AUTONOMY GOAL
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particularly suited to addressing one or
other of the four dimensions of Open
Strategic Autonomy. Figure 0.3 summa-
rizes the predominant goals to be achieved
in the four dimensions and the types of
policy instruments that tend to be iden-
tified as most effective.

TYPE OF POLICY
INSTRUMENTS THAT TEND
TO BE MOST EFFECTIVE

* Transparency measures

* Diversification incentives, e.g. procurement

» Cooperation with third parties, e.g. Free Trade
Agreements

* Protection of indispensable actors

* Regulation

* Certification

* Standardization

* Like-minded sourcing

* Regulation
* Like-minded cooperation

Figure 0.3. — Policy goals and instruments of the four dimensions of Open Strategic

Autonomy
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Introduction: European Open Strategic Autonomy in the light

of China’s digital tech power

Jan-Peter Kleinhans, Tim Ruhlig

Abstract

Open Strategic Autonomy in emerging and foundational technologies has rightly been identi-
fied as a crucial policy goal in order to preserve the European Union’s capability to act. China is
at the centre of this discussion, not least because of increasing geopolitical tensions and China's
growing footprint in digital technologies. What sounds good in abstract terms, however, can
be difficult to operationalize. We identify four dimensions of Open Strategic Autonomy: supply
chain resilience, national security, values and sustainability, and technological competitiveness.
All four dimensions are equally legitimate policy goals but require different policy tools that can
at times be conflicting. We propose a four-step policy process that can help European policy-
makers operationalize Open Strategic Autonomy in any given emerging or foundational tech-
nology, and identify the most appropriate tools to address existing shortcomings.

The challenge

For decades, Europeans considered the
People’s Republic of China (PRC) to be
incapable of technological innovation.
Authoritarianism and central planning
appeared to prevent China from devel-
oping the necessary degree of creativity.
As the workbench of the world, China
has been accused of stealing intellectual
property (IP), copying and mimicking

2 Regina M. Abrami, William C. Kirby and F. Warren
McFarlan, “Why China can't innovate”, Harvard Busi-
ness Review, March 2014,
<https://hbr.org/2014/03/why-china-cant-innovate>.
3 "Foundational” technologies have a higher degree
of commercialization and can enable progress and
applications in a variety of problem domains; examples
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Western inventions. As recently as 2014,

the Harvard Business Review published

an article on “Why China Can't Innovate”.?

Today, almost no one continues to hold
to this illusion. Through partial protection
of its markets for foundational and emerg-
ing technologies (semi-protected mar-
kets),® learning from the West, targeted

would be semiconductors or wireless communication.
“Emerging” technologies may have a lesser degree
of commercialization potential, such as quantum
computing, biotechnology or Al Even though the
term “Emerging and Foundational Technologies”
(EFTs) is heavily used by policymakers, there is no
clear or exhaustive list of technologies at the time of



theft of knowhow, unleashing enormous
investment and encouraging experimen-
tation, the PRC has become an innovation
powerhouse. As a result, China has a strong
position in the supply chains of emerging

and foundational technologies and in this,
some argue, may have surpassed that of
the West.* Today, the European Union is
highly dependent on Chinese technology
and this dependency comes with economic,
political, security and ideational costs.”

Economically, an uneven playing field fa-
vours Chinese tech firms that benefit from
preferential treatment and lower data
protection and environmental standards.
This endangers the EU’s digital industrial
competitiveness. Politically, China is able
to leverage political concessions from tech-
nologically (over-)dependent third coun-
tries, including EU member states. The PRC
is also actively engaging with global cyber-
governance in an effort to rewrite institu-
tional processes and increase its power. In
the security field, the inclusion of Chinese
digital equipment can come with cyber-
insecurities that enable espionage and
sabotage by a state with which the EU
has no security alliance. ldeationally; China’s
technological stronghold calls into ques-
tion whether the governance principles

writing. See e.g., Torres Trade Law, “BIS's new approach
to Identifying ‘emerging and foundational technologies”,
7 January 2022, <https://www.torrestradelaw.com/
posts/BIS%E2%80%99s-New-Approach-to-Identifying-
%E2%80%9CEmerging-and-Foundational-Technologies
%E2%80%9D/285>.

4 Graham Allison et al., 7The Great Tech Rivalry: China
vs the US, Cambridge, MA: Belfer Center for Science
and International Relations, December 2021, <https:
//www.belfercenter.org/sites/default/files/GreatTe-
chRivalry_ChinavsUS_211207.pdf>.

5> Rogier Creemers et al,, "Getting China’s digital
technology policy right: Implications for the EU", in
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of the digital technologies that are in-
creasingly penetrating entire societies re-
flect liberal and democratic values. Among
the notable fields of divergent ideational
conception between Europe and China are
technical standards, data governance and
effective protection of the environment.

This is not to argue that the EU should
cut all ties with China. Nor is decoupling
considered a feasible or desirable option.
The ecosystems of emerging and founda-
tional technologies are deeply transna-
tional and countries are extremely inter-
dependent. China is simultaneously a
partner, competitor and systemic rival of
the EU.® While initially the EU was clear
that China plays different roles depend-
ing on the policy field, more and more
policymakers are acknowledging that the
PRC has characteristics of all three roles
in all policy fields. These multiple roles
indicate that operationalizing Open Stra-
tegic Autonomy in emerging and foun-
dational technologies vis-a-vis China will
be highly complex.

Although Open Strategic Autonomy reads
well in the abstract, it is difficult to oper-
ationalise in practice. At an abstract level,

Open Strategic Autonomy is about enabling

Tim Rihlig (ed.), China’s Digital Power. Assessing the
Implications for the EU, Berlin, Digital Power China,
January 2022, pp. 5-19, <https://timruhlig.eu/ctf/ as-
sets/x93kiko5rt71/4uiZoNQtRkni5KfuNDrBbx/fd52e3
320cfe21e6b304ad31d81279d8/DPC-full_report-FI-
NAL.pdf>.

6 European Commission et al., “An open, sustainable
and assertive trade policy: Open strategic autonomy”,
[n.d.], <https://trade.ec.europa.eu/doclib/docs/2021/
february/tradoc_159434.pdf>, accessed 16 December
2022.



or preserving Europe’s ability to act in its
own best interests. To this end, the EU has
begun to identify critical dependencies,
which are summarized in Box 1.1. How-
ever, EU actors still aim to address diver-
gent challenges when they speak of Open
Strategic Autonomy, so different actors
advocate divergent sets of tools for achiev-
ing such autonomy. For example, to what
extent the EU should strive to re-shore the
production of emerging and foundational
technologies or instead aim to diversify its
supply chains remains controversial.

This paper proposes operationalization
of Open Strategic Autonomy in four di-
mensions: (a) resilience of supply chains;
(b) criticality/national security; (c) values
and sustainability; and (d) technological
competitiveness. All four dimensions are
not of equal concern to the EU in every
emerging and foundational technology.
In addition to the four dimensions, geo-
political contextualization is required to
identify the extent to which and in what
ways the EU’s Open Strategic Autonomy
is being challenged. These are not depen-
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dencies as such, but a proper risk calcu-
lation that considers the criticality of the
item under consideration, the degree of
reliance on suppliers and whether options
exist for substitution, as well as political
factors such as security alliances and re-
gime type. Severity of the challenges in the
four dimensions and the likelihood that a
given dependency might be weaponised
are decisive.

Our operationalization does not make
Open Strategic Autonomy any less com-
plex. Instead, we introduce the four di-
mensions to help identify which weak-
nesses the European Union should strive
to address in its attempt to gain Open
Strategic Autonomy in any given founda-
tional or emerging technology. In some
cases, tensions exist between the differ-
ent dimensions of Open Strategic Auton-
omy. We therefore propose a four-step
process that can help to identify the chal-
lenges to the EU’s Open Strategic Auton-
omy along the lines of the above four di-
mensions and suggests the right tools
for addressing these challenges.
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Box 1: Furope’s technological dependencies on China: an initial estimate

The European Commission’s Staff Working Document of 2021 identifies the 137 products most
dependent on third country imports, of which 16 per cent are raw materials, 50 per cent are intermediate
goods and about 27 per cent are final products.” The PRC alone accounts for 52 per cent of the
import value of these goods. Especially in the area of raw materials, the EU is highly dependent
on China, which is the EU’s primary supplier of, for example, Antimony, Bismuth, Magnesium and
Tungsten, as well as light and heavy rare earth elements (LREEs; HREEs).2 These materials are
used in many sectors, such as healthcare or chemical processing, and are crucial for emerging
innovations and indispensable in the production of Li-ion cells, fuel cells, wind generator and
solar panels, and thus for achieving the European twin transition.® While the EU remains high
performing in advanced manufacturing, advanced materials and mobility, it has gradually lost
its capacity compared to China in key technologies such as Artificial Intelligence, Big Data, mi-
cro- and nanoelectronics and Robotics.?®

The EU’s approach to Open Strategic Autonomy

In May 2021, the European Commission crises”.*? One area of focus is Europe’s posi-
made Open Strategic Autonomy the guid- tion within global supply chains, which is
ing concept and lens through which to assessed and defined in terms of strate-
assess and influence Europe’s position in gic capacities, dependencies and strate-
the world.** The Commission defines Open gic dependencies.

Strategic Autonomy as “the ability to shape
the new system of global economic gov-
ernance and develop mutually beneficial
bilateral relations, while protecting the EU
from unfair and abusive practices, includ-
ing to diversify and solidify global supply
chains to enhance resilience to future

The European Commission recognizes

that a dependency is not necessarily bad
in and of itself, but that this depends on
various factors, and that its Open Strategic
Autonomy can be strengthened if a mu-
tual dependency exists with a trusted in-
ternational partner. The Commission also

7 European Commission, “Commission Staff Working 11 See e.g. European Commission, “Communication
Document: Strategic dependencies and capacities”, from the Commission to the European Parliament,
SWD(2021) 352 final (2021), 5 May 2021, <https:// the Council, the European Economic and Social
ec.europa.eu/info/sites/default/files/swd-strategic- Committee and the Committee of the Regions. Up-
dependencies-capacities_en.pdf>. dating the 2020 New Industrial Strategy: Building a

8 Magnus Gislev, Milan Grohol et al., Report on Criti- stronger Single market for Europe'’s recovery”. COM
cal Raw Materials and the Circular Economy, Euro- (2021) 350 final, 5 May 2021, <https://eur-lex.europa.
pean Commission Directorate-General for Internal eu/legal-content/EN/TXT/PDF/?uri= CELEX:52021DC
Market, Industry, Entrepreneurship and SMEs, Brus- 0350&from=EN>; Cristiano Cagnin et al., Shaping
sels, 2018, <http://publications.europa.eu/ resource/ and Securing the EU'’s Open Strategic Autonomy by
cellar/d1belb43-e18f-11e8-b690-01aa75ed71a1.000 2040 and Beyond, European Commission, Joint Re-
1.01/DOC_1>. search Centre, 10 October 2022, <https://data.europa.
° European Commission, Critical Raw Materials for eu/doi/10.2760/877497 >.

Strategic Technologies and Sectors in the EU: A Fore- 12 European Commission, “Commission presents an
sight Study, European Commission, Joint Research Cen- updated in-depth review of Europe’s strategic de-
tre, accessed 24 May 2022 at <https://rmis jrc.ec.europa. pendencies”, 23 February 2022, <https://www.pubaf-
eu/uploads/CRMs_for_Strategic_Technologies_and_Sec- fairsbruxelles.eu/eu-institution-news/commission-pre-
tors_in_the_EU_2020.pdf>. sents-an-updated-in-depth-review-of-europes-stra-
10 European Commission (note 9). tegic-dependencies/>.
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recognizes that such an approach funda-
mentally relies on intricate and continuous
mapping of important technology ecosys-
tems, as well as a case-by-case assessment
of appropriate policy measures. Box 1 pro-
vides a brief overview of some of the de-
pendencies identified by the European
Commission.

What sounds nuanced and certainly well-
intentioned on paper is extremely chal-
lenging to operationalize and put into
practice at the policy level. Europe faces
countless “make or buy” decisions. Alt-
hough Brussels often says that the over-
arching goal is not autarky, in reality, es-
pecially with regard to digital technolo-
gies, Europe is highly dependent on for-
eign technology providers and must there-
fore decide whether to live with depend-
ency or invest in its own capabilities.

DPC

With export restrictions and investment
screening on the rise, another question
for Europe is whether it can follow the US
government's lead in curbing the tech-
nological advancement of China in criti-
cal areas without completely halting trade
and investments. Should it be open for
business or protect the ecosystem? In
many areas, it is unclear whether Europe
would benefit from decoupling and be-
ing less dependent on Chinese industry.
A form of control would be lost if China
decoupled from certain technology eco-
systems. This might amount to strength-
ening autonomy while maintaining (mu-
tual) dependence. These are just a few
examples of the challenges in operational-
ising Europe’s goal of Open Strategic Au-
tonomy. Numerous actors within the EU
use the terminology but do not agree on
the related goals or the means of achiev-
ing it.

How can Open Strategic Autonomy be conceptualised and operationalised?

Fundamentally, four dimensions of Euro-
pean Open Strategic Autonomy can be
identified in emerging and foundational
technologies. Any operationalization of
Open Strategic Autonomy should start
with identification of the specific strate-
gic capacity or strategic dependency that
is of concern to the EU. The four dimen-
sions will enable policymakers to identify
or prioritize the specific concern in any
given foundational and emerging tech-
nology and to identify trade-offs where
they exist.

16

1. Global supply chain resilience and
second- and third-order effects
The global value chains (GVC) of

many, if not all, emerging and foun-
dational technologies are character-
ised by a transnational division of
labour. No region is in control of all
the production steps and its supplier
markets. Thus, to strengthen security
of supply it might be in Europe’s best
interests to strengthen the resilience
of the GVC in order to reduce second-
and third-order negative impacts on
European industries in case of supply



disruptions. Strategies to strengthen
resilience vary greatly between spe-
cific GVCs, such as semiconductors,
batteries or quantum computing, de-
pending on their individual charac-
teristics.

National security/criticality

Not reducing strategic dependency or
losing strategic capacity might have
(in)direct negative impacts on European
member states’ national security. Of
the four dimensions, assessing the po-
tential impact on national security is
the one with which policymakers are
traditionally the most familiar. How-
ever, strategic dependencies in foun-
dational technologies, such as semi-
conductors, or general-purpose tech-
nologies, such as Al, might have an
indirect impact on national security.
The national security risks that stem
from dependence on Chinese mobile
network equipment vendors are dif-
ferent from the national security risks
to member states that rely heavily
on drones, surveillance cameras or
Al chips from Chinese vendors. Some
of these risks can be mitigated at the
technical level, while others come down
to the trust-worthiness of the tech-
nology provider. One example is Eu-
rope’s increasing dependence on Chi-
nese back-end manufacturing (the last
step of semiconductor

DPC

manufacturing), which could be uti-
lized to compromise a chip or to im-
plement hardware backdoors or kill
switches.

Values and sustainability
Strategic dependency or technology

cooperation can also conflict with Eu-
ropean values. Like implementation of
export restrictions to protect human
rights, strategic dependence can also
be scrutinized according to the human
rights violations that such technology
would enable. One example is the in-
creased scrutiny of Hikvision surveil-
lance cameras in Europe and the com-
pany's ban in the US due to its involve-
ment in human rights violations against
Uyghurs in the PRC.® Thus, reducing
dependency on Chinese surveillance
cameras could be based on European
values rather than solely national se-
curity concerns. Similarly, sustainability
is of growing concern, and emerging
and foundational technologies play
an increasingly important role. While
both Europe and China emphasise its
importance, the priority attributed and
approaches to sustainability vary, which
has implications far beyond the EU
for global goods such as combating
climate change.

Technological competitiveness
Europe might invest in strategic ca-

pacities or try to reduce strategic

13 )oel Griffin, "Report: US may impose sanctions on
Hikvision”, Security Infowatch, 4 May 2022, <https://
www.securityinfowatch.com/video-surveillance/

article/21266640/report-us-may-impose-sanctions-
on-hikvision>.
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dependencies to be able to compete
internationally in the long term if a
certain technology or market is
deemed highly important in the fu-
ture. Current examples include Eu-
rope’s investments in quantum com-
puting and photonics. The Dutch gov-
ernment, for example, has invested
heavily in the PhotonDelta consortium
to strengthen the long-term competi-
tiveness of its domestic photonics eco-
system.! In the light of the intensify-
ing US-China technological rivalry,
government incentives to support the
technological competitiveness of a
specific domestic industry or tech-
nology provider can also be moti-
vated by maintaining “strategic indis-

D

GLOBAL SUPPLY

CHAIN RESILIENCE CRITICALITY
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NATIONAL SECURITY/

pensability”; that is, ensuring that a
company continues to play an indis-
pensable role within the GVC in the
long term.’> Technological competi-
tiveness therefore creates geopoliti-
cal leverage.
Finally, after assessing a strategic capacity
or strategic dependencylinked to these
four dimensions, geopolitical contextual-
ization is required. Being highly depend-
ent on US technology providers or Japa-
nese technology providers might come
with a very different risk profile than be-
ing highly dependent on Chinese com-
panies for the same technology — due to
factors such as foreign relations, security
alliances, political economy and market
access. Figure 1.1 summarizes the four
dimensions of Open Strategic Autonomy.

VALUES

Figure 11 — Summary of the four dimensions of Open Strategic Autonomy

14 Optics.org, “Netherlands group claims €1.1BN for
photonic chip scale-up”, 20 April 2022, <https:// op-
tics.org/news/13/4/26>.

5 Hideki Uno, “Japanese Semiconductor Industrial
Policymaking in the Twenty-First Century”, Center for
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Strategic and International Studies, Washington, DC,
19 September 2022, <https://www.csis.org/blogs/
perspectives-innovation/japanese-semiconductor-
industrial-policymaking-twenty-first-century>.
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The complexity of navigating the four dimensions of Open Strategic Auton-

omy: three examples

This operationalization does not make
Open Strategic Autonomy any less com-
plex. Instead, the four dimensions should
help to identify the weaknesses that the
EU should strive to address in its attempt
to gain Open Strategic Autonomy in any
given foundational or emerging technol-
ogy. In some cases, tensions exist between
the dimensions. The three examples be-
low illustrate the relationships between
the dimensions.

Semiconductor front-end manufacturing

Semiconductor front-end manufacturing
and the extent to which fabrication plants
("fabs”) should be given substantial sub-
sidies are two issues currently receiving
considerable attention from EU policymak-
ers. A key element of the proposed EU
Chips Act is a new subsidy strategy for
“first-of-a-kind” fabs in Europe. The goal
is to become less dependent on semicon-
ductor manufacturing in Asia, especially
Taiwan and South Korea which are cur-
rently the only places in the world with
cutting-edge (5 nanometer, nm) manufac-
turing capacity.’® The problem is that Eu-
rope's strongest semiconductor end-cus-
tomer industries (industrial applications
and medical equipment) predominantly
rely and will continue to rely on older

16 Jan-Peter Kleinhans, “The Lack of Semiconductor
Manufacturing in Europe: Why the 2nm Fab is a Bad
Investment”, Policy Brief, Stiftung Neue Verantwortung,
8 April 2021, <https://www.stiftung-nv.de/en/node/
3045>.

7 ASML, “EU Chips Act: Position Paper”, February
2022, <https://www.asml.com/-/media/asml/files/
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manufacturing technologies (40nm, 90nm
or even 180nm)."’

Globally, most of the new fab launches
by companies such as TSMC, Samsung,
Intel and others are on cutting-edge ca-
pacity at 10nm and below. China is al-
ready an important location for “trailing-
edge” fabs (20-45nm) and manufactur-
ing on “mature nodes” (>45nm). Moreo-
ver, China has outspent every other region
on manufacturing equipment: more than
US$ 92 billion worth of manufacturing
equipment was shipped to China between
Q1 2017 and Q1 2022.*# US export re-
strictions mean that this is almost entirely
trailing-edge equipment. China spent over
five times more on equipment than Eu-
rope in the same timeframe.

What does this mean? In the future, es-
pecially for older manufacturing technol-
ogy, European companies will be more
dependent than today on fabs in China,
whether operated by Chinese or foreign
companies. As there is a shortage of these
older fabs globally, this strengthens sup-
ply chain resilience—giving European com-
panies access to more manufacturing ca-
pacity than before. From a national secu-
rity perspective, however, being depend-
ent on a “systemic rival” for chip manu-

news/2022/asml-position-paper-on-eu-chips-act.
pdf?rev=cc4554892d7a4304bee8b056b96e4dee>.
18 Jan-Peter Kleinhans, Testimony before the US-
China Economic and Security Review Commission,
US Congress, Hearing on US—-China Competition in
Global Supply Chains, Siftung Neue Verantwortung,
9 June 2022, <https://www.uscc.gov/sites/default/
files/2022-06/Jan-Peter_Kleinhans_Testimony.pdf>.



facturing may not be in Europe’s best in-
terest. Finally, regarding technological
competitiveness, these older manufac-
turing technologies are still important and
are being innovated for a variety of chips,
from sensors to micro-controllers, power
semiconductors and radio frequency ap-
plications. In a nutshell, China’s invest-
ment spree in trailing-edge fabs is good
for global supply chain resilience but poses
very real national security and techno-
logical competitiveness challenges for
Europe. This should encourage Europe
to invest in its own manufacturing capa-
bilities in these “older” technologies.

Technical standardization of 5G technology

5G infrastructure is a critical digital infra-
structure that is foundational in a broad
range of use cases. Mobile infrastructure
is highly standardized and relies mostly
on global standards developed by the
International Telecommunications Union
(ITU) and the Third Generation Partnership
Project (3GPP). Whoever sets the technical
standards in these institutions defines the
technological parameters of the backbone
of global critical digital infrastructure. These
technical standards have a wide range of
implications, not least the network secu-
rity of the critical digital infrastructure.”

9 Tim Ruhlig, China, Europe and the New Power
Competition over Technical Standards, Ul Brief 1/
2021 (Stockholm: Swedish Institute of International
Affairs, 2021), <https://www.ui.se/globalassets/ui.se-
eng/publications/ui-publications/2021/ui-brief-no.-
1-2021.pdf>.

20 In the ITU-T, the most influential branch of the ITU
in standardization, China has the second largest number
of members, falling only slightly short of the United
States. In the ongoing study period, China holds the
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China’s influence on the ITU and the 3GPP
has grown significantly in recent years.
Given the potential national security con-
cerns and the criticality of 5G standardi-
zation, the rapid growth of China’s influ-
ence in relevant standard-developing or-
ganizations should be of concern to the
EU.?° From a national security perspective,
China’s strength in these institutions could
lead Europeans to advocate ignoring the
technical standards developed based on
Chinese contributions or even withdrawal
from these international institutions.

What may sound like a logical solution
from a national security perspective misses
the very nature of technical standard set-
ting. Technical standards are effective only
if they achieve a broad consensus and are
accepted by the market. Wireless infra-
structure technology is global and no
country can dominate the standard-set-
ting process. From this perspective, neither
exclusion nor withdrawal but a strengthen-
ing of European capacities coupled with
continuous cooperation is necessary to
boost European competitiveness.

In sum, although the national security
perspective might suggest an isolation
strategy, investment in Europe’s own ca-
pabilities to better position cooperation

most technical leadership positions in the ITU-T study
groups, focus groups and work programmes. In 3GPP,
China has the highest share of individual members
and technical leadership positions in technical specifica-
tion groups and work programmes. Accordingly, China's
share of 5G standard contributions has increased
more than that of any other state compared to the
previous mobile generation, 4G/LTE. China has also
declared the most patent families to be standard es-
sential.



is preferable from a technological com-
petitiveness perspective.

Artificial Intelligence for facial recogni-
tion

The global market for facial recognition
technology is projected to grow from US$5
billion in 2022 to almost US$13 billion by
2027.% Facial recognition is alleged to in-
crease security but it also challenges fun-
damental values, as it is based on enor-
mous quantities of personal data in cap-
turing the physiognomy of faces. Al al-
gorithms are being trained and refined
by collecting sensitive data without the
consent of citizens. Surveillance, privacy,
algorithmic biases and discrimination cou-
pled with unresolved accuracy issues form
the core of values-based concerns. How-
ever, facial recognition technology is
deemed critical to societal and national
security. Facial recognition is integral to
many smart city solutions, which are now
part of critical infrastructure. The vulner-
abilities in facial recognition technology
recently demonstrated by two Chinese
companies operating in Switzerland pro-
vide actors with bad intentions with easy
access to critical information, compromising

21 Grand View Research, “Facial Recognition Market
Size, Share & Trends Analysis Report By Technology
(2D, 3D, Facial Analytics), By Application (Access
Control, Security & Surveillance), By End-use, By Re-
gion, and Segment Forecasts, 2021-2028", accessed
16 December 2022 at, <https://www. grandviewre-
search.com/industry-analysis/facial-recognition-mar-
ket#:~:text=The%20global%20 facial%20recogni-
tion%20market,15.4%25%20from%202021%20to
%202028>.

22 Bernd Heubl and Christian Schiirer, “Schweizer Be-
hoérden setzen auf chinesische Sicherheitskameras”
[Swiss authorities rely on Chinese security cameras],
SFR, 19 May 2022, <https://www.srf.ch/news/
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national security.?® Strikingly, Chinese
firms have a legal obligation to report
vulnerabilities to the PRC government
within two days of their detection.?

Some values-based challenges can be
mitigated with effective regulation, such
as the Al Act, the Digital Markets Act (DMA)
and the General Data Protection Regula-
tion (GDPR). However, regulations cannot
resolve security vulnerabilities, and Eu-
rope does not provide an example of how
a sensitive use case of Al such as facial
recognition, can be developed and re-
fined in line with EU norms.

Strikingly, Europe is not technologically

competitive in facial recognition. The in-
dustrial leader is Hikvision, a Chinese state-
owned firm involved in human rights vi-
olations in Xinjiang. Until 2021, Hikvision
cameras were still being used in the Eu-

ropean Parliament building, among many
other places in Europe.®*

This case illustrates another facet of the
four dimensions of Open Strategic Au-
tonomy. Although Europe does not need
to be technologically competitive in all fields
of emerging and foundational technologies,

schweiz/sicherheitsmaengel-schweizer-behoerden-
setzen-auf-chinesische-sicherheitskameras>.

2 Cyber Administration of China, " T\ 2(EEB
EREENEENAE RRMBRXTFHMANEREE
TREEEAENEAN" [Notice of the Ministry of In-
dustry and Information Technology, the State Inter-
net Information Office, and the Ministry of Public Se-
curity on Issuing the Regulations on the Administra-
tion of Network Product Security Vulnerabilities], 13
July 2021, <http://www.cac. gov.cn/2021-07/13/c_
1627761607640342.htm>.

24 Charles Rollet, “EU Parliament removes Hikvision,
citing human rights abuses”, IPVM, 29 April 2021,
<https://ipvm.com/reports/hik-eu>.
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the challenges to European values and
national security dimensions make Eu-
rope’s lack of technological competitive-
ness a serious problem.

Conclusions: How can Open Strategic Autonomy be achieved?

Although operationalizing Open Strategic The case studies in this volume indicate

Autonomy is necessarily complex, differ- that the urgency and severity of the four
entiating among the four dimensions helps dimensions of Open Strategic Autonomy
to identify the EU’s goals and potential vary across technologies and their appli-
trade-offs between the different dimen- cations. Figure 1.2 summarizes the findings

sions in any given technological field.

DIMENSION OF OPEN STRATEGIC AUTONOMY
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TECHNOLOGY supply chains  national security values/ sustainability competitiveness
2 Chip . 5

S design

& o e

be 2 development

950 Blockchain P
o}{o)  technology ‘ ® o ®
@ Introduction of central
=7 banke-currency o o «
oflffe  Artificial Intelligence in
6=2] automotive applications o L ® ®
/§§ Artificial intelligence in
Al
odllse  smart city applications L L d ®
gj}':"} Artificial intelligence Py
<= ethics
@ very high degree of threat Figure 1.2 — Degree of challenge to the four dimensions of
@ high degree of threat European Open Strategic Autonomy presented by China in

emerging and foundational technologies and their applications

F +1

@ low degree of threat

not applicable

22



To navigate this complexity, we suggest
a four-step process that helps to identify
the challenges along the lines of the four
dimensions and directs the EU to the right
tools for addressing them.

e First step: Ecosystem analysis. A long-
term, institutionalized and continual
ecosystem analysis should form the
backbone and analytical basis of Eu-
rope’s Open Strategic Autonomy
Strategy. Identifying and assessing
inter-dependencies within technol-
ogy ecosystems, such as semiconduc-
tors, cannot be meaningfully achieved
with single reports such as the Staff
Working Document.” These are too
superficial to inform long-term policy
planning and can only be a starting
point. Europe needs to invest in its
own capacity to assess and track a
variety of technology ecosystems. To
manage strategic dependencies and
meaningfully inform trade, security,
industrial or research policy, govern-
ment units will need a robust under-
standing of each specific technology
ecosystem. For example, neon, xenon,
argon and krypton are important gases
for semiconductor manufacturing. To
assess whether Europe should invest
in its own noble gas supply, policy-
makers would need to understand the
role these noble gases play in semi-
conductor manufacturing, the extent

% European Commission, Strategic dependencies
and capacities, SWD(2021) 352 final, Commission
Staff Working Document, 5 May 2021, <https://
www.eu.dk/samling/20211/kommissionsforslag/
kom(2021)0350/forslag/1779363/2388551.pdf>.

26 Julia Hess and Jan-Peter Kleinhans, “Recommendation
for the EU Chips Act: A long-term government value
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to which fabs can store these gases
and what the global supplier market
looks like, among other things. This
would only be achievable with dedi-
cated units in government mapping
technology ecosystems.?® This would
also enable governments to shape for-
ward-looking policy by identifying po-
tential future strategic dependencies.”’

The result of this first step should be
a clear identification of the EU’s de-
pendencies.

e Second step: Assessing Europe’s po-
sition in terms of the four dimensions
of Open Strategic Autonomy. Based
on a proper understanding of the eco-
system, the EU should assess the chal-
lenges that result from these depend-
encies in terms of the four dimensions
of Open Strategic Autonomy: the re-
silience of its supply chains; the criti-
cality of the technology, including
potential implications for national
security; potential threats to univer-
sal values promoted by the EU; and
European technological competitive-
ness. These dimensions can also be
in conflict with each other, as is the
case with dependence on China for
trailing-edge semiconductor manu-
facturing. Heavily subsidized trailing-
edge fabs in China strengthen sup-
ply chain resilience because these
fabs are currently globally in short

chain mapping”, Stiftung Neue Verantwortung, 6
July 2022, <https://www.stiftung-nv.de/en/ publica-
tion/eca-mapping>.

27 Martijn Boerkamp, “Netherlands invests €1.1bn in
the photonic-chip industry”, Physics World, 19 May
2022, <https://physicsworld.com/a/netherlands-in-
vests-el-1bn-in-the-photonic-chip-industry/>.



supply and are desperately needed
for many automotive and industrial
microcontrollers. Becoming increas-
ingly dependent on Chinese semi-
conductor manufacturing, however,
comes with potential national secu-
rity and political costs. Such an as-
sessment would inform EU policy-
makers whether state aid for trail-
ing-edge fabs in Europe is ultimately
justifiable due to overriding interests
in connection with Europe’s Open
Strategic Autonomy.

The result of this step should be a
clear understanding of what achiev-
ing Open Strategic Autonomy in a
given field of emerging or founda-
tional technology means.

Third step: Geopolitical contextualiza-
tion. Next, the EU would need to iden-
tify the geopolitical context of these
challenges. Whether Europe is reliant
on supplies from geopolitical partners
or systemic rivals matters because the
likelihood of an acute crisis or even
a military confrontation varies. This
is not to say that the EU cannot accept
any dependence on systemic rivals,
but the threshold that the EU should
tolerate differs in at least some dimen-
sions (e.g., national security) of Open
Strategic Autonomy. Instead of simply
trying to reduce strategic dependen-
cies in transnational value chains, a
more pragmatic strategy might be to
ensure inter-dependence within the
same technology ecosystem. While
Europe is dependent on Chinese and
Taiwanese semiconductor
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manufacturing, fabs in China and Tai-
wan heavily depend on European
semiconductor manufacturing
equipment and the chemicals re-
quired to produce these chips.

The result of this step should be an
understanding of the geopolitics of
the EU’s Open Strategic Autonomy
in a given emerging or foundational
technology.

e Fourth step: Use the available toolkit
Based on the three previous steps, the
EU will be able to identify the appro-
priate policy tools. These tools range
from an active industrial policy to
trade and investment agreements,
regulation, protection of critical sec-
tors, tariffs and sanctions, and export
controls. The chosen tools should fit
the analyses of the three previous
steps. For example, where techno-
logical competitiveness is the main
concern, the reshoring of capabilities
through an active industrial policy
would be most appropriate. If na-
tional security concerns dominate,
and geopolitical contextualization has
identified a high dependence on
potential adversary diversification,
preferential conditions for diversifi-
cation through trade and investment
instruments would be a better fit.

The case studies in this volume provide a
first indication that certain policy tools tend
to be more appropriate for addressing any
given specific dimension of Open Strate-
gic Autonomy. Figure 1.3 provides an
overview.
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DIMENSION OF PREDOMINANT TYPE OF POLICY

OPEN STRATEGIC POLICY INSTRUMENTS THAT TEND

AUTONOMY GOAL TO BE MOST EFFECTIVE
Diversification * Transparency measures

* Diversification incentives, e.g. procurement

* Cooperation with third parties, e.g. Free Trade
Resilience of supply Agreements
@ chains * Protection of indispensable actors

Technical and vendor * Regulation
trustworthiness * Certification
Criticality/national ¢ S.tanda.rdlzanon .
" * Like-minded sourcing
security
Like-minded * Regulation
coordination * Like-minded cooperation

O Defence of values/
sustainability

Figure 1.3. — Policy goals and instruments of the four dimensions of Open Strategic Autonomy

These four steps illustrate the complexity analyses will provide a solid basis for
of achieving Open Strategic Autonomy. policymaking that brings the European
They require knowledge of various fields, Union and its member states closer to
as well as technical and country-specific Open Strategic Autonomy.

political expertise. Only interdisciplinary
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Result: effective
policy response
to achieve Open
Strategic Auton-
omy in a given

technology

Result: geopo-
litical position
of the EU ina
given emerging
& foundational
technology

Result:
understanding
challenges to
Open Strategic
Autonomy

Result: identi-
fication of de-
pendencies in a
given emerging
& foundational
technology

ECOSYSTEM ASSESSING GEOPOLITICAL POLICY TOOL
ANALYSIS 4 DIMENSIONS CONTEXTUALIZATION  SELECTION

Figure 1.4. — The four-step process for identifying appropriate tools for addressing the
challenges to Europe’s Open Strategic Autonomy
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Challenges of a rising Chinese chip design ecosystem

Jan-Peter Kleinhans, John Lee

Abstract

The growing competitiveness of Chinese chip design companies has so far been neglected by
policymakers in Europe. Despite the recent US export controls targeting China’s semiconductor
industry, it is highly likely that Chinese chip design companies will gain global market share in
a range of industry sectors in this decade. This presents challenges across the dimensions of
national security, supply chain resilience and technological competitiveness for Europe, its end-
customer industries and semiconductor companies. Importantly, most of these challenges are
not currently addressed by the proposed European Chips Act and will require different and tai-
lored policy responses. Europe must: (a) invest in its own chip design capabilities; (b) strengthen
the “strategic indispensability” of its semiconductor companies and technology providers through
policy interventions; (c) engage with national and industry actors in discussions on the interna-
tional structure of the semiconductor value chain and managing conflicting interests, including
among the US-allied community; and (d) map the risk profile of increasing reliance on Chinese
chip design across different sectors and industry verticals.

Semiconductors are a foundational tech- have scrutinized their national depend-
nology and critical inputs in almost every ency on foreign semiconductor manufac-
other industry. Their production can be turing. This has resulted in substantial
divided into three distinct steps: chip de- subsidy packages, such as the proposed
sign, front-end manufacturing (wafer fab- European Chips Act, to incentivize the con-
rication) and back-end manufacturing struction of domestic fabrication plants or
(assembly, test and packaging). Since 2020, “fabs” ?® In many ways, policymakers now
spurred by global chip shortages, policy- increasingly care about where chips are
makers in Europe, the United States, Ja- manufactured rather than where chips
pan, South Korea, India and elsewhere are designed. This has also shaped the

2 )Jan-Peter Kleinhans, Julia Hess and Wiebke Stiftung Neue Verantwortung, 7 June 2022, <https://
Denkena, “"Analysis of the EU Chips Act: Challenges www.stiftung-nv.de/en/publication/eca-monitoring>.

of government monitoring of the supply chain”,
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way in which policymakers look at China’s
ambitions and growing importance in the
global semiconductor ecosystem. The
achievements of China’s indigenous semi-
conductor manufacturing ecosystem, from
foundries (such as Semiconductor Manu-
facturing International Corporation, SMIC)
to memory chip manufacturers (such as
Yangtze Memory Technologies, YMTCQ),
receive regular media attention but the
same is not the case for advances in chip
design by Chinese companies, even though
this is one of the most notable areas of
Chinese progress in recent years.

China’s chip design ecosystem has made
rapid advances, in some areas such as ma-
chine learning accelerators (or “Al chips”)
even reaching the global cutting-edge. If
rigorously enforced, the US export con-
trols instituted in October 2022 will make
it highly unlikely that Chinese chip de-
sign companies can increase their inter-
national competitiveness in high-perfor-
mance processors, cloud Al accelerators
and cutting-edge memory chips. How-
ever, most types of semiconductors are
not addressed by the new US restrictions.?
In the areas not targeted by US export
controls, Chinese chip design companies
will probably continue to strengthen their
capabilities and compete internationally.
In doing so, they will benefit from China’s
strength in adjacent industries, such as
internet and computing service platforms,

2 US Government, US Industry and Security Bureau,
“Implementation of Additional Export Controls: Certain
Advanced Computing and Semiconductor Manufac-
turing Items; Supercomputer and Semiconductor
End Use; Entity List Modification”, 13 October 2022,
<https://www.federalregister.gov/d/2022-21658>.
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consumer electronics and electric vehicles,
for which innovation in semiconductors
provides a competitive advantage. A glob-
ally competitive Chinese chip design eco-
system therefore strengthens the global
competitive position of many Chinese
companies in other verticals.*

This also creates new dependencies and
potential challenges for European indus-
tries, regarding their long-term techno-
logical competitiveness if they come to
rely on chips that are “"designed in China".
The dual-use nature of specific types of
chips also means that Chinese chip design
capabilities could have defence- and espi-
onage-related implications, which poten-
tially pose national security challenges.
These are increasingly of concern to US
policymakers in particular, who are already
taking unilateral actions in response that
directly impact European interests, most no-
tably in the October 2022 export controls.

This chapter provides an overview of the
foundation for and long-term potential
of China’s domestic ecosystem for chip
design and examines the impacts on this
ecosystem of the October 2022 US export
controls. We then analyse the challenges
and path-dependencies of China'’s chip
design ecosystem and the implications for
Europe along the four dimensions of tech-
nology autonomy as outlined in the intro-
duction. We conclude with four policy rec-
ommendations on a European response.

30 John Lee and Jan-Peter Kleinhans, Mapping China’s
Semiconductor Ecosystem in Global Context: Strategic
Dimensions and Conclusions, MERICS and SNV Policy
Brief, June 2021, <https://www.stiftung-nv.de/sites/
default/files/chinas_semiconductor_ecosystem.pdf>.
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Foundations and long-term potential of China’s chip design ecosystem

The first factor driving development of
China’s chip design sector is the concen-
tration and rapid development of end-
user industries in China. The semiconduc-
tor industry is a supplier market and chips
are inputs to countless end-products. This
also means that in verticals such as smart-
phone consumer electronics companies,
cloud providers (hyperscalers) and elec-
tric vehicle manufacturers, competition
increasingly takes place not just at the
software level, but also at the hardware
level. This virtuous circle of development
between verticals that increasingly rely
on innovation in chips and the chip de-
sign ecosystem creates long-term ad-
vantages for China'’s chip design capabil-
ities.

This is not just about Chinese hyperscal-
ers, such as Alibaba or Tencent, investing
in in-house chip design. It is also about a
growing number of fabless start-ups, such
as Biren Technologies, Black Sesame or
Horizon Robotics, designing Al chips and
power semiconductors, among many other
types of chips, not just to serve domestic
companies, but to strengthen their com-
petitiveness on international markets as
well. The virtuous circle also means that
domestic chip designers can learn and
improve through cooperation with domes-
tic and international end-customer indus-
tries. This will provide European firms with
increasing incentives to partner with Chi-
nese entities. One such example is Volks-
wagen'’s new joint venture with the Chinese

31 Victoria Waldersee, “Volkswagen to take 60%
stake in $2 bin tech JV with China's Horizon Robot-
ics”, Reuters, 13 October 2022, <https://www.reuters.
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chip design firm, Horizon Robotics, to de-
velop a System-on-Chip (SoC) for auton-
omous driving that will be available only
in China.®! Another is the partnership be-
tween the Japanese leader in electronics
components, Rohm, and Chinese firms
like UAES to apply silicon-carbide (SiC)
power devices in new energy vehicles.

A second factor supporting the long-term
potential of China’s chip design sector is
China’s massive talent pool. Chip design
is mainly skill-intensive and thus heavily
reliant on highly skilled labour. China has
been developing its tertiary education in-
stitutions to produce workers for the semi-
conductor industry, while its chip design
sector has benefited from Chinese nation-
als who have gained work experience with
foreign, especially US, firms. However, ac-
cess to foreign and foreign-trained talent
has been put under pressure by China’s
zero-Covid policy and US government
restrictions: the "US persons” provisions
in the most recent US export controls im-
pose restrictions on many executives and
other important personnel in China’s lead-
ing semiconductor companies who hold
US citizenship or green cards. Chinese in-
dustry insiders also see the semiconduc-
tor sector as having difficulties compet-
ing for university graduates, and the gen-
eral level of labour force expertise in China
as lagging behind that of other countries,
although this is more pronounced for
electronic design automation (EDA)

com/business/autos-transportation/volkswagen-
take-60-stake-tech-joint-venture-with-chinas-hori-
zon-robotics-2022-10-13/>.



software and manufacturing than for chip
design.®

There are objective indicators of the in-
creasing quality of China’s skilled work-
force in this industry. For the first time, a
majority of the accepted submissions to
the 2023 International Solid-State Circuits
Conference (ISSCC), one of the most pres-
tigious academic semiconductor confer-
ences, for example, were authored by
Chinese institutions. Of the 629 submit-
ted research papers, 198 passed screen-
ing of which 59 were from China, 42 from
the US and 32 from South Korea.** So while
the “US persons provisions” are certainly
a blow to China’s chip design ecosystem
in the short- to medium-term, China is
able to draw on an increasingly competi-
tive academic ecosystem and thus a rich
homegrown talent pool. By the Chinese
authorities’ own judgment, however, ef-
fectively linking research with applications
for industry will remain a key challenge.
China’s semiconductor ecosystem has
benefited from the practical experience
of large numbers of foreign (especially
Taiwanese) industry veterans working in
Chinese firms and training up local staff.
It will take time for large numbers of Chi-
nese personnel to acquire enough applied
knowledge from “sitting ten years on the
cold bench”, to use a local phrase about

32 Coco Feng, “China’s semiconductor self-sufficiency
drive needs to strengthen development of talent and
skills, education agency executive says”, South China
Morning Post, 5 October 2022, <https://sc.mp/ti4qg>.
33 Michael Herh, “China distinguishing itself at ISSCC
2023", Business Korea, 17 November 2022, <http://www.
businesskorea.co.kr/news/articleView.html?idxno=1042
60>.
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the necessity for hard-earned experience
in the industry.

A third enabling condition for China’s
chip design sector is state support. In
the 1990s, the Chinese authorities were
still taking a command-style approach to
developing industry champions, but this
has evolved over the past two decades
into so-called grand steerage, whereby
the state channels resources through in-
direct, market-conforming instruments
to “steer” the economy towards broadly
defined goals3* Among the main instru-
ments of this approach are “government
guidance funds”, notably the “Big Fund”
set up in 2014 for dedicated investment
in the integrated circuits industry. Policy
support for a given industry also encour-
ages investment by the private sector,
including foreign actors. In mid-2022, the
Shanghai Stock Exchange established a
“STAR Chip Index” for leading firms by
market capitalization in China’s semicon-
ductor industry.®

For many years, Chinese industry policy
has made chip design a priority and chip
design firms have been notable recipients
of investment from the Big Fund. The chip
design sector’s relatively low barriers to
entry and upstream position in the value
chain make it an "easy pick” for state offi-
cials and fund managers who hope that

34 Barry Naughton, “Grand Steerage as the New Par-
adigm for State-Economy Relations”, in Frank N.
Pieke and Bert Hofman (eds), CPC Futures: The New
Era of Socialism with Chinese Characteristics, NUS
Press, 7 September 2022.

35 Shanghai Stock Exchange, “Release of SSE STAR Chip
Index: Spotlight for Demonstration Effect of Key Tech-
nology”, 20 May 2022, <http://english.sse.com.cn/
news/newsrelease/c/5702887.shtml>.



it will drag along development of down-
stream value chain steps and end-user
industries. Subnational governments in
China promote chip design through basic
measures such as designating zones for
semiconductor-related technology clusters.
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In Shanghai's Lingang Special Area, for
example, design firms such as Cambricon
and Horizon Robotics are co-located with
firms operating in other steps of the value
chain, all of which benefit from import duty
exemptions on their inputs.

Impacts of the October 2022 US export controls

A major constraint on China'’s chip design
sector was introduced by the sweeping US
export controls instituted in October 2022,
which restrict supply of various semicon-
ductor-related technologies to China. These
controls are so extensive that they have
been described by many analysts as
amounting to a strategy of “technologi-
cal containment” of China. This framing
has been reinforced by recent comments
on US technology and trade policy by sen-
ior officials in the Biden administration.*

While these controls do not directly tar-
get chip design, their negative effects on
the wider Chinese semiconductor sector
and the industries that depend on it are
likely to dampen demand and investment
in Chinese fabless firms, and the in-house
design units of Chinese technology ma-
jors, at least in the short term. Promulga-
tion of the new controls immediately trig-
gered a stock market fall of around $US
8.6 billion for Chinese firms involved in

36 The White House, “Remarks by National Security
Advisor Jake Sullivan at the Special Competitive
Studies Project Global Emerging Technologies Sum-
mit”, 16 September 2022, <https://www.whitehouse.
gov/briefing-room/speeches-remarks/2022/09/16/
remarks-by-national-security-advisor-jake-sullivan-
at-the-special-competitive-studies-project-global-
emerging-technologies-summit/>; Office of the US
Trade Representative, “Remarks by Ambassador
Katherine Tai at the Roosevelt Institute's Progressive
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the semiconductor sector, such as Cambri-
con and Horizon Robotics.?” Additional US
government controls are expected to fol-
low to restrict outbound investment in
China, much of which has been in Chinese
chip design firms.

The new controls restrict the involvement
of US persons (citizens or permanent
residents) in China’'s semiconductor sec-
tor, which will also hamper the develop-
ment of chip design capability. Many im-
portant figures in Chinese EDA software
and chip design start-ups are reportedly
in this category. The new controls will force
such individuals to choose between work-
ing in China and their US residence rights,
while also making it impossible to attract
much of the foreign and possibly Chinese
expatriate talent that might otherwise have
been ready to work for or with Chinese
firms. The US persons provisions are also
likely to be a strong deterrent to US semi-
conductor firms doing business with

Industrial Policy Conference”, October 2022, <https:
//ustr.gov/about-us/policy-offices/press-office/
speeches-and-remarks/2022/october/remarks-am-
bassador-katherine-tai-roosevelt-institutes-progres-
sive-industrial-policy-conference>.

37 Hudson Lockett, “China chip stocks lose $8.6bn in
wipeout due to US export controls”, Financial Times,
10 October 2022, <https://www.ft.com/content/63a
408cf-b4cc-4825-abaa-ad829142e335>.



Chinese entities through shell companies
and other clandestine means. This is prob-
ably by design, given that one of the "big
three” EDA vendors is reportedly under
investigation for selling to Huawei and
SMIC in breach of older export controls
targeted at those individual entities.®

Much will depend on enforcement of the
new US export controls, which could be
revised or expanded in the coming months.
If their application is limited to the four
areas addressed in the current regulation —
high-performance and supercomputing,
cloud Al acceleration, advanced semi-
conductor manufacturing and manufac-
turing equipment — this is likely to have
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limited impacts on Chinese chip design
companies serving other sectors, such as
automotive, mobile chipsets, internet of
things (IoT) and industrial applications, at
least until the general requirements for
computing power in these sectors increase
significantly. At the time of writing, how-
ever, some new rules have been drafted
in terms that potentially allow them to
be used to restrict Chinese industry's ac-
cess to less sophisticated chips. If this is
the case, the other sectors mentioned above
could be significantly impacted, with neg-
ative follow-on effects for Chinese chip
design firms. That said, this is not the US
government's current intention according
to official statements.*

Challenges and path-dependencies of China’s chip design ecosystem

Notwithstanding the long-term potential
of China'’s chip design ecosystem, it also
faces significant challenges. The intensi-
fying US—China technology rivalry essen-
tially means that Chinese chip design com-
panies could be cut off from upstream
suppliers (EDA tools and semiconductor
intellectual property, IP, vendors) and
downstream front-end manufacturing
(equipment vendors and fabrication pro-
viders) within a matter of months, or po-
tentially even days.

38 Jan King and Jenny Leonard, “Synopsys probed on
allegations it gave tech to Huawei, SMIC", Bloom-
berg, 13 April 2022, <https://www.bloomberg.com/
news/articles/2022-04-13/synopsys-probed-on-alle-
gations-it-gave-chip-tech-to-huawei-smic>.
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A key challenge for China’s chip design
ecosystem is its dependence on the US-
origin electronic design automation tools
that are essential for designing semicon-
ductors. Access to EDA tools is essential
in order to design chips and the leading
EDA tool suppliers, Cadence, Synopsys
and Mentor (acquired by Siemens in 2017),
are all US-based. While there have been
several initial public offerings in China’s
homegrown EDA ecosystem since 2021,
and Chinese EDA start-ups receive a lot
of attention from public and private in-
vestors, this is still in its infancy.

39 Martin Rajser, “A Conversation with Under Secre-
tary of Commerce Alan F. Estevez”, Center for a New
American Security, 27 October 2022, <https://www.
cnas.org/publications/transcript/a-conversation-
with-under-secretary-of-commerce-alan-f-estevez>.
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Figure 2.1 — An overview of the technical and political actors driving China’s 6G development
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Like EDA, semiconductor IPis another
critical input to chip design. Since China
is a "fast follower” in the semiconductor
ecosystem, having joined the globalized
value chain late and in lower value-added
steps, there is a relative lack of domestic
semiconductor IP. This makes Chinese chip
design activities heavily reliant on foreign,
especially US, semiconductor IP for core
functionalities such as input/output (I/0),
memory and compute.

Dependence on foreign providers for front-
end manufacturing (fabrication) poses
another challenge for the growth of China'’s
chip design ecosystem. Most, if not all,
globally competitive chips "designed in

Implications for Europe

China’s chip design ecosystem has a lot
of long-term potential even in the light
of the latest US restrictions. China already
has globally competitive companies in
many verticals that directly benefit from
innovation in semiconductors, such as
hyperscalers (Alibaba, Tencent, Baidu),
electric vehicles (BYD, Nio), consumer
electronics (Xiaomi), smartphones (OPPO,
Vivo, OnePlus) and mobile infrastructure
(Huawei, ZTE). A few Chinese firms (most
notably Haier) have also become competi-
tive in “smart manufacturing” and “indus-
trial internet” systems, which also benefit
from chip design to optimize various func-
tions within these technological ecosys-
tems.*® The Chinese state encourages
the development of all these fields and

40 Rebecca Arcesati et al., “China’s digital platform
economy: Assessing developments towards Industry
4.0", MERICS, 29 May 2020, <https://merics.org/en/
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China” rely on cutting-edge front-end
manufacturing in Taiwan. Like the rest of
the world, Chinese fabless companies de-
pend on manufacturing by TSMC in Tai-
wan, specifically for cutting-edge logic chips
such as processors, Al accelerators and
System-on-Chips. TSMC's dependence
on US-origin manufacturing equipment
and fab technology means that the US
government can always apply the foreign
direct product rule to use export controls
to block Chinese fabless companies’ ac-
cess to TSMC's fabrication services, leav-
ing them unable to have their leading-
edge chip designs manufactured into
products.

probably has the resources to further in-
crease effective subsidy levels, especially
if this is seen as necessary to compensate
for the negative impacts of foreign mea-
sures such as US export controls or to sup-
port critical import substitution efforts.

Very few, if any, European companies are
present in many of these end-customer
markets. Consequently, Europe will be
increasingly confronted not just with end-
products assembled in China, but chips
designed in China at the core of these
products. The above-mentioned virtuous
circle between end-customer industries and
chip design capabilities will also enable
Chinese chip design companies to enter
other verticals, to compete internation-
ally and potentially to supply European

report/chinas-digital-platform-economy-assessing-
developments-towards-industry-40>.



end-customer industries. Over time, this
will create new dependencies among Eu-
ropean end-customer industries on chips
“designed in China". In the example of
Volkswagen's cooperation with Horizon
Robotics mentioned above, even if the
products of this collaboration serve only
the Chinese market, this reinforces Volks-
wagen’s dependence on access to China
to remain profitable and a global tech-
nological leader.

This prospect of growing European de-
pendence on China's chip design ecosys-
tem, and chips designed in China, will
have impacts on Europe’s Open Strate-
gic Autonomy. We assessed Open Stra-
tegic Autonomy across the four dimen-
sions of supply chain resilience and se-
curity of supply, national security, values
and sustainability, and technological com-
petitiveness, and offer the following eval-
uation of each of these dimensions.

Supply chain resilience and security of
supply

For the most part, chip design does not
depend on physical inputs in the way semi-
conductor manufacturing does. Thus, gen-
erally speaking, an increasingly competi-
tive Chinese chip design ecosystem will
have little impact on Europe’s security of
supply of chips or overall supply chain
resilience. If in the long-term European
end-customer industries come to increas-
ingly depend on Chinese-origin chips,

41 Jan-Peter Kleinhans and Julia Hess, Analysis of the
EU Chips Act: The Crisis Response Toolbox, Stiftung
Neue Verantwortung, September 2022, <https://
www.stiftung-nv.de/sites/default/files/governments
_role_in_the_global_semiconductor_value_chain_3_
0.pdf>.

DPC

35

however, and if the Chinese government
implements similar crisis response measures
to those currently envisaged in the EU
Chips Act (priority-rated orders and ex-
port authorizations), Europe’s supply of
Chinese-origin chips could be disrupted
during a future chip shortage due to in-
terventions by the Chinese government.*!
The extent of such impacts would be in-
fluenced not only by China’s strength in
semiconductor design, but also by the share
of global semiconductor manufacturing
located in China, even if not necessarily
owned by Chinese firms.

National security

Increasing dependency on chips designed
in China could have negative impacts on
national security in EU member states for
two main reasons. First, as the US gov-
ernment argues in its justification for its
October 2022 export controls, chips used
in supercomputers and machine learning
have direct military utility in simulating and
enhancing preparedness for future armed
conflict.*? The greater national capacity
that China has in chip design, the higher
the potential strategic advantage to the
Chinese military. Second, the threat of hid-
den hardware backdoors and “kill switches”
grows with the increasing complexity of
chips.” The rise of chiplets and hetero-
geneous integration as approaches to
packaging semiconductors into their end-
use form means that the threat of so-called

42 US Government, US Industry and Security Bureau
(note 299).

43 Jeff Goldman, “Chip Backdoors: Assessing the Threat”,
Semiconductor Engineering, 4 August 2022, <https:
//semiengineering.com/chip-backdoors-assessing-

the-threat/>.



hardware hacks must already be consid-
ered when implementing a single Chinese
chiplet as part of a non-Chinese chip de-
sign.* These threats are very similar to
those that stem from the deployment in
Europe of mobile network equipment
manufactured by Chinese entities such as
Huawei and ZTE.*® Depending on the type
of chip and the use scenario, the trustwor-
thiness of the chip design company and
the fab might also be relevant. The increas-
ing presence of Chinese equipment in the
rapidly expanding global IoT further am-
plifies this security risk.*®

Values and sustainability

A growing dependence on chips from Chi-
nese companies does not pose any chal-
lenges to Europe’s Open Strategic Au-
tonomy in terms of values. This emerges as
an issue once software runs on these sys-
tems, such as facial recognition algorithms
or other forms of data analysis. At the
hardware level, however, there are negligi-
ble impacts. Compared to the challenges
that stem from the other three dimensions,
sustainability issues are also of little con-
cern when assessing Europe’s growing
dependence on Chinese-origin chips. The
Chinese authorities are themselves con-
scious of the imperative to increase en-
ergy efficiency and reduce resource con-
sumption, and these priorities are written
into China’s various policies on develop-

4 Ed Sperling, “Security Risks Widen With Commer-
cial Chiplets”, Semiconductor Engineering, 7 July
2022, <https://semiengineering.com/security-risks-
widen-with-commercial-chiplets/>.

45 Jan-Peter Kleinhans, “Whom to trust in a 5G world?”,
Stiftung Neue Verantwortung, December 2019,
<https://www.stiftung-nv.de/sites/default/files/
whom_to_trust_in_a_5g_world.pdf>.
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ment of the digital industries that depend
on semiconductors and chip design.

Technological competitiveness

Next to national security challenges, Eu-
rope's long-term technological competi-
tiveness is potentially affected most by
the growing Chinese chip design ecosys-
tem. Many products in which European
companies have had historically strong
positions, such as cars and robotics, in-
creasingly compete at the level of hard-
ware- and software-innovation, as well
as optimization of the interactions between
the two. These “cyber-physical systems”
make up a growing share of economic
activity and national infrastructure as a
result of the expanding IoT.*’ Even if Eu-
ropean companies continue to excel in
the traditional electrical and mechanical
engineering aspects of these products,
Chinese companies might be able to out-
compete their European counterparts due
to innovation in chip design. Chip design
capabilities will reinforce Chinese strengths
in other supply chain segments, as is al-
ready evident in the electric vehicle sec-
tor where Chinese carmakers benefit from
Chinese minerals processing and battery
making suppliers.

When assessing the impact on Europe’s
Open Strategic Autonomy in these four
dimensions, the effects of the sweeping

46 Alexi Drew, “Chinese technology in the ‘Internet of
Things’ poses a new threat to the west”, Financial Times,
10 October 2022, <https://www.ft.com/content/cd81
e231-a8d3-4bc0-820a-13f525a76117>.

47 John Lee, “The Connection of Everything: China
and the Internet of Things”, MERICS, 24 June 2021,
<https://merics.org/en/report/connection-every-
thing-china-and-internet-things>.
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US export controls of October 2022 must
be taken into account. These restrictions
have made the task of balancing the risks
and benefits of engaging with China’s
semiconductor sector and related end-
user industries far more difficult. The clear
objective of the controls is to completely
cut-off China's access to cutting-edge and
next-generation computer processors,
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whether imported or domestically pro-
duced. These are the very products that
Chinese chip design firms are primarily
working on, and this is where their value
primarily lies as partners for European
firms in end-user industries such as car
making, and potentially in more wide-
ranging fields such as intelligent manu-
facturing systems.
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Figure 2.2 — Main Chinese semiconductor technology-related risks

Recommendations for European Policymakers

For Europe, these issues are therefore tied
to the macro question of Europe’s inter-
national positioning between the US and
China, particularly as the EU itself currently

has limited chip design capabilities. In the
context of chip design, China’s relative
position in the global semiconductor in-
dustry means that the choice is not between



dependence on either the US or China.
Instead, it is probably between maintain-
ing access to both US and Chinese tech-
nology ecosystems (with a bias towards
the former), on the one hand, and the high
degree of dependence on US industry that
would probably be implied by severing
links with Chinese industry, on the other.

The US is pursuing other international
cooperative initiatives on semiconduc-
tors, notably the so-called Chip 4 Alliance
with Taiwan, Japan and South Korea. It is
not evident that European interests are
being adequately considered in these dis-
cussions, and there is already concern in
various EU quarters about the implications
for European firms' future competitiveness
vis-a-vis companies from the US and its
East Asian allies. Specifically, it is not clear
what consideration is being given to ASML's
long-term competitiveness and the con-
sequences for supplier firms such as Trumpf
and Zeiss, particularly as the US appears
to be dealing with this issue through bi-
lateral discussions with the Netherlands.
Nor is it clear that the significant exposure
to China of STMicroelectronics, Infineon,
NXP and other European firms in the sem-
iconductor sector, or of major semiconduc-
tor end-user industries, is being taken
into account in discussions on supply
chain restructuring.

Conversely, even before accounting for
the new US export controls and US polit-
ical pressure to align against China, inte-
gration with China’s chip design ecosys-
tem brings significant political risks. China’s

48 European Commission, “Alliance on Processors and
Semiconductor technologies”, 2022, accessed 5 De-
cember 2022, at https://digital-strategy.ec.europa.
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government recently proved ready to
weaponize economic relations against an
EU country (Lithuania) over its relations with
Taiwan, with consequences also for firms
in other EU member states. The intrusive
data regulatory regime imposed by the
Chinese state means that operating in China
will continue to create problems of data
security and intellectual property protec-
tion for European businesses. The Chinese
state is increasingly arming itself with
“counter-sanctions”-type instruments in
retaliation for foreign measures seen as
discriminating against Chinese interests,
and Beijing may choose to use these cross-
sectorally and disproportionately. Above
all, the general advance of Chinese firms’
capabilities will increasingly make them
effective competitors not only in China,
but in third party markets and even the
EU itself.

In view of these multifaceted challenges,
and of Europe’s difficult balancing act amid
the intensifying US—Chinese technology
rivalry, we make recommendations below
on how Europe can mitigate some of the
risks of increasing dependence on chips
designed in China.

Invest in European chip design through
end-customer industries and in technol-
ogy trends

It is an increasingly severe shortcoming of
Europe’s semiconductor strategy that, at

the time of writing, the Industrial Alliance

on Processors and Semiconductor Tech-

nologies has still not been launched*

eu/en/policies/alliance-processors-and-semiconduc-
tor-technologies



more than 18 months after its envisaged
start date.”® The alliance and its working
groups could provide a suitable forum for
European end-customer sectors, such as
the automotive, telecommunications, health
and manufacturing sectors, to jointly de-
velop technology roadmaps for future
chip designs that serve their industries. If
Europe wants to strengthen its chip design
ecosystem in the long-term, European end-
customer industries need to perceive chips
as a strategic input and competitive dif-
ferentiator in their own end-products, in
order to justify the necessary investments
in in-house chip design units and coop-
eration with European chip design com-
panies. This is key to European techno-
logical competitiveness not only in semi-
conductors, but also in various end-cus-
tomer industries.

Ensure sustained leverage in other parts
on the semiconductor value chain in the
long-term

Despite the recent US export controls,
China’s chip design ecosystem has sev-
eral systemic advantages compared to
Europe’s that make it almost certain that
European industries will depend more on
chips designed in China at the end of this
decade than they do today. To strengthen
Europe’s Open Strategic Autonomy de-
spite growing dependence on China’s
semiconductor ecosystem, European poli-
cymakers must support the preservation
and creation of European technology

49 European Commission, “Updating the 2020 New
Industrial Strategy: Building a Stronger Single Market
for Europe’s recovery”, SWD(2021) 350 final, 2021,
<https://ec.europa.eu/info/sites/default/files/communi-
cation-industrial-strategy-update-2020_en.pdf>.
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providers that are indispensable to the
global semiconductor value chain. The
fact that no fab in the world can move
beyond 7nm process technology without
access to ASML's Extreme Ultra-Violet li-
thography machines creates geopolitical
leverage. This “strategic indispensability”
of domestic semiconductor firms to the
international ecosystem is a key pillar of
Japan'’s semiconductor strategy.*

European semiconductor manufacturing
equipment and chemical suppliers have
globally competitive, in some cases mar-
ket-leading, positions in their fields. One
aspect of Europe's semiconductor strategy
should therefore be to support the contin-
ued indispensability of these technology
providers not only against Chinese com-
petitors, but also in relation to firms from
the US and its East Asian allies. This pol-
icy objective should inform assessments
of US export controls, even if these only
target China, and their potential impacts
on European firms.

Such indispensable and market-leading
firms are key to Europe's technological
competitiveness not just in the semicon-
ductor sector, but in many other end-user
industries. Their existence also boosts
supply chain resilience and national se-
curity by providing points of leverage that
Europe can use to counter weaponized
interdependence in the semiconductor
supply chain.

50 Hideki Uno, “Japanese Semiconductor Industrial

Policymaking in the Twenty-First Century”, CSIS, 19
September 2022, <https://www.csis.org/blogs/per-
spectives-innovation/japanese-semiconductor-in-

dustrial-policymaking-twenty-first-century>.



Engage in EU-level dialogue with other
key actors in the semiconductor value
chain

At the same time, cooperation with the
US and its East Asian allies is important
to the sustainable development of a com-
petitive European semiconductor sector.
There is no prospect of Europe ever “on-
shoring” the entire semiconductor sup-
ply chain: supply chain resilience must be
managed, in so far as is possible, through
international cooperation and information
exchange. The TSMC-Samsung duopoly
on leading edge fabrication is only the
most prominent example of why com-
prehensive onshoring is unrealistic. Eu-
rope must build “strategically indispen-
sable” niches in the context of depend-
ence on technology provided by other
countries. Within the US allied commu-
nity, it should be possible to discuss these
issues in combined forums where all par-
ties' interests can be addressed. Dependen-
cies on China cannot be handled in the
same way for political reasons, but they
are also best managed by maximizing
communication with Chinese parties on
the basis of reciprocity (i.e. not providing
information without receiving equivalent
information).

DPC

Map and assess the domain-specific risks
that stem from the use of Chinese-origin
chips

While certain market dependencies on
Chinese firms are relatively easily identi-
fied, the rapid growth of the global IoT
and in Chinese industrial capabilities re-
quires extensive and continuing risk as-
sessments differentiated by sector and
vertical. Not all Chinese-designed chips
and the products they support present
an equal risk profile, although common
risk factors stem from the Chinese state’s
political priorities and its intrusive data
regulatory regime.

Enabling such comprehensive and detailed
risk assessments is another reason why
cross-sectoral cooperative forums such
as the above-mentioned alliance are im-
portant. Without deep visibility of the struc-
ture of Europe’s digitalized industries and
their interdependencies with China — and
indeed with other states in the US-allied
community — policymakers cannot make
informed decisions on risk management
for national security, on supporting Eu-
rope’s future prosperity or on maximiz-
ing Europe’s Open Strategic Autonomy.

Authors:

Jan-Peter Kleinhans is the Head of Technology and Geopolitics at Stiftung Neue Verantwor-
tung e.V. in Berlin, Germany. Contact: jkleinhans@stiftung-nv.de
John Leeis Director of East West Futures in Berlin, Germany. Contact: johnlee@eastwestfu-

tures.com

40



DPC

In political and technological harmony or disharmony? How
Europe and China advance towards 6G

Tim RUhlig, Liesbet Van der Perre

Abstract

As the world rolls out 5G technology, advances are also being made in the development of the
next generation of wireless networks: 6G. Although in its infancy, 6G already carries the hope
of new and strategic use cases that could fulfil promises that 5G has not yet been able to ac-
complish. Just as with 5G, China and Europe are leading the development of 6G. Without un-
derestimating Europe’s own strengths, careful monitoring of Chinese policy and technological
developments will be crucial for European policymakers. This chapter identifies which actors
should be monitored. China’s strength also has implications for European strategic autonomy
in terms of supply chain resilience, national security, values protection and technological com-
petitiveness. The EU has increased its supply chain resilience but dependencies remain and na-
tional security is still the greatest concern. Differences in values are particularly stark with re-
gard to privacy and sustainability. Although still well positioned, Europe should bolster its
technological competitiveness and pay particular attention to patenting.

From global 5G roll-out to 6G definition

While some countries in Europe were still
in the phase of granting licences in 2022,>*
the global rollout and adoption of 5G con-
tinues at high speed; 5G is scaling faster
than any previous mobile generation and
the number of 5G subscriptions was ex-
pected to reach 1 billion by the end of

Korea and the People’s Republic of China
(PRC) have all been early adopters.

By late 2022, China had built 1.85 million
5G base stations, ranking it first in abso-
lute numbers but not per capita. The Eu-
ropean Union’s 5G Observatory puts the

2022.>2 Asian countries such as India, South

51 European 5G Observatory, “European 5G score-
board”, accessed 18 December 2022 at <https://
5gobservatory.eu/observatory-overview/eu-score-
board/#menu-mobile>.
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number of 5G base stations deployed in
the EU at 256,074. Germany has less than

52 Ericsson, “Ericsson Mobility report”, November
2022, accessed 2 January 2023, <https://www.erics-
son.com/en/reports-and-papers/mobility-report>.



52,000 such stations,*® although meth-
ods for calculating deployment vary. Eu-
rope counts cell sites while Chinese op-
erators report base stations and some-
times count different spectrum bands as
separate "logical” base stations even if
they partly use the same hardware.”* How-
ever, even if numbers are adjusted, China
has deployed almost twice as many base
stations as the EU. It is true that China
needs to service far more people — China
Mobile alone has more mobile subscrib-
ers than there are people living in the US
and the EU combined - but the race for
technological leadership in the wireless
sector is also one of scale.

China's deployment is not just faster than
but different from Europe’s. The PRC is
rolling out stand-alone 5G (SA 5G), which
frees up capacity in the mid- and low-
band spectrum. By contrast, Europe de-
ploys non-stand-alone 5G (NSA 5G), which
does not require a new Core Network like
SA 5G. While NSA 5G offers largely the
same applications for most consumers,
SA 5G has interesting potential for a wide
range of applications in manufacturing,
healthcare and mobility, to name just a
few examples. Experts disagree on the
practical relevance of the different de-
ployment strategies and on when new

>3 European 5G Observatory, “International 5G score-
board”, November 2022, accessed 18 December 2022
at https://5gobservatory.eu/observatory-overview/
international-5g-scoreboard/.

>4 Doug Brake and Alexandra Bruer, “The great 5G
race: Is China really beating the United States?”, In-
formation Technology and Innovation Foundation,
30 November 2022, <https://itif.org/publications/
2020/11/30/great-5g-race-china-really-beating-
united-states/>.

55 Julian Ringhof, “Setting the tone: The value of the
EU-US Trade and Technology Council”, European
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use cases will become a reality. In com-
mon with all other states, China is yet to
tap the full potential of SA 5G. For the time
being, NSA 5G is sufficient and more cost-
effective, not least since it supports leg-
acy networks. In private conversations,
however, representatives of European 5G
vendors are concerned that their de facto
exclusion from the Chinese market is cut-
ting them out of the largest market for
the most advanced version of 5G. This
could provide Chinese manufacturers with
the advantage of experimenting with ap-
plications that might steer the way to the
development of 6G. Instead of prioritizing
6G, the US-EU Trade and Technology Coun-
cil (TTC) is stalled over the technologically
premature Open RAN, which the US is
pushing in order to support its industry.>

China’'s vendors develop and manufac-
ture high quality equipment and profit
from party-state support. The PRC gov-
ernment has instructed state-run opera-
tors to roll out stand-alone 5G at high
speed, provides subsidies and instructs
operators to offer low-cost subscriptions
to consumers. China’s 14th Five-Year Plan
sets China’s ambitious 5G deployment
targets, which aim for market penetra-
tion of 56%.>°

Council on Foreign Relations, 9 December 2022,
<https://ecfr.eu/article/setting-the-tone-the-value-
of-the-eu-us-trade-and-technology-council/>.

6 National Development and Reform Commission, *
FEARENMEERAFMESKEE T NAEN
XA120355 = EARNE" [The Fourteenth Five-Year
Plan for the National Economic and Social Develop-
ment of the People's Republic of China and Outline
of Long-term Goals for 2035], Xinhua, accessed 18
December 2022 at <http://www.gov.cn/xinwen/2021
-03/13/content_5592681.htm>.



Further development of wireless infra-
structure continues in parallel. In the com-
ing years, new Third Generation Partner-
ship Project (3GPP) releases of 5G stand-
ards are planned (5G-advanced). Global
harmonization is ongoing, and the Global
5G Event series is discussing regulation,
security, trust and prospects for 5G and
beyond, among other issues.

Since new generations of mobile networks
typically occur every ten years, many ex-
pect 6G in 2030. Prior to standardization
in the 3GPP, the world has reached the
stage of crucial research and development
(R&D) initiatives exploring and develop-
ing these new technologies. Europe and
China are heavily investing in 6G research
and remain in the lead. The PRC 14th Five-
Year Plan envisages a mobile infrastruc-
ture that integrates space and earth, with
enhanced data perception, transmission,
storage and computing capabilities as cen-
tral features.”” China's National Informati-
zation Plan makes clarification of require-
ments for 6G and the development of
technologies to support 6G among its
main targets.*®

57 National Development and Reform Commission
(note 56).

58 Central Commission for Cybersecurity and In-
formatization, "+ A" ERIE RILHXI" [14th Five-
Year Plan for national Informatization] (in Chinese),
Chinese State Council, accessed 18 December 2022
at <http://www.gov.cn/xinwen/2021-12/28/5664873/
files/1760823a103e4d75ac681564fe481af4.pdf>.

59 University of Oulu, 6G Flagship, “We are 6G Flag-
ship: Welcome aboard”, accessed 18 December 2022
at https://www.6gflagship.com/.

0 6G IA, "6G Smart Networks and Services Industry
Association”, accessed 18 December 2022 at <https:
//6g-ia.eu/>
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Europe is also taking the initiative. Fin-
land launched a flagship project to envisage
and define 6G in 2018.>° At the European
level, the 6G Smart Networks and Services
Industry Association (6G-IA) has been
established as the voice of European in-
dustry and research on next generation
networks and services. Among its more
than 200 members are Nokia and Erics-
son as well as many academic institutes,
semiconductor companies (NXP, Infineon),
small and medium-sized enterprises and
operators (e.g., Orange, Deutsche Telecom,
Telefonica, Telenor). The association is also
open to non-European actors such as Sam-
sung, Huawei, ZTE, Vodafone or Interdigital.*°

Several EU-funded projects, particularly
those part of the Horizon 2020 ICT-52 call
such as HEXA-X and REINDEER, have gen-
erated vision documents on what 6G should
be.®! For the same purpose, China formed
the IMT-2030 (6G) Promotion Group in June
2019 led by the China Academy of Infor-
mation and Communication Technology
(CAICT) under the guidance of the Minis-
try of Industry and Information Technol-
ogy. The group set out its 6G vision in a
White Paper in June 2021.%? Individual
companies such as Nokia, Ericsson, Huawei

61 HEXA-X, "Deliverable D1.2: Expanded 6G vision,
use cases and societal values”, accessed 18 Decem-
ber 2022 at https://hexa-x.eu/wp-content/uploads/
2022/04/Hexa-X_D1.2_Edited.pdf. REINDEER, “Deliv-
erable D1.1: Use case-driven specifications and tech-
nical requirements and initial channel model”, ac-
cessed 18 December 2022 at https://reindeer-pro-
ject.eu/public-deliverables/.

62 IMT-2030 (6G) Promotion Group, “White Paper on
6G Vision and Candidate Technologies”, CAICT, ac-
cessed 18 December 2022 at http://www.caict.ac.cn/
english/news/202106/P020210608349616163475.pdf.>



and Samsung are also expected to drive 6G
innovation and have published their own vi-
sion papers on the new generation of mo-
bile technology.*®

Just as in previous generations of mobile
technology, the development of 6G remains
transnational. Almost all the technology
leaders continue to operate R&D centres
throughout the world and Huawei’s US sub-
sidiary, Futurewei, is a member of the Next
G alliance. A partial separation of Western
and Chinese innovation efforts is obvious,
however, as Futurewei is the only Chinese
company in the Next G alliance and two
other Western research alliances, HEXA-
X and IOWNGF, feature no Chinese com-
panies among their members.

Our quantitative analysis of European and
Chinese contributions to two particularly
important academic conferences, the IEEE
International Conference on Communi-
cations (ICC) in Seoul in May 2022 and
the IEEE Global Communications Confer-
ence (Globecom) in Rio de Janeiro in De-
cember 2022, confirms that Europe and
China remain in the technology lead. Both
were hybrid conferences, which evens out
the distorting effects of travel restrictions.
Figures 3.1 and 3.2 show that in terms of
the technical symposium contributions,

63 Nokia, "White papers”, accessed 18 December
2022 at <https://www.bell-labs.com/institute/every-
thing/white-papers/#gref>; Ericsson, “6G: Connect-
ing a cyber-physical world”, accessed 18 December
2022 at <https://www.ericsson.com/4927de/assets/
local/reports-papers/white-papers/6g--connecting-
a-cyber-physical-world.pdf>; Samsung, “Next gener-
ation communications”, accessed 18 December 2022
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which undergo particularly strict peer re-
view, neither Europe nor China dominate
but both hold strong positions.

Analysis of the technical tutorials at the
same conferences puts presenters from
the EU ahead of the US and China, which
were the second and third most important
contributors, respectively. Chinese-led tu-
torials often engage with Artificial Intelli-
gence and machine learning for wireless
while EU-based researchers lead in many
of the most theoretical contributions. Key-
note speakers from Chinese companies were
prominent at both conferences, in recog-
nition of the amount of sponsorship they
provide to the events.

This is not to ignore, however, that many
papers and presentations stem from groups
of researchers that cut across nationali-
ties and world regions. Our analysis as-
signed these to the respective shares of
their contributions. Which of these re-
search efforts will translate into contribu-
tions on or adopted standards remains to
be seen. The findings on these two con-
ferences show that many European and
Chinese experts have significant editorial
responsibilities in the IEEE community, which
publishes journals of that provide the main
reference for the communication domain.

at <https://research.samsung.com/next-generation-
communications>;. Huawei, “6G: The next horizon.
From connecting people and things to connecting
intelligence”, accessed 18 December 2022 at <https:
//www-file.huawei.com/-/media/corp2020/pdf/tech-
insights/1/6g-white-paper-en.pdf?la=en>.
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Figure 3.1 — Origin of contributors to Technical Symposiums at the 2022 ICC

What's new in 6G and does it matter?

Anticipated technological trends as ex-
pressed in Chinese and European White
Papers and technical documents are
strongly aligned. These will require sig-
nificant upgrades from 5G to 6G to con-
tinue the improvements initiated by 5G
in mobile data volume, greater reliability
and reduced latency, and mass device use;
and to support new features, in particular

4 Henk Wymeersch et al., “Integration of communi-
cation and sensing in 6G: A joint industrial and aca-
demic perspective”, 2021 IEEE 32" Annual Interna-
tional Symposium on Personal, Indoor and Mobile

to provide precise positioning information,
sensing,* and Wireless Power Transfer
(WPT).

These new requirements increase the need
for suitable technology and available spec-

trum. Among the current trends and pro-
posed solutions are:

Radio Communications (PIMRC), accessed 18 De-
cember 2022 at <https://ieeexplore.ieee.org/docu-
ment/9569364>.
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GClobecom, percentage

An evolution towards “everything
in the cloud”, with RAN continuing
but technical reasons, such as la-
tency and energy efficiency, as well
as other reasons (privacy or secu-
rity concerns) for movement in the
opposite direction. In this context,
heterogeneous 6G infrastructure is
expected to include distributed smart
connectivity/computation platforms
and to merge communication, com-
putation, navigation and sensing.

To provide ubiquitous support for
applications and services, it is an-

ticipated that future 6G networks will
deploy with “global and deeper cov-
erage”.® To establish global cover-
age, integration with non-terrestrial

network segments is proposed, in
particular Low Earth Orbit (LEO) sat-
ellite communications.

Spatial multiplexing is key to increas-
ing capacity and service levels. This

can be achieved with massive antenna
systems that will be deployed in dis-
tributed topologies and could oper-

ate in cell-free networks.

In order to establish very high-ca-
pacity areas, exploitation of higher
operating frequencies up to sub-
THz spectrum is being studied.

The complexity of 6G systems will
require use of Al technology. Al al-
ready shows promise in addressing
diverse challenges in the networks.

speed,” IEEE Wireless Communications, vol. 27, no. 2
(April 2020), pp. 218-228, <doi: 10.1109/MWC.001.
1900333>.

65 Shanzhi Chen et al,, “Vision, requirements, and tech-
nology trend of 6G: How to tackle the challenges of sys-
tem coverage, capacity, user data-rate and movement
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Many questions remain, however,
such as the testability of Al-enhanced
functions.

¢ 'Reconfigurable Intelligent Surfaces’
(RIS) are being studied as a new
technological component for provid-
ing consistent coverage, which is
especially challenging at mmwave
frequencies and above.

The candidate technologies for 6G men-
tioned in the IMT-2030 Promotion Group
White Paper align with the above list. The
paper lists as key innovations the intro-
duction of distributed antennas, Al in the
network, merging positioning/sensing
and communication, exploitation of higher
frequencies and integration of non-ter-
restrial networks. Non-orthogonal multi-
ple access (NOMA) is mentioned as an
approach to multiple access, which is a
logical proposal given that so much R&D
in this domain is happening in China. How-
ever, there is an unexpected section on
Orbital Angular Momentum (OAM)-based
radio communication, which is contested
as a new term for a special case of what
is a well-known technology among Euro-
pean researchers. In addition, but of lesser
importance, interest in Europe in Visible
Light Communications (VLC) has been
declining and it is not widely advocated
for 6G. R&D on all of the above topics has
gained momentum in recent years in all
regions of the world, but with China and
Europe often taking the lead (see above).

6 HEXA-X, "Deliverable D1.2: Expanded 6G vision,
use cases and societal values”, accessed 18 Decem-
ber 2022 at <https://hexa-x.eu/wp-content/uploads/
2022/04/Hexa-X_D1.2_Edited.pdf>.
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It is not just traditional key performance
indicators that are being set in the devel-
opment of 6G. A new type of indicator
has been proposed to reflect other key
parameters: Key Value Indicators (KVIs).
Among the components of KVIs are sus-
tainability, digital inclusiveness and trust-
worthiness.®® The 6G-IA has established a
Security Working Group and a Vision and
Societal Challenges Working Group, and
the latter hosts a dedicated Societal Needs
and Value Creation Sub-Group. The latter
two have published a white paper, What
societal values will 6G address® The jury
is still out on whether KVIs will have a ma-
jor impact, but there are arguments for
reasonable doubt.

The importance of the above summary
of innovation lies in the enormous po-
tential of new use cases. It is mainly on
new functionality that European and Chi-
nese visions diverge. A challenging class
is proposed in “mixed reality” applications,
and potentially holographic interactions,
where the physical and virtual worlds could
merge. This requires both worlds to be
able to work in the same temporal and
spatial reference frames, and hence asks
for (quasi) real-time wireless connectivity
and precise positioning information. It is
in this context that China envisages use
of more precise and timely information for
the sake of further broadening political
control over society and the economy, a
trend that is euphemistically referred to
as “social governance”.®® Applications

67 Gustav Wikstrom et al., “What societal values will
6G address?”, Zenodo, 17 May 2022, <https://doi.
org/10.5281/zenodo0.6557534>.

8 IMT-2030 (6G) Promotion Group, “White Paper on
6G Vision and Candidate Technologies”, CAICT, accessed



where both sides broadly align include
highly “dependable” applications, such
as in wireless connectivity-enabled ro-
botized factories, and interaction with

Actors to watch

A multitude of technical and political ac-
tors are driving China’s 6G development.
Broadly speaking, the members of the IMT
2030 6G Promotion Group are the most

Implications for strategic autonomy

1. Global supply chain resilience and
second- and third-order effects

Following various attempts in different
parts of the world to define distinct ICT
technical standards, a broad consensus
has emerged that there is no viable alter-
native to a single global wireless standard.
While 6G standardization has not yet be-
gun, it is anything but a bold prediction
that Chinese and European entities will
account for the vast majority of adopted
contributions. Given the high degree of
standardized technology in the wireless
sector and the importance of patented
standard contributions, it is no secret that
the share of successful contributions will
also be decisive in the influence and rev-
enue that European, Chinese, US and other
entities will accrue. The state of research
contributions points to a leading position
for European and Chinese entities (see
the quantitative analysis above) but it is
too early to determine the exact share of

18 December 2022 at <http://www.caict.ac.cn/eng-
lish/news/202106/P020210608349616163475.pdf>.
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many more and diverse IoT nodes such
as energy-neutral devices that enable an
envisaged ‘internet-of-tags'.

decisive actors that Europe needs to watch
when seeking to understand technologi-
cal and policy developments in the PRC.

Figure 3.3 provides an overview.

Chinese and European contributions to the
6G standard or whether Chinese influence
will increase as much as it did from 4G
to 5G. It is unlikely, however, that either
Europe or China will be marginalized.

During its development, and in the ex-
pected 6G supply chain, a high degree of
a transnational division of labour is likely.
No region is in control of all the produc-
tion steps and supplier markets: both Eu-
rope and China face challenges. A prime
example is that of semiconductors. If com-
prehensively enforced, the October 2022
US export controls will prevent Chinese chip
manufacturers from producing <=14nm
logic, <=18nm half-pitch DRAM and >128L
NAND chips. This would also mean that
no person with US resident permit could
service equipment on Chinese chip manu-
facturer SMIC’s 7nm/ 14nm nodes and no
US equipment vendor could sell machines
for SMIC's <= 14nm process nodes, which
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ACTOR  NAME OF KEY DESCRIPTION KEY TASK PRIORITY
TYPE ACTOR
Research China Academy of Research institution that Heading the IMT 2030 (6G)
institution/ cT Information and is an integral part of the Coordination Group; bridging
policy FAI s Communications Ministry of Industry and policy and technical layers .
institution ~ Technology (CAICT) Information Technology
(PEIERIBEHTHR) (MIIT)
Research Purple Mountain State-backed research Famous for a successful
institution Laboratories institute trial of a 6G chip at an )
(BESUKER) unprecedented transmission ‘
speed of 206.25 gigabits in
early 2022
Company Huawei & Huawei Cloud Private company with close  Lead developer and
S'A (feNTE) ties to the party-state manufacturer of wireless ‘
HUAWE infrastructure equipment,
large cloud provider
Company Alibaba Cloud Private company China’s leading cloud provider
A (o) ‘
Company ZTE State-owned enterprise One of China's leading
(hISFRRDBIREAD) under the guidance developers and manufacturers
ZTE of the State-owned of wireless infrastructure ( .
Assets Supervision and equipment \
Administration Commission
of the State Council (SASAC)
Company Tencent Cloud Private company One of China’s leading cloud
O oz (B z) providers / .
Policy Central Cyberspace Affairs Body under the Central Main task: supra-ministerial
institution Commission ((PRMBLLFNS Committee of the Chinese policy coordination ‘
BUERE) Communist Party
Policy China Electronics non-profit organization Steering of standardization
institution/ Standardization Institute under the guidance of MIIT work, secretariat of TC 260, =
standards guuzmeen (CES|) (DESBFRARENL China’s National information ‘
body HRER) security standardization
technical committee
Policy Ministry of Industry and Ministry of the State Council Political steering of 6G
institution Information Technology development .
(MIIT) (i A ERHFOETULFD
SRMLER)
Policy Ministry of Science and Ministry of the State Council Responsibility for state-
institution Technology (MOST) (b4 A funding under the Broadband
RHAERRARER) Communications and New ‘
Type of Networks Special
project
Policy Department of High- Departments of the State State planning of 6G
institution technology and the State Council's macro-economic development under the 14th

Information Center of the
National Development and
Reform Commission (NDRC)
(PEARRIEERRRBINL
BERE)

planning institution

Five-Year Plan

Figure 3.3 — An overview of the technical and political actors driving China’'s 6G development
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would severely limit China’s ability to do
anything remotely leading-edge in chips.
All this calls into question China’s ability
to develop and later produce cutting-edge
6G technology. 6G is likely to integrate a
number of cutting-edge technologies, in-
cluding A, that require highly specialized
chips, which China may not have access
to in future. Three dimensions need to be
considered:

First, the recent past suggests that waiv-
ers of US export controls are not a rare
exception. Whether the most recent ex-
port controls will be comprehensively en-
forced remains to be seen. If the United
States gets serious, it has all the means
necessary to comprehensively enforce
the measures. TSMC and Samsung
Foundry's customers are mostly US fabless
companies, but they are crucial for China
too. Neither firm will risk its revenues to
accommodate the limited business it has
with Chinese fabless companies.

Second, China’s indigenous chip industry
has developed in the recent past. Some
experts believe that China’s SMIC can
process 7Tnm chips even without EUV (i.e.
lithography machinery that is necessary
for the fabrication of cutting edge chips),
but it will not be able to competitively pro-
duce 7nm chips without EUV, and thus its
products might not be as reliable as those of
TSMC, which European 6G vendors will be
able to use. However, competitive disad-
vantages could, at least to some degree, be
financially compensated for by the Chinese
state. The US October 2022 export controls
also cut China'’s access to critical deposi-
tion equipment.
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Third, many mobile chips do not need the
latest semiconductor technology. Several
chips, such as mobile chipset or base sta-
tion ASICs, probably do not fall under
the new US export restrictions. If com-
prehensively implemented, however, de-
veloping very high frequency 6G technol-
ogy in China might be most affected. The
mmwave bands are not yet the most
commonly used in 5G, but R&D on 6G is
considering low THz, and these higher fre-
quencies will probably be used in some
6G applications. This will most likely be
for use cases that draw on ‘fixed Wireless
Access’, so smartphone applications would
be less likely to be affected, unless precise
localization and sensing functionalities re-
quire the high frequencies. Huawei's pro-
duction of 5G equipment provides some
indication that the industry is not currently
experiencing the anticipated demand, since
production of high-frequency equipment
fell significantly in 2021-2022.

Generally speaking, it appears that the
new export controls follow a logic whereby
Chinese chip design companies in wire-
less technology will not be fully cut off
from Western supply, but China is con-
strained and remains dependent on for-
eign manufacturing, providing leverage
to the US and its allies.

However, dependencies are mutual. West-
ern companies rely on raw materials sup-
plied by the PRC. Reports indicate that
China controls around 85% of the global
rare earth processing capacity and 60%



of global mined production.®® While the
country possesses only one-third of the
world’s rare earth reserves, it could take
up to a decade to untap reserves in other
parts of the world. For 6G, Europe will
continue to rely on raw material supply
from China.

China will also remain a site for wireless
infrastructure R&D and manufacturing, as
well as software development. European
supply chain dependency is comparatively
low and has decreased in recent years.
European vendors have reduced their
exposure to sourcing from the PRC. For
example, Ericsson has growing manufac-
turing locations in Estonia, Brazil, India
and Mexico, has opened new facilities in
the United States and Poland, and has
additional contractual capacities in Ma-
laysia. At the time of writing, manufac-
turing capacities in Poland and Estonia
have reached a state where all base sta-
tion manufacturing for Europe can be
carried out in Europe. Nonetheless, that
some components rely on Chinese sup-
ply chains cannot be circumvented. Er-
icsson does not directly source compo-
nents from companies headquartered in
the PRC. Application-specific integrated
circuits are designed by Ericsson and pro-
duction is contracted to Ireland. The com-
pany's production in China is for the Chi-
nese market or for third markets that do
not have an issue with sourcing from the
PRC. Ironically, China is well positioned
in the Open RAN ecosystem, which is of-
ten falsely considered a concept that could
reduce dependency on Chinese vendors,

69 Xianbin Yao, “China is moving rapidly up the rare
earth value chain”, Brink, 7 August 2022, <https://
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while single vendors are drastically reduc-
ing their reliance on sourcing from the
PRC. While Ericsson maintains its research
in China, 60% of its development is in Eu-
rope.

Despite best efforts, some limited de-
pendencies remain. Some devices, such
as filters required for a wide array of prod-
ucts, are exclusively manufactured in the
PRC, although enlarging what is kept in
stock helps mitigate supply chain vulner-
abilities. More importantly, however, a
significant proportion of software devel-
opment takes place in the PRC. To miti-
gate cybersecurity risks, all product man-
agement and control, including source
code review, is carried out predominantly in
Europe. If China were to cut software sup-
ply, improvements in functionality would
be delayed. Ericsson is not expanding its
software development in China but in-
stead increasingly building up capacity
in other countries. For example, Ericsson’s
CloudRAN, which is essential to Open RAN,
is being developed in Canada.

Mitigation of supply chain risks is more
difficult for smaller vendors. One exam-
ple is the use of Open Source software.
A recent study has identified that China
has a growing percentage of Open Source
software, which is also frequently used in
wireless infrastructure equipment. This re-
quires European vendors to carefully re-
view their due diligence because of the wide-
spread assumption that the “many eyes
principles” does not create sufficient se-
curity in Open Source code. In fact, only

www.brinknews.com/china-is-moving-rapidly-up-
the-rare-earth-value-chain/>.



a very small proportion of Open Source
work is on security.”® Small European ven-
dors in particular cannot afford the nec-
essary source code review.

2. National security/criticality

The discussion on whether the inclusion
of Huawei equipment poses a security
risk to Europe has exposed that a mini-
mum level of vendor and supplier trust-
worthiness is essential. A recent DPC study
demonstrates that trust remains a serious
challenge in Open RAN solutions. This is
particularly crucial with the software pil-
lar of the O-RAN Alliance.”* Even beyond
software-defined components, sourcing
from China carries risks. One example is
Europe’s increasing dependence on Chi-
nese back-end manufacturing (the last
step of semiconductor manufacturing),
which could be utilized to compromise a
chip and implement hardware backdoors
or kill switches.”

Trust is becoming an increasingly important
and even crucial characteristic in many
of the envisaged 6G applications, which
rely on wireless connectivity for their cor-
rect and safe operation. The risks are most

70 Rebecca Arcesati and Caroline Meinhardt, “China’s
open-source tech development: Insights into a growing
ecosystem”, MERICS, May 2021, <https://merics.org/
sites/default/files/2021-05/MERICS%20Primer%20
Open%20Source%202021_0.pdf>.

1 Jan-Peter Kleinhans and Tim Rihlig, 7he False
Promise of Open RAN: Why Open RAN Does not
Solve the "5G China Challenge’, Berlin, Digital Power
China, August 2022, <https://timruhlig.eu/ctf/assets/
x93kiko5rt71/2VmWvuXxKdqdTuwkLSWUSQ/b48a2
ffe9e42dc3a3b09d4c35b1c802e/DPC-Open_RAN_-
_FULL_REPORT_-_FINAL.pdf>.

72 Jan-Peter Kleinhans and John Lee, “Europe’s de-
pendence on Chinese semiconductor manufactur-
ing”, in Tim Ruhlig (ed.), China’s Digital Power:
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obvious when software-defined compo-
nents are sourced from China, since these
require a comprehensive source code re-
view. More pertinently, if continuous up-
dating of the source code is needed, a
comprehensive review of source code is
unrealistic which makes trustworthiness
essential. Autonomous vehicles present a
clear case, but mobile e-health applications,
for example, will also require great care.
How 6G security will differ from 5G net-
works, and whether dedicated features
such as PHY-layer security will be imple-
mented, remains to be seen. A particular
question is whether providing joint com-
munication and positioning can be achieved
while preserving the privacy of users.

In addition to the lack of trustworthiness
of Chinese vendors, which continues to
be an issue, the development of 6G also
needs to consider potential military use
cases. Chinese-language sources provide
proof that the People’s Liberation Army
(PLA) is considering 6G's potential for its
own capabilities, ranging from the rapid
and reliable transmission of information
to competition in outer space and mod-
elling the predictability of threats.”®

Assessing the Implications for the EU, Berlin, Digital
Power China, January 2022, pp. 21-32, accessed 18
December 2022 at <https://timruhlig.eu/ctf/assets/
x93kiko5rt71/4uiZoNQtRkni5KfuNDrBbx/fd52e332
Ocfe21e6b304ad31d81279d8/DPC-full_report-FI-
NAL.pdf>.

73 PLA Daily, "EREIE RS HZ(L" [Intelligence
Brings New Changes to Warfarel, Military People, ac-
cessed 18 December 2022 at http://military.peo-
ple.com.cn/n1/2021/0107/c1011-31992241.html;
Tang Weizhong, "EREILEE NN ESSEHE"
[Military Higher Education in the Age of Intelligent
Warfare], Chinese Ministry of Defense, accessed 18
December 2022 at http://www.mod.gov.cn/educa-
tion/2021-05/13/content_4885203.htm>; Ruikun Xie



3. Values and sustainability

As noted above, different approaches to
privacy might become more crucial with
the transition from 5G to 6G. It is almost
certain that 6G infrastructure will provide
more information on its users and a higher
degree of precision of personal data, such
as a user’s location. Such information will
be collected not only by applications, but
also at the infrastructure layer. A combi-
nation of higher bandwidth and more dis-
tributed antennas will enable greater ac-
curacy and reliability of information on
the location of users and devices. An evo-
lution towards sub-THz is advocated as a
technological means for providing better
sensing and positioning capabilities.

Another value difference between Europe
and China could arise from the different
levels of importance attributed to sus-
tainability. This value can be considered
two sides of the same coin: sustainable
6G and 6G for sustainability. On sustain-
able 6G, an obvious priority is to increase
transmission energy efficiency to support
continuous growth in mobile data volumes,
where the ambition should be to improve
by several orders of magnitude. Ecologi-
cal concerns are broader, however, and
total lifecycle assessments are required
that consider both energy and materials
use, including of toxic and rare earth ma-
terials. Individual research groups and
organizations in Europe have recently
published useful studies.”* EU represent-
atives also stress the importance of

etal, "81R 6GERATFREIELEL" [When 6G is used in
future operations], 81.cn, accessed 18 December 2022
at <http://www.81.cn/gfbmap/content/2020-04/14/
content_258839.htm>.
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focusing on sustainability. Nonetheless,
in debates at the 2022 Joint European
Conference on Networks and Communica-
tions & 6G Summit, among others, some
companies expressed the opinion that
industry could continue to operate as it
did in previous mobile network genera-
tions, where new functionalities were de-
veloped first and significant energy re-
duction was achieved during optimiza-
tion afterwards. This perspective is com-
monly shared by Chinese and US actors,
as current practice and plans indicate.
For example, the IMT 2030 White Paper
mentions that 6G should address sus-
tainability challenges, but the anticipated
timetable for achieving “carbon neutrality”
is decades later than the ambition expressed
by Europe. However, to the extent that
energy efficiency becomes a competitive
advantage, sustainability goals might be
more broadly adopted as a side-effect of
market demand. For the time being, how-
ever, extrapolating from 5G, it is not far-
fetched to conclude that 6G standard
proposals put forward by Chinese actors
will pay less attention to sustainability and
the UN Sustainable Development Goals.

4. Technological competitiveness

Europe and China are technological front-
runners in 5G and best placed to capture
the same spot in 6G. In comparison with
other foundational technologies, Europe
is relatively well placed and needs to de-
fend its position. Europe is strategically

investing in 6G, but quantitative studies

74 Nicolas Moreau et al., “Could unsustainable elec-
tronics support sustainability?”, Sustainability, vol.
13, no. 12 (June 2021), pp. 6541-6547, <https://doi.
org/10.3390/su13126541>.



highlight significant improvements in China.
For example, Huawei's R&D investment
in 2021 was equivalent to 15% of its rev-
enue at an impressive US$ 22 billion. In
comparison, Ericsson invested US$ 4.9
billion in the same year.

A widely reported investigation of 6G
patents by Nikkei Asia and the Cyber Cre-
ative Institute also found Chinese entities
in the lead: 40.3% of 6G patents had been
filed by Chinese entities, followed by a
35.5% share by the US with Japan at 9.9%
and Europe at 8.9%.” In the spring of 2021,
China’s National Intellectual Property Ad-
ministration came to a similar conclusion,
putting the Chinese share of patents ahead
of all other countries at around 35%.”

However, these calculations underestimate
Europe’s position in 6G innovation. The
widespread comparison of Huawei and
Ericsson R&D investment neglects the fact
that Huawei's R&D covers wireless infra-
structure, devices and fixed networks. Er-
icsson R&D, by contrast, is only on infra-
structure equipment development. In ad-
dition, the number of patents provides no
information on quality or whether they

7> Naoki Watanabe, “China accounts for 40% of 6G
patent applications: survey”, Nikkei Asia, accessed 18
December 2022 at https://asia.nikkei.com/Business/
Telecommunication/China-accounts-for-40-of-6G-
patent-applications-survey.

76 CNIPA, "6GRIERAETMAKBRRRERN : PE
BiE2/EEAL" [6G communication technology patent

development status report released: China's applica-
tion has ranked first], CCID, accessed 18 December

DPC

54

will turn out to be standard essential for
6G, even if declared as such.”’ In a com-
parison of the quality of Qualcomm, In-
tel and Huawei patents, the Cyber Crea-
tive Institute put the Chinese tech giant
last, indicating that almost twice as many
6G patents by Qualcomm could be con-
sidered "high quality” compared to
Huawei's.”® Only a comprehensive analy-
sis of forward references of standard-es-
sential patents can provide a good esti-
mate of the value of contributions once
in the advanced stage of 6G standardiza-
tion. To complicate the issue further, the
value of patents is currently contested since
China has issued an anti-suit injunction
forbidding foreign companies from tak-
ing patent disputes to courts outside the
PRC. This questions whether patent rights
can ever be effectively enforced. The Eu-
ropean Commission has taken the issue
to WTO dispute settlement and consul-
tations are under way.

In short, while it remains to be seen how
Europe scores relative to China it is un-
likely that either side has lost technologi-
cal competitiveness in the wireless sector.

2022 at <http://www.ccidcom.com/yunying/2021
0426/YCs9TCDAbBTMCVYRQ18ajwvl913nw.html>.
77 John Donovan, “NSTAC letter to the President on
standards”, CISA, 24 May 2022, <https://www.cisa.
gov/sites/default/files/publications/NSTAC%20Let-
ter%20to0%20the%20President%200n%20Stand-
ards%20%285-24-22%29_508.pdf>.

78 Naoki Watanabe (note 75).
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Figure 3.4 — Main Chinese 6G technology-related risks

Conclusions and policy implications

Europe has a relatively high degree of stra- declined drastically. To address the re-
tegic autonomy in the wireless sector. The maining challenges, not least those fac-
EU is not independent of China in terms ing smaller vendors, Europe should in-
of either innovation or production, but the vest in intelligence to provide a proper
PRC is also significantly reliant on capa- understanding of critical dependencies,
bilities from the West. This is even more such as second- and third-order effects.
the case since the surprise introduction Where necessary, transparency require-
of US semiconductor controls in October ments on the origin of materials and pri-
2022. mary production of equipment deployed

in Europe should be considered, but bu-
reaucratic overburdening should be

avoided. Targeted instruments should be
developed based on such analysis, not least

EU supply chain resilience is fairly posi-
tive. European vendors continue to source
from China and to rely on critical minerals,
but the exposure of large vendors has
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in the context of the EU Critical Raw Ma-
terials Act, an issue that is beyond the
scope of this chapter. Where diversifica-
tion remains an issue, EU member states
can incentivize diversification by means
of procurement in cooperation with pub-
licly owned operators.

Chinese actors will remain part of Eu-
rope's 6G ecosystem: decoupling is not
an option. This makes the lack of Chi-
nese actors’ trustworthiness an issue of
national security. Comprehensive imple-
mentation of the EU's 5G security toolbox
is a precondition for mitigating network
security risks. In the light of the additional
information likely to be collected by 6G
infrastructure, and its growing complex-
ity, the EU toolbox will require an update.

Encryption remains the most effective
way to prevent espionage while sabotage
of wireless infrastructure can be made
more costly for malign actors through
use of network diversity and redundancy.
However, strengthening encryption is
claimed to hinder European law enforce-
ment and network redundancies are costly.
This means striking a balance to serve contra-
dictory policy purposes. Network sharing
is an effective tool to increase coverage
in European countries, but should be lim-
ited given its inherent vulnerabilities to
sabotage. Network diversity can be diffi-
cult in highly concentrated segments of
the wireless infrastructure market. Open
RAN is no solution given that it comes
with new security risks.”

7% Jan-Peter Kleinhans and Tim Rihlig (note 71).
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In addition to network security, the EU
and its member states should pay close
attention to the PLA’s exploration of mil-
itary use cases. Tracking and information
sharing with like-minded partners will be
essential.

In terms of values differences, privacy and
sustainability are European policy priori-
ties. Given that European vendors produce
for global markets, strong European per-
formance in standardization will not be
sufficient. The EU should therefore engage
in early regulatory signalling in international
standardization efforts, and publish bench-
marks that set high privacy norms and
requirements. This could serve as a strong
incentive to develop methods that com-
ply with European regulatory demands.
A significant increase in academic engage-
ment in standard-setting is unrealistic but
EU regulators could closely cooperate with
European academia on regulatory imple-
mentation.

China’s participation in standardization is
not problematic. Standardization is dis-
tinct from deployment or adoption of Chi-
nese use cases. Europe must insist, how-
ever, that standardization requires ad-
herence to WTO/TBT principles in order
to protect the transparency and openness
of technical standard-setting.

As a first step to achieving sustainability
goals, the EU could issue transparency
requirements on the ecological footprint
of all equipment deployed in Europe. Such
requirements need to be crafted carefully
in order to avoid bureaucratic overburdening.



Finally, Europe and China will remain tech-
nologically competitive. However, China’s
anti-suit injunction poses serious challenges
to the monetization of European innova-
tion. Since mobile network technology will
soon penetrate a broad range of prod-
ucts and sectors, patent licensing will take
on a significant distributary function that
shapes competitiveness. The EU must pri-
oritize the WTO case against China.

To strengthen European academic com-
petitiveness, the EU should not cut ties
with China. The PRC contributes signifi-
cant innovation. However, the EU can

DPC

incentivize European engagement and
remove clauses in its funding schemes
that effectively favour non-European re-
searchers. For example, the Marie Sklodow-
ska-Curie Doctoral Networks require can-
didates not to have worked or studied
for more than 12 months in the previous
36 months in the country of the recruit-
ing institution. Despite its well-intentioned
fostering of mobility, this excludes Euro-
pean citizens who want to stay in their coun-
try of residence. This has led to non-Eu-
ropeans benefiting disproportionately
from this particular EU funding instrument.
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Crypto Without the Currency: China’s Blockchain Strategy

Cyrille Artho, Rogier Creemers

Abstract

Blockchain is considered a promising emerging technology of strategic importance in both Eu-
rope and China. The Chinese government is forging ahead with support for research and tech-
nological development, as well as the rollout of blockchain-based initiatives such as the Block-
chain Service Network (BSN). Missing from its approach, however, is use of blockchain to un-

derpin cryptocurrency. What will the impact of these ambitions be on European strategic inter-

ests? This chapter reviews the technical status quo for blockchain, compares Chinese and Euro-
pean visions and policy frameworks, and provides an overview of the different ways in which
blockchain will affect elements of European strategic autonomy — from supply chain resilience
to national security, values and sustainability, and technological competitiveness. It concludes
with recommendations for European policymakers on responding to the Chinese blockchain

challenge.

In recent years, blockchain has emerged
as one of the core cutting-edge technol-
ogies in which China is seeking global
leadership. Policy documents on the 14th
five-year planning cycle call for greater
research on components such as encryp-
tion, consensus mechanisms and smart
contracts, on the introduction of secure

80 Central Commission for Cybersecurity and In-
formatization, "'+ A"ERIERILFL" [Transla-
tion: 14th Five-year Plan for National Informatization,
Dec. 2021], DigiChina, accessed 28 November 2022,
at <https://digichina.stanford.edu/work/translation-
14th-five-year-plan-for-national-informatization-
dec-2021/>; National Development and Reform
Commission, "+ E"H##HE RIS EBEAR"
[14™ Five-Year Plan to Advance the Informatization
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technology platforms and open-source
communities for blockchain services and
on technical standards and regulatory
norms, as well as the launch of trials and
demonstrations in areas ranging from
fintech and supply chain services to gov-
ernmental operations and regulatory over-
sight.®° Blockchain infrastructure and

of National Government Affairs], Gov. cn, accessed
28 November 2022, at <http://www.gov.cn/zhengce/
zhengceku/2022-01/06/content_5666746.htm>;
State Council, "+ A"#FLFTREMX" ["14th
Five-Year Plan” for the Development of the Digital
Economy], Gov.cn, accessed 28 November 2022, at
<http://www.gov.cn/xinwen/2022-01/12/content
_5667840.htm>.



related data centres are now priorities,
as Beijing believes that the technology
enables new forms of applications and
services that will reduce transaction costs,
enhance economic productivity and effi-
ciency, and provide more effective forms
of verification and trust-building. This is
not confined to high value-added appli-
cations; it is also considered crucial for
rural development,® and for reforming
evidence handling and case management
in the judiciary.®?

Firmly excluded from this development
agenda, however, is the application for
which blockchain is best known in the
West: cryptocurrencies. Their use in trans-
actions by banks was prohibited in 2015
and by the end of 2021, crypto-mining
and use had also been completely out-
lawed. China'’s official digital currency,
the e-CNY, does not use blockchain tech-
nology. Instead, Beijing's flagship initia-
tive is the Blockchain Service Network
(BSN), which was launched in 2020.8% The
aim is to build up a global infrastructure
for the cloud-based operation of a wide
spectrum of blockchain applications, which
are discussed at greater length below. The
future roadmap for the BSN indicates an
intention to develop payment networks
and expand in more locations, both within
China and internationally. Thus, the am-
bitions for the BSN are connected with
China’s broader international agenda,

81 Xiaowei Wang. Blockchain Chicken Farm: And
Other Stories of Tech in China’s Countryside, New
York. FSG Originals, 2020.

82 Supreme People’s Court, "fxm A RiERRE X FN5&
X HREESNERM AREM" [SPC Opinions concerning

Strengthening the Judicial Application of Blockchain],

Gov.cn, accessed 28 November 2022, at
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most notably around the Belt and Road
Initiative (BRI).

These trends raise many questions. In
China, will it be possible or realistic to
achieve the ambitious goals Beijing has
set? Will the impact of blockchain adop-
tion on economic or government activi-
ties be transformational or merely evolu-
tionary? From an international perspective,
what will the impact of the internationali-
zation of the BSN or other blockchain tech-
nologies be on policy perspectives and
decisions in other countries? How will it
affect the values, interests, and concerns
of other governments? What might the
responses be by those governments?

At the same time, it is necessary to take
account of the technical aspects of block-
chain technology, which still impose multi-
ple constraints and present challenges that
bely the often overly enthusiastic treat-
ment the subject receives in popular me-
dia or policy circles. This chapter first re-
views the technical state of the art in block-
chain services and the state of play in the
Chinese and European blockchain land-
scape, paying particular attention to nas-
cent pilot projects of blockchain applica-
tions. Second, it assesses the impact of
Chinese blockchain developments on the
European Union'’s goal of Open Strategic
Autonomy, focusing primarily on the in-
tegrity of global value chains, EU values,

<https://www.court.gov.cn/zixun-xiangqging-
360281.html>.

8 Mikk Raud, “Knowledge Base: Blockchain-based
Service Network (BSN, IR 8EARSS M), DigiChina,
accessed 28 November 2022, at <https://digichina.
stanford.edu/work/knowledge-base-blockchain-
based-service-network-bsn- R HREEARF M />.



national security interests and European
technological competitiveness — in both
home markets and third countries. Finally,
it discusses the possible policy means at
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the disposal of the EU and member state
governance in order to respond to the
challenges presented by developments in
Chinese blockchain.

What is blockchain and how is it developing?

A blockchainis a distributed ledger that
records data (transactions) in a way that
ensures that historical data is immutable,
so it cannot be changed retroactively. Be-
cause a cryptographic function is used to
sign each block of data, a checksum only
matches if the data has not been modified.
Blocks are chained by including the check-
sum of the previous block in the next block.
A blockchain as trustworthy distributed
storage can therefore take on the role of
a central database. Instead of storing data
directly, users execute a consensus pro-
tocol so that updates are trusted by a ma-
jority, and the chaining of checksums en-
sures that data is tamper-proof.

Blockchains were originally used to imple-
ment electronic currencies but they are
far more versatile than that. Instead of
representing currency, data on the block-
chain can store tokens that encode own-
ership of assets and reference off-chain
data such as important documents or im-
ages, or be used to track inventory or busi-
ness transactions. Operations on the data
on the blockchain are usually implemented
by smart contracts, which are small pieces
of software that are executed on the block-
chain, creating transactions that update
the shared ledgers as they execute. These
smart contracts are still a relatively im-
mature technology: they are difficult to
design correctly and once deployed, they
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cannot be altered. In addition, program-
ming mistakes can result in vulnerabilities
that could be exploited by an unscrupulous
attacker. Such attacks have in the past re-
sulted in damage to the value of up to
€300 million.

Nonetheless, the ability to fully automate
and reliably store business transactions
has vast potential that could not only make
business operations more automatic, but
also prevent fraud or other types of ille-
gal or undesirable behaviour, such as smug-
gling, forgery or prescription drug abuse.
This is particularly attractive in cases where
different parties might not trust a central
authority. Many business sectors could
benefit from increased transparency and
oversight by having their transactions on
a blockchain. In cases of global commerce,
blockchains have the potential to harmonize
international transactions, and to take care
of software rules and regulations in a fully
automated way.

Blockchains currently have some limited
commercial use in domain-specific cases
such as tracking the providence of luxury
goods or gambling, albeit on a much
smaller scale than online gambling using
traditional technology. However, a glob-
ally used blockchain to manage real-world
transactions in more diverse use cases
would require agreement on a common



standard. For smart contracts, large-scale
adoption is even further away and the
benefits over traditional cloud software
are not yet clear enough to warrant the
inherent risks that come with immature
technology. As the software platforms and
tools for smart contracts are still evolving,
it is too early to create a global standard.

Visions and approaches to blockchain in

China

In recent years, the Chinese government
has come to see blockchain technology
as an enabler of many of the innovative
applications in its plans for economic de-
velopment and modernization of the party-
state system.®* The 14th Five-Year Plan
for National Informatization, published in
late 2021, devotes a dedicated paragraph to
blockchain with the intention of expand-
ing its use in fintech, supply chain services,
governmental services, and commercial
science and technology. Related

84 Gary Sigley and Warwick Powell, “Governing the
Digital Economy: An Exploration of Blockchains with
Chinese Characteristics”, Journal of Contemporary
Asia, 2022, <doi: 10.1080/00472336.2022.2093774>.
8 Wen Ning, "188 - BBl - BE - RASHKSEINE
FEmTWBERERR", CN Stock, accessed 28 No-
vember 2022, at <https://news.cnstock.com/news,
bwkx-202206-4911519.htm?mc_cid=4598a391bf&
mc_eid=ad7¢94e0d8>.

8 Ministry of Industry and Information Technology
etal, "BFLBNEZER T =F"1Ta5 % (2022
—2025%)" [Action Plan for the “Three Products” in
the Data-assisted Consumer Product Industry], ac-
cessed 28 November 2022, at <https://www.miit.gov.
cn/zwgk/zcjd/art/2022/art_7901fe97b0ce43ffabb3bc
461c802522.html?mc_cid=7el12bd13fa&mc_eid=ad7
€94e0d8>.

87 Shanghai Municipal Government, * LM EE"IT
FHFEBITHNAE (2022-20254)" [Shanghai
Municipality Action Plan to Foster New Tracks for the
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Thus, the potential for global adoption
of blockchain technology is restricted
not only by a lack of technical maturity,
but also by a lack of trust between China
and the West. These issues limit the poten-
tial of blockchain technology to increase
transparency and cooperation.

China and Europe

development plans for the digital econ-
omy further encourage the exploration
of blockchain-based data use authoriza-
tion and tracing functionalities, and their
inclusion in BRI projects. Blockchain has
appeared in policy initiatives on non-fungi-
ble tokens,® the traceability of food and
drug production,® the metaverse indus-
try,® the criminal justice system,® and
digital philanthropy.®® Since 2019, block-
chain has been regulated by the Cyber-
space Administration of China (CAC);*
and blockchain projects hosted in China
must obtain a licence from the CAC. The

“Metaverse"], accessed 28 November 2022, at
<https://www.shanghai.gov.cn/202214zcjd/202207
20/a6a89%e36eee64974a9c64998e13bdaae.html?shar
e_token=9e33f7¢9-931f-4ac7-b0b8-7024b9d2fafa>.
8 Supreme People’s Court (note 82).

8 People’s Daily, " RMIET> : HN" BB + AT
E'HRERSSHIASIAE" [CAC: Promote the Ex-
pansion of “Internet + Public Interest Philantrophy”
towards People’s Livelihood Services and Other New
Venues], People’s Daily, accessed 28 November 2022,
at <http://finance.people.com.cn/n1/2022/0829/c1
004-32514151.htmI?mc_cid=cf9eaeb169&mc_eid=
ad7c94e0d8>.

% Cyberspace Administration of China, RiR 5% 15 2 AR
SZEIBANE [Blockchain information Service Manage-

ment Regulations], accessed 28 November 2022, at
<https://digichina.stanford.edu/work/translation-
blockchain-information-service-management-regu-
lations-2019/>.



ninth and most recent batch of licences
were issued in July 2022,°* bringing the
number of registered projects nationwide
to 2159. China is also a global leader in
academic research. China-based research-
ers publish the most blockchain papers
worldwide,?® and the Ministry of Industry
and Information Technology (MIIT) claims
that China accounts for 84% of global
blockchain-related patent applications.”®
Researchers such as Hong Kong-based
Xiapu Luo and institutions such as Zhejiang
University, Wuhan University and Peking
University regularly figure in the top con-
ferences and best journals in the field (see
below), while businesses such as Huawei
and Ant Group collaborate with academic
institutions on smart contracts and other
practical applications. High-profile research
on these topics is currently still at the ac-
ademic level. Because the field is still im-
mature, conferences and journals do not
yet have tracks for industrial contributions,
as is usual in other, more established fields
of research. Moreover, industrial research
is usually not published at globally lead-
ing conferences or in journals unless it
has been carried out together with uni-
versities. Developments since 2017 have
shown a steady rise in publications. There
were more than 100 top-tier publications
in 2022, of which China had at least a 30%

%1 Cyberspace Administration of China, "EZRE XN
BEDMAERTAHBENMEAXREEERSEER
mSHIASE" [CAC Announcement concerning the
Publication of the 9t Batch of Blockchain Information
Service Filing Numbers], accessed 28 November
2022, at <http://www.cac.gov.cn/2022-07/25/c_1660
369837207693.htm?mc_cid=4ee2811elc&mc_eid=a
d7c94e0d8>.

92 Qiang Wang et al., “Is China the World's Block-
chain Leader? Evidence, Evolution and Outlook of

DPC

63

share, making it the biggest contributor
in the field.

Perhaps China’s most ambitious real-world
initiative is the Blockchain Service Network,
which is defined on its own website as a
“cross-cloud, cross-portal, and cross-frame-
work global public infrastructure network
used to deploy and operate all types of
blockchain distributed applications”.** It
was launched in April 2020 and is oper-
ated by a consortium of state and private
sector actors. The lead institution is the
State Information Centre, which comes
under the authority of the National De-
velopment and Reform Commission. Col-
laborating partners include telecommuni-
cations operator China Mobile and pay-
ment provider China UnionPay. BSN's
technical architect is Red Date Technol-
ogy, a Hong Kong-based start-up. It func-
tions on the basis of a domestically de-
veloped open-source platform called FISCO
BCOS, built with the support of partners
such as Beyondsoft, Digital China, Forms
Syntron, Huawei, Shenzhen Securities Com-
munications, Tencent, WeBank, YIBI Tech-
nology and Yuexiu Financial Holdings. This
is a permissioned blockchain, where op-
erational parameters are set by the appli-
cation owners, from which potential users
must obtain approval before they are able

China’s Blockchain Research, " Journal of Cleaner
Production, vol. 264 (2020).

% Coco Feng, "China Makes up 84 Per Cent of Block-
chain Applications Worldwide, State Official Says,
but Only a Fifth are Approved"”, South China Morn-
ing Post accessed 28 November 2022, at <https://
www.scmp.com/tech/policy/article/3193379/china-
makes-84-cent-blockchain-applications-worldwide-
state-official>.

94 BSN Website, accessed 28 November 2022, at
<https://bsnbase.io/g/main/index>.



to use the application. It also has partner-
ships with other public blockchain pro-
viders, such as Ethereum, EOS, Tezos,
Casper and Findora. BSN operates a do-
mestic and an international wing, and the
latter works through data centres owned
by Google Cloud and Amazon Web Ser-
vices (AWS). The domestic side is hosted
on Baidu Al Cloud. Decentralized appli-
cations (DApps) are made available through
city nodes, of which there are over 100
in China. International nodes are located
in Singapore, Tokyo, Sydney, Johannes-
burg, Sao Paolo, Paris and California.*® Its
short-term outlook envisages expansion
of the system across all Chinese provinces,
an increase in the number of city nodes
and the creation of a universalized digi-
tal payments system.”

In September 2022, the BSN consortium
announced the establishment of an inter-
national spin-off, the Spartan Network,
which from the start managed to attract
the custom of several large Hong Kong
businesses, such as Emperor Group, HSBC,
Lan Kwai Fong Group and Maxim’s Group.
For the time being, however, many of BSN's
applications seem to be vanity projects
with little impact on core business mod-
els, such as redemption of non-fungible
token-based gift certificates and the cre-
ation of blockchain-based customer loyalty
cards.”” The network’s aspirations are

% BSN, "3z T1E" [Node Running Conditions],
accessed 28 November 2022, at <https://www.
bsnbase.com/p/main/serviceNetworkDesc?type=
RunningCondition>.

9% Mikk Raud (note 83).

97 Xinmei Shen, “China’s State-Backed Architect of
Non-Crypto Blockchain Makes First Major Push Out-
side Mainland”, South China Morning Post, accessed
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bigger, and include the formation of block-
chain infrastructure for the connectivity
corridor around the Digital Silk Road.
Whether this will ever materialize depends
substantially on the ability of the BSN
and Spartan Network to add value and
convenience for users and generate suf-
ficient trust in an infrastructure that op-
erates under the close supervision of the
Chinese leadership.

Completely absent from these blockchain
ambitions is the application for which the
technology is best known worldwide:
cryptocurrencies. In 2013, the People’s
Bank of China (PBoC) prohibited the coun-
try's banks from handling bitcoin trans-
actions. Four years later, it banned initial
coin offerings. In September 2021, after
further progressive limitations on crypto
mining, the PBoC declared all cryptocur-
rency transactions illegal.®® This ban re-
flected multiple concerns about the un-
derlying technologies of cryptocurrencies
and the uses to which they can be put.
There are also environmental concerns:
in 2019, China accounted for three-quar-
ters of the global energy consumption
linked to crypto mining. Furthermore, the
PBoC sees them as speculative assets that
could endanger financial stability. Lastly,
cryptocurrencies are often used for ille-
gal transactions, including unlawful capi-
tal expatriation, which Beijing intends to

28 November 2022, at <https://www.scmp.com/
tech/tech-trends/article/3191553/chinas-state-backed-
architect-non-crypto-blockchain-makes-first?mc_cid
=113f7b04eb&mc_eid=ad7c94e0d8>.

% AP News, “China Says all Crypto Transactions Ille-
gal: Bitcoin Tumbles”, 24 September 2021, accessed
28 November 2022, at <https://apnews.com/article/
china-declares-cryptocurrency-bitcoin-transactions-
illegal-c6e869b63af6de3d1d699ee105d602e6>.



curb. China has moved ahead with its own
central bank digital currency, the e-CNY, but
this is not based on blockchain technology.*

Europe

The EU and its member states have also
identified blockchain technology as a stra-
tegic emerging technology. The European
blockchain strategy aims to establish lead-
ership in blockchain technology, foster in-
novation in blockchain and facilitate the emer-
gence of leading platforms, companies and
applications. The core presumption in this
strategy is that blockchain will enhance trust
in data, facilitating online transactions and
information sharing. To this end, the EU in-
tends to set a “gold standard” that reflects
European values. This gold standard includes
environmental sustainability, data protec-
tion, support for the digital identity frame-
work, cybersecurity and interoperability.

Like China, the EU supports the construction
of public blockchain infrastructure through
the European Blockchain Service Infrastruc-
ture (EBSI) programme. This is a peer-to-
peer network with nodes foreseen in every
EU member state as well as Norway and
Liechtenstein. The initial use cases of EBSI
revolve around notarization, verification
of diplomas and educational credentials,
supporting the European digital identity
and trusted data sharing. In future, it will
also support the financing of small and
medium-sized enterprises (SMEs), cross-
border access to welfare services for EU
citizens, and facilitation of cross-border
asylum procedures. More broadly, the EU
intends to promote legal certainty through

% Martin Chorzempa, The Cashless Revolution: Chi-
na's Reinvention of Money and the End of America's
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blockchain-enabled digital assets and smart
contracts, increase funding for blockchain

research, promote the use of blockchain

for sustainability, support the development
of interoperable technical standards, enhance
blockchain skills development and create
multistakeholder bodies for cooperation.

In academic research, Europe does not
currently have the same level of visibility
in top-tier venues as China or the US, and
there are fewer highly active groups in
the EU than in those two countries. Cur-
rent research is still highly exploratory, and
identifies new challenges and possible so-
lutions in quick succession. It remains to
be seen whether Europe’s strong tradition
in formal (mathematics-based) analysis
methods will increase its technology mo-
mentum in the long term by providing a
crucial means for achieving robust, trust-
worthy software. There are some similar-
ities in applications: both China and the EU
have tended to assign a stronger coordi-
nating role to government in comparison
with the nearly entirely private sector-led
US approach. At the same time, the ambi-
tions of both actors are very different. China
sees the BSN as a potentially global network
while Europe’s EBSI is predominantly aimed
at the internal market and bordering coun-
tries such as Ukraine and Norway. The EBSI
is smaller in scale and, reflecting the often
glacial pace of European policymaking, is
developing far more slowly. But the EU'’s
commitment to transparency and inclusion
is likely to be more amenable to international
organizations than China’s counterpart.

Domination of Finance and Technology, Public Af-
fairs, New York, 2022.
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Impact on strategic autonomy

As blockchain technology is still embryonic,
it is difficult to predict its long-term impact.
Nonetheless, it is useful to formulate pos-
sible future scenarios to assist with the
creation of policy analysis frameworks
and the identification of signifiers that
might require a response. In an overall
sense, it is important to understand these
impacts on two levels. First, there is the
broad adoption of Chinese blockchains
in bilateral interactions and in third coun-
tries more broadly, which European ac-
tors would have to use. Second, there is
the possible impact of technological non-
compatibility between blockchain appli-
cations developed in Europe and those
developed in China.

Supply chain resilience

The EU has developed a number of poli-
cies to increase domestic capacity, diver-
sify product sources and suppliers, and
maintain the integrity of multilateral trad-
ing systems in response to the challenges
to product supply chains that arose in the
Covid-19 pandemic, as well as from the
Russian invasion of Ukraine and growing
geopolitical tensions with China.’® If block-
chain technologies become important en-
ablers of supply chains, the EU will need
to consider the extent to which this might
create leverage for Chinese actors over
European private and public sector entities.
In the case of use of Chinese-run

100 Marcin Szczepanski, “Resilience of Global Supply
Chains: Challenges and Solutions”, European Parlia-
ment Briefing, Members' Research Service, Novem-
ber 2021, accessed 28 November 2022, at <https://
www.europarl.europa.eu/RegData/etudes/BRIE/2021
/698815/EPRS_BRI(2021)698815_EN.pdf>.
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blockchain apps, for instance, it might be
possible for the Chinese government to
leverage dependence on these services
by denying service, or to obtain data and
information to which it would not other-
wise have access. In the case of multiple
incompatible blockchain services, however,
EU players might be confronted with in-
creased costs of global trade and supply
chain maintenance.

National security

The immediate impact of China’s block-
chain agenda on traditional core elements
of national security is relatively limited. The
People’s Liberation Army is exploring the
use of blockchain-enabled systems to man-
age information about soldiers, including
data on their training, career paths and
mission history, and to evaluate their per-
formance, provide rewards or impose sanc-
tions.!®* More specifically, the use of block-
chain applications may have cybersecurity
consequences, as a China-dominated in-
frastructure could theoretically be com-
promised by having all Chinese actors
collude against the underlying security
assumptions 1%

Another concern relates to the geopoliti-
cal impact of China’s blockchain strategy.
Blockchain introduces a further form of
technological interaction, and thereby
dependence and vulnerability, into a deeply

101 Xuanzun Liu, “Chinese Military Could Deploy
Blockchain Management”, Global Times, 18 Novem-
ber 2019, accessed 28 November 2022, at <https://
www.globaltimes.cn/content/1170370.shtml>.

102 Arati Baliaga, “Understanding Blockchain Consen-
sus Models", Persistent, vol. 4, no. 1 (2017).



interdependent world that has started to
fray. For instance, the US might sanction
suppliers to BSN, or collaborative partners
in the Network inside the US. This might,
in turn, affect relationships with third coun-
tries with significant exposure to the BSN.
Most importantly, however, is the BSN's
role in the Digital Silk Road. If China is a
first mover there, it might gain enough
traction to become a tool for China to wield
strategic economic leverage.'®® BSN's value
proposition is not only based on techno-
logical functionality and feature sets, but
also on ease of use, low cost and broad
interoperability. This combination of fac-
tors would be very attractive to less well-
off countries that do not have significant
geopolitical concerns about China’s rise.
The counterpoint to this would be a sce-
nario under which businesses and govern-
ments would be wary of becoming too
reliant on initiatives closely connected to
the Chinese state, in which case the BSN
and other initiatives would not achieve
widespread adoption.

Values and sustainability

China’s technological ambitions and its
growing international footprint have had
a significant ideational impact on Western
perceptions and, increasingly, concerns.

103 RWR Advisory, “The Emergence of China’s State-
Backed Blockchain Platform: The Risks and Geopoliti-
cal Implications of China’s State-Backed Blockchain
Platform”, June 2021, accessed 28 November 2022,
at <https://www.rwradvisory.com/wp-content/up-
loads/2021/06/RWR-Report-Blockchain-6-2021.pdf>.
104 Regina Abrami et al.,, “Why China Can't Innovate”,
Harvard Business Review, March 2014, accessed 28
November 2022, at <https://hbr.org/2014/03/why-
china-cant-innovate>.

105 Jjonathan Hillman, “Techno-Authoritarianism: Plat-
form for Repression in China and Abroad”, CSIS,
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China has defied widespread impressions
that it is a non-innovative country,'® and
foreign observers and NGOs now sound
warnings about the potentially repressive
impact of Chinese “"techno-authoritarian-
ism” at home and abroad.!®® The Digital
Silk Road, for instance, is seen as a plat-
form for the spread of Chinese hardware,
software and online services with archi-
tectures more amenable to Beijing's con-
trol-oriented, government-led view of
digital affairs.’® The emergence of block-
chain applications therefore raises ques-
tions about the extent to which they may
be used in ongoing Chinese social con-
trol programmes or might find root else-
where in the world.

It is certainly true that the set-up of plat-
forms such as the BSN dilutes the possi-
ble transparency, privacy and immutabil-
ity of data stored on blockchains, which
makes them more susceptible to govern-
ment intervention or manipulation. At
the same time, however, the Chinese au-
thorities would face trade-offs: interven-
tion and manipulation would run counter
to the assurances that need to be given to
global BSN users that their data and pri-
vacy will be appropriately protected. Red
Date has addressed such privacy concerns,
claiming that “no private user data is stored

accessed 28 November 2022, at <https://www.csis.
org/analysis/techno-authoritarianism-platform-re-
pression-china-and-abroad>.

106 Jon Bateman, "Denying Support for Chinese and
China-enabled Authoritarianism and Repression”,
Carnegie Endowment for International Peace, 25
April 2022, accessed 28 November 2022, at <https://
carnegieendowment.org/2022/04/25/denying-sup-
port-for-chinese-and-china-enabled-authoritarian-
ism-and-repression-pub-86924>.



on the BSN or within the platform”, and
that “there is no API [application pro-
gramming interface] to personal private
data on the empowerment platform used
within portals, and personal information
of all developers and DApp users is man-
aged independently by each BSN portal”.*%’
Even so, much will depend on the encryp-
tion standards used by the network. If
these are Chinese standards, there will
always be a possibility that backdoors
exist.'% The risk of backdoors may be com-
parable to early web browsers in the late
1990s, where the US only allowed legal
exports of versions that were known to
have extremely weak encryption.’®®

Domestically, China’s judiciary has been
an early adopter of blockchain in the liti-
gation process. In May 2022, the Supreme
People’s Court announced that over 2.6
billion pieces of judicially relevant infor-
mation, including documentary evidence
and judicial certificates, were already be-
ing stored on the blockchain. It intends
that blockchain will enhance the efficiency
of the judicial process, particularly in re-
lation to complex and cross-regional cases.
Moreover, the court plans to collaborate
more closely with blockchain platforms
and private sector entities to enhance in-
tellectual property protection and the overall

107 RWR Advisory (note 103).

108 Shuyao Kong, “BSN's ‘ChinaChain’ Launches
Globally”, Decrypt 26 April 2020, accessed 28 No-
vember 2022, at <https://decrypt.co/26693/bsns-
chinachain-launches-globally>.

109 Robert Sanders, “The Only Legally Exportable
Cryptography Level is Totally Insecure: UC Berkeley
Grad Student Breaks Challenge Cipher in Hours", UC
Berkeley, 29 January 1997, accessed 28 November
2022, at <https://www.berkeley.edu/news/media/re-
leases/97legacy/code.html>.

110 Sypreme People's Court (note 82).
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business environment, better manage
corporate bankruptcy and reorganization,
and consolidate the social credit system.!*°
The latter is an example of how concerns
about China can be exaggerated. The social
credit system is not after all a technolog-
ically empowered Orwellian behemoth
quantitatively scoring each Chinese indi-
vidual in real time.'*! The new draft Social
Credit System Construction Law does not
mention blockchain,*? and related policy
documents only perfunctorily refer to it
as a particular kind of technology, use of
which can be explored. If introduced, block-
chain would not significantly affect the
functioning of the system, merely offer
new technical processes for its operation.

Technological competitiveness

The extent to which China’s blockchain
capabilities affect the technological com-
petitiveness of the EU will be decided largely
by the extent to which blockchain delivers
the transformational economic impact its
proponents claim. Moreover, if the impact
of blockchain is largely incremental, many
areas of its adoption will not necessarily
have a significant bearing on Europe’s
technological competitiveness with China.
The adoption of blockchain in domestic
governance systems, for instance, might

11 Vincent Brussee, “China’s Social Credit System is
Actually Quite Boring”, Foreign Policy, 15 September
2021, <https://foreignpolicy.com/2021/09/15/china-
social-credit-system-authoritarian/>.

112 National People’s Congress, "B ARHEFE =
ERERERZE (AREKAFERENRE", [Social
Credit System Construction Law of the People’s Re-
public of China (Public Opinion Solicitation Draft)],
China Law Translate, accessed 29 November 2022, at
<https://www.chinalawtranslate.com/en/social-
credit-law/>.



provide slightly more efficient interactions
between government and citizen or pri-
vate business, but would not generate
meaningful differences in comparative
productivity.

If blockchain does become a transforma-
tional technology, however, Europe will
have to contend with a China that has been
at the forefront of research and real-life
experimentation with blockchain and has
attempted to internationalize it. Thus far,
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113 Timmy Shen, "China’s State-backed Blockchain
Network to Expand to South Korea", Forkast 1 Sep-
tember 2021, accessed 28 November 2022, at <https://
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the degree of international cooperation
in the region is extremely limited. There
is a BSN portal in Singapore, and one in
South Korea is planned.!*® There is little
evidence to suggest significant levels of
interaction beyond that. International adop-
tion would have multiple advantages,
creating established markets where late
arrivals face significant thresholds to en-
try, as well as efficiencies of scale that
would enable the amortization of R&D
expenses across a larger user base.
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IMPORTANCE TACKLING CHALLENGE IN
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Recommendations

As noted above, blockchain technologies
and their applications are still in their in-
fancy, and much about their eventual im-
pact on economic, political and social pro-
cesses remains to be seen. Consequently,
to avoid excessive speculation, the specific
recommendations emerging from this chap-
ter are largely aimed at enhancing moni-
toring capabilities and consultation with
other countries, implementing fundamen-
tal legislative and regulatory requirements
for blockchain-enabled systems, and in-
vesting in future-oriented research and
implementation projects. To address the
four dimensions of strategic autonomy the
EU should consider the following measures,
which are summarized in Figure 4.2.

Supply chain resifience: Blockchain technol-
ogy depends on specialized hardware chips
for energy efficiency and on cutting-edge
software. The chip supply chains are cur-
rently highly dependent on Taiwan but are
being diversified. Software platforms are
mostly based on open-source software,
which alleviates concerns about their avail-
ability but still requires good practice in
overall IT supply chain management.**
Diplomatic engagement with third coun-
tries and developing leadership in inter-
national standardization processes will
therefore be essential.

National security: the EU should be pro-
active in research to identify the poten-
tial technical and non-technical security

114 Sandor Boyson, "Cyber supply chain risk manage-
ment: Revolutionizing the strategic control of critical
IT systems”, Technovation, vol. 34, no. 7 (2014), 342—
353.
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risks emerging from blockchain applica-
tions and start to develop cybersecurity
regulation. Ideally, this would entail work-
ing together with third countries. Moreo-
ver, particularly in relation to third coun-
tries, Europe should take initiatives to de-
velop or support trusted alternatives to
BSN and other Chinese technologies.

Values: General Data Protection Regula-
tion (GDPR) compliance will require tech-
nologies that make it possible to “forget”
data. This can be a way to deal with po-
tentially flawed off-chain input data and
to comply with the GDPR.'** Energy-lim-
iting policies may also determine which
blockchain platforms will be used in the EU.

Technological competitiveness: Smart con-
tracts are currently relatively unreliable due
to the lack of strong verification. Europe
is traditionally strong on formal methods,
which leverage mathematical methods
for strong verification. Promoting formally
verified blockchain and smart contract
platforms could leverage Europe's strengths
and promote the acceptance of such new
platforms, which are currently mostly used
as research tools.

Moreover, it is important that the EU does
not go it alone in the implementation of
blockchain technology: it needs to expand
consultation with third countries on both
technological interoperability and

115 Simon Farshid, Andreas Reitz and Peter RoBbach,
"Design of a forgetting blockchain: A possible way to
accomplish GDPR compatibility”, Proceedings of the
52nd Hawaii International Conference on System
Sciences, 2019.



establishing benchmarks for what con-
stitute trusted blockchain systems.

These specific recommendations can only
be realized by a broader shift in attitude
that affects the way policymakers under-
stand and respond to the potential chal-
lenges emerging from China. First, Euro-
pean actors should keep calm. Precisely
because so much about blockchain is still
unproven, it is tempting to give in to alarm-
ist scenarios and unfounded fears. The rem-
edy for this is better information and
knowledge. Europe should develop a com-
prehensive understanding of the techno-
logical parameters and constraints that
affect blockchain development, the politi-
cal questions and trade-offs that are neces-
sary for its internationalization and the
measures necessary for its acceptance in
broader markets. This will enable a far more
targeted and accurate response to poten-
tial Chinese challenges than amorphous
references to “digital authoritarianism”.
China has, after all, been perfectly capa-
ble of imposing strict control on the vir-
tual realm without blockchain technology.
The EU should continuously monitor the
moves that China is making internation-
ally and develop frameworks for assessing
their impact and importance. This will as-
sist with prioritization and distinguishing
core concerns from others.

Second, Europe should not primarily base
policy on responses to Chinese actions
and initiatives. The EU has already devel-
oped a comprehensive blockchain
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strategy, which can serve as a basis for
the development of competitive technolo-
gies, products and services for the Euro-
pean and global markets. This will require
considerable investment, as well as ex-
ploration of models that integrate public
and private sector actors and bypass the
glacial pace of bureaucratic processes
for which Brussels is renowned. The EU
should also fully exploit its position as a
regulatory superpower to develop the
frameworks and rules necessary to pro-
tect its interests and values.

Third, particularly in its dealings with other
countries, Europe should lead by example,
not by statement. For instance, even though
the BRI and the associated Digital Silk Road
have raised concerns about greater Chi-
nese influence in the Global South, the EU
and its partners are still being slow to de-
velop alternatives that are more attractive
than the Chinese proposition. Perhaps
counterintuitively, engagement with third
countries should centre on them rather
than China. European entreaties are un-
likely to gain a warm welcome in African
or South Asian capitals if this is merely seen
as a bid to resolve Europe’s “China prob-
lem”. More broadly, as a conglomeration
of small and mid-level states, maintenance
of a universally respected rules-based order
for both political and economic concerns
is one of the EU's core interests. It should
therefore ensure that this order remains
stable and attractive to small and medium-
sized entities elsewhere in the world.



DPC

Authors:
Cyrille Artho is an associate professor in software engineering at KTH Royal Institute of Tech-
nology, Stockholm, Sweden. Contact: artho@kth.se

Rogier Creemers is a university lecturer in politics and governance of modern China at Leiden
University, the Netherlands. Contact: rj.e.h.creemers@hum.leidenuniv.nl

73



DPC

Assessing the Financial and Geoeconomic Implications of

China’s Digital Currency

Amir Elalouf, Maximilian Mayer

Abstract

The digital yuan (e-CNY) is an example of a field in which China is ahead of its global peers. It
is the first major advanced economy to implement a digital currency, and this fast-paced de-

velopment mirrors its ambitions as a financial power. The e-CNY is a form of central bank digi-

tal currency that aims to replace cash in circulation. It is a digitized version of China's legal (fiat)
currency. Although functionally, e-CNY is similar to online payment platforms, it makes up a
proportion of the country’s money supply. Moreover, the digital yuan is not confined to the
domestic market. Its ultimate objective is to go global to improve cross-border payments. It is

therefore important to understand the relevance of the e-CNY from a European point of view

with regard to three issues: (a) the similarities and differences between the digital yuan and the
digital euro; (b) the domestic and international actors developing the digital yuan; and (c) the
impact of the e-CNY on the four dimensions of Europe'’s strategic autonomy. The paper high-
lights the possible effects of the e-CNY on European security, values and competitiveness, and

recommends steps to improve Europe’s economic and technological stance.

Digital currencies in China and Europe

Developments regarding digital currencies,
from cryptocurrencies to stablecoins and
Central Bank Digital Currencies (CBDCs),
have been rapid and tumultuous in recent
years. The market cap for the two most

prominent cryptocurrencies has reached
almost US$ 540 billion. Many central banks,
including the European Central Bank, are
working on digital fiat currencies, but the
People’s Bank of China (PBOC) has been
the frontrunner. The e-CNY is not a de-

centralized cryptocurrency like bitcoin but
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a digitized version of China’s legal (fiat)
currency — the renminbi (RMB). The PBOC
controls and issues the e-CNY. Digital cur-
rencies could provide alternatives to the
global influence of the US dollar. Their fu-
ture is intertwined with China’s ambition
to become a financial power and the in-
evitable geopolitical tension with the



United States that this course implies.*®
Evolving payment systems, developing
financial infrastructures, and the digitiza-
tion of money are key to monetary sov-
ereignty and economic power.''” Chinese
advances in these areas are highly relevant
for the European Union from the perspec-
tive of geoeconomics and geopolitics.

From the perspective of the Chinese
party state, digital money poses a chal-
lenge that has the potential to under-
mine monetary sovereignty and capital
controls. However, it also provides an
opportunity to create new, transnational
digital payment infrastructures that are
more China-centric.*® Initially, crypto-
currencies, like other fintech, flourished
in a largely unregulated environment in
China. However, they are now perceived
by the PBOC as a potential threat to fi-
nancial security.*® Chinese laws and reg-
ulations have been progressively tight-
ened, finally leading to a ban on crypto-

116 Martin Chorzempa, “China, the United States, and
Central Bank Digital Currencies: How Important is it
to be First?”, China Economic Journal, vol. 14, no. 1
(January 2021), pp. 102-115, <doi: 10.1080/175389
63.2020.1870278>.

17 Ying Huang and Maximilian Mayer, “Digital Cur-
rencies, Monetary Sovereignty, and US-China Power
Competition”, Policy & Internet vol. 14, no. 2 (June
2022), pp. 324-347; Johannes Petry, “Beyond Ports,
Roads and Railways: Chinese Economic Statecraft,
the Belt and Road Initiative and the Politics of Finan-
cial Infrastructures”, Furopean Journal of International
Relations (October 2022), <https://doi.org/10.1177/
13540661221126>; Marieke de Goede and Carola
Westermeier, “Infrastructural Geopolitics”, Interna-
tional Studies Quarterly, vol. 66, no. 3 (September
2022), <https://doi.org/10.1093/isq/sqac033>.

118 On the nexus of the digital yuan and blockchain
technologies see Gary Sigley and Warwick Powell,
"Governing the Digital Economy: An Exploration of
Blockchains with Chinese Characteristics”, Journal of
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currencies and even the criminalization
of mining operations.*?® In contrast, the
e-CNY has been consistently viewed as a
secure and controllable option designed
to serve as a digital analog to cash and
part of China's monetary base (M0).**

Central bank money has unique advantages
in terms of safety, finality, liquidity, and
integrity. The e-CNY aims to serve as re-
tail “digital cash”. It seeks to replace elec-
tronic payments rather than bank accounts,
thereby ensuring that commercial banks
will not be disintermediated. The e-CNY
is a digitized version of China’'s legal cur-
rency with the same value as the physical
RMB. The widespread use of Alipay and
WeChatPay links users’ bank accounts to
a digital wallet, making a large share of
transactions in China cashless. From a fi-
nancial perspective, the Chinese central
bank believes that the e-CNY can make
payments less costly, more efficient, and
more inclusive. It is commonly assumed

Contemporary Asia, 1 August 2022, <doi: 10.1080/
00472336.2022.2093774>.

119 Sara Hsu and Jianjun Li, China's Fintech Explosion:
Disruption, Innovation, and Survival, New York, Co-
lumbia University Press, 2020; Martin Chorzempa and
Yiping Huang, “Chinese Fintech Innovation and Reg-
ulation”, Asian Economic Policy Review, vol. 17, no. 2
(February 2022), pp. 274-292, <doi: https://doi.org/
10.1111/aepr.12384>.

120 Between September 2019 and July 2021, China's
share of the global "hashrate” shrank from 75% to
zero. After a short hiatus, however, it was back to
around 21% in January 2022 despite a harsh regula-
tory crackdown. See Cambridge Centre for Alterna-
tive Finance, Bitcoin Mining Map, "Evolution of net-
work hashrate”, accessed 5 December 2022 at
<https://ccaf.io/cbeci/mining_map>.

121 Arendse Huld, “China Launches Digital Yuan App:
All You Need to Know", China Briefing, 22 Septem-
ber 2022, <https://www.china-briefing.com/news/
china-launches-digital-yuan-app-what-you-need-to-
know/>.



that the e-CNY will contribute to financial
stability through a system of “controlla-
ble anonymity”, in which payments are
largely anonymous but still allow the data
analysis tools of the central banks to de-
tect illegal activity and prosecute financial
crime. Chinese regulators are seeking to
increase competition in the payments space
while reducing systemic risk.*?? The design
of the e-CNY merges the features of the
physical RMB, such as settlement upon
payment and anonymity, with the char-
acteristics of electronic payment instru-
ments, which are less costly, highly port-
able and efficient, and hard to counterfeit.

The key advantage of the e-CNY over the
RMB is the international digital currency

infrastructure it could potentially provide
to serve diverse payment needs. It deliv-
ers more efficient financial services, can

include smart contracts and other block-
chain applications, warrants more straight-
forward conversion, and simplifies bank

and peer-to-peer settlement.’? In line with
improving economic connectivity through
the Belt and Road Initiative, China is par-
ticipating in the mBridge, a CBDC project
that brings together central banks from

the Middle East, Southeast Asia, and Greater
China. Its pilot phase "demonstrated the

122 See Working Group on E-CNY Research and De-
velopment of the People’s Bank of China, "Progress
of Research & Development of E-CNY in China”, July
2021, accessed 5 December 2022 at <http://www.
pbc.gov.cn/en/3688110 /3688172/4157443/429369
6/2021071614584691871.pdf>. The cost of cash
management is relatively high.

123 Elijah J. Fullerton and Peter J. Morgan. “The Peo-
ple’s Republic of China’s Digital Yuan: Its Environment,
Design, and Implications.” ADBI Discussion Paper
1306, Asian Development Bank Institute, February
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platform’s ability to improve cross-border
payment speed and efficiency and to re-
duce settlement risks in a real-world set-
ting”.*** The e-CNY also offers a novel
technological monetary instrument. Dig-
ital money can be programmed to func-
tion as “consumption coupons” to push
domestic consumption, which will be a
key priority of post-Zero-covid economic
policies.

The e-CNY circulates via a “two-tier” sys-
tem of distribution and expenditure,
wherein the PBOC authorizes partner in-
stitutions, such as state-owned commer-
cial banks and the financial arms of Ten-
cent and the Alibaba-affiliated Ant Group,
to distribute currency to consumers. Con-
sumers store and spend the e-CNY using
“wallet” apps operated by these compa-
nies or specialized devices called “hard-
ware wallets”. The e-CNY, therefore, of-
fers the public a cash-like digital payment
method that is ostensibly accessible to
all. To ensure the system'’s reliability and
soundness, the e-CNY implements a dis-
tributed and platform-based design us-
ing a mix of technologies, such as trusted
computing and special encryption based
on hardware and software integration.'?

2022, <https://www.adb.org/publications/the-peo-
ples-republic-of-chinas-digital-yuan-its-environment-
design-and-implications>; Working Group on E-CNY
Research and Development of the People’s Bank of
China (note 122).

124 Bank for International Settlement Innovation Hub,
“Project mBridge connecting economies through CBDC",
October 2022, <https://www.bis.org/publ/othp59.pdf>.
125 Working Group on E-CNY Research and Develop-
ment of the People’s Bank of China (note 122).
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THE DIGITAL YUAN/
HZARM

The digital yuan will ultimately replace
the physical yuan

A two-tier system that is not reliant on
distributed ledger technology

Large-scale pilot schemes since 2020,
261 million users (2022), 360 million
transactions (in 2022), transaction value
12.7 billion RMB (Jan. to Aug. 2022)

Cash-like features; the ability to make or
receive payments without going online or
being connected to telephone networks

A bank account is needed and payment
is by phone/app

Digital currencies and associated wallets
are interoperable with current and future
payment services and platforms

THE DIGITAL EURO

Figure 5.1. — e-CNY vs. the digital euro

The e-CNY and the digital euro share stra-
tegic and technological similarities but di-
verge in crucial respects (Figure 5.1). The
PBOC and the European Central Bank (ECB)
are both pursuing a two-tier system that
is interoperable with existing digital pay-
ment services but not reliant on distrib-

uted ledger technology. Both currencies

are stored in digital wallets. This feature

allows central banks to have a remunerative

policy (i.e., payment of interest) on CBDC
holdings not possible with banknotes and
coins. Nonetheless, it is envisaged that the
PBOC will completely replace cash while
the ECB seeks to complement the physi-
cal euro.’® Another critical difference is
that the e-CNY is pegged with the RMB
to a currency basket, while the digital euro
would be a free-floating currency.

Main actors in the development of the digital yuan

The Chinese government aims to create a
new monetary digital instrument across
platform payment systems. The associated
private-public governance architecture
will consist of “consortium chains”,

126 See Joachim Nagel, “Digital euro: Opportunities
and risks’, CFS-IMFS Special Lecture, Goethe Univer-
sity, Bundesbank, 11 July 2022, <https://www.bun-
desbank.de/en/press/speeches/digital-euro-oppor-
tunities-and-risks-894326>; and Hung Tran, “The
digital yuan, digital euro, and the diem: Key issues
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entailing a "“multiplicity of actors, coa-

lescing around a shared technical infra-

structure and operational protocols”.*?’

The Chinese government views the e-
CNY as a “dynamic, evolving system”

for public debate”, Atlantic Council , 6 April 2021,
<https://www.atlanticcouncil.org/in-depth-research-
reports/issue-brief/the-digital-yuan-digital-euro-and-
the-diem-key-issues-for-public-debate/>.

127 Gary Sigley and Warwick Powell (note 118).



and wants to prevent monopolies “which
could pose barriers to new technological
paths”.!?® The three main financial actors
responsible for promoting the imple-
mentation of the e-CNY are the PBOC
and its branches, state-owned commer-
cial banks, and the large private e-com-
merce platforms (see Figure 5.2).

The PBOC began its research into digital
currencies in 2014. Following a small pi-
lot programme in 2019, the initiative
greatly expanded in 2021 and 2022 when
23 Chinese mainland cities accounting for
nearly one-fifth of the mainland’s popu-
lation adopted the e-CNY. Pilot schemes
for the e-CNY were also introduced in other
settings, such as the Beijing Winter Olym-
pics in February 2022.**° The e-CNY has
been used in over 8.08 million individual
transactions.*° The value of total trans-
actions reached approximately 100 billion
yuan ($13.9 billion) by the end of August
2022, a sizeable percentage of global e-

128 Zhou Xiaochuan, “Understanding China's Central
Bank Digital Currency”, China Finance 40 Forum, 13
December 2020, <http://www.cf40.com/en/news_de-
tail/11481.html>.

129 Rajesh Bansal and Somya Singh, “China’s digital
yuan: An alternative to the dollar-dominated finan-
cial system", Carnegie Endowment for International
Peace, 2021, <https://carnegieindia.org/2021/08/31/
china-s-digital-yuan-alternative-to-dollar-dominated-
financial-system-pub-85203>; Citic Securities 2022 “
I ANRMEBWERE © PR AR
" ["Digital RMB Special Research Report: Payment
Infrastructure in the Digital Economy Era"], <https://
www.vzkoo.com/document/20220315bd9a6621cc625
ecd7fd04f57.htmI?keyword=%E6%95%B0%E5%AD%9
7%E4%BA%BA%E6%B0%91%ES5%B8%81>.

130 | jan Cheng, “Will China Open the Era of Sovereign
Digital Currency?", China Watch, vol. 2, no. 12 (March
2022), <https://china-cee.eu/2022/03/28/ will-china-
open-the-era-of-sovereign-digital-currency/>.

131 Zhang Tianyuan, “Digital yuan to spread its wings”,
China Daily, 11 November 2022, <https://www.
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currency transactions.’ This uptake is in
line with China's staggering adoption rate
of new financial technology. For example,
mobile wallet payments in China in 2019
were almost 1.5 times the total value of
credit card transactions outside China. The
most prominent payment apps in the coun-
try have a user base of 872 million people.’*?

Although the new digital currency is still

a marginal component of China'’s financial
structure, there has been impressive growth
and huge growth potential. Existing digi-
tal payment ecosystems are predominantly
owned by private companies. Currently,

the e-CNY market is small relative to China’s
population, and the e-CNY still has a lower
favourability rating (60%) than Alipay and

WechatPay (84% and 83%, respectively).'*3
However, when the market cap becomes a
hundred times bigger, as happened to the
digital dollar (USDC, see Figure 5.3), it will

become important in China and globally.'3*

chinadaily.com.cn/a/202211/11/WS636de7bfa31049
175 43292e4.html>.

132 Kalina Tonkovska, "Digital yuan: The financial rev-
olution of the east”, Industria, 9 February 2022,
<https://www.industria.tech/blog/digital-yuan-the-
financial-revolution-of-the-east/>; Jaime Toplin,
“China continues expanding and incentivizing digital
yuan”, Insider Intelligence, 20 July 2022, <https://
www.insiderintelligence.com/content/china-contin-
ues-expanding-incentivizing-digital-yuan>.

133 Ryan Heath, “Watch out for China’s digital yuan”,
Politico, 13 May 2022, <https://www.politico.com/
newsletters/digital-future-daily/2022/05/13/watch-
out-for-chinas-digital-yuan-00032475>; Jaime Top-
lin (note 132).

134 E-CNY and USDC are stablecoins and have similar
numbers of potential users. Since historical data on
the e-CNY are quite limited, we use the digital dollar as
a proxy. USDC daily volume was 230 million after less
than one year in the market, which is the daily volume
of e-CNY today. Today, after 3 years in the market, the
USDC has a $4 billion daily trading volume, and we
forecast a similar future for the e-CNY by 2026.
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ACTOR NAME OF KEY DESCRIPTION  KEY TASK PRIORITY
TYPE* ACTOR
Policy The People’s Bank  Central actor Coordinates the issuance and cancellation
Institution of China (PBOC) in the design, of e-CNY, inter-institutional networking and
& PEARPRTand  implementation wallet ecology management, cooperation .
TE KR its branches and regulation of with central banks in other countries;
CBDCs Supervises exchange and circulation
services

Research Digital Currency Part of the PBC; Research on design of e-CNY
Institution Research Institute Central research

of the People’s
Bank of China
PEARRTEZ
RAARA

facility and hub for

cooperation with

other central banks

on developing
CBDCs

9

Commercial Industrial and Technology Responsible for e-CNY exchange and
bank Commercial Bank & service circulation services, such as opening e-CNY
ICBC of China (ICBC) implementation accounts/digital wallets, promoting use of @
PETHET with users the e-CNY and e-CNY marketing campaigns;
Investment in hardware and software
infrastructure for retail e-CNY
Commercial Agricultural Bank  Technology Responsible for e-CNY exchange and
bank of China (ABC) & service circulation services, such as opening e-CNY
©ruxenn DERIART implementation accounts/digital wallets, promoting use of /5
E— with users the e-CNY and e-CNY marketing campaigns; Mo
Investment in hardware and software
infrastructure for retail e-CNY
Commercial Bank of China Technology Responsible for e-CNY exchange and
bank (BOC) & service circulation services, such as opening e-CNY
PEIRT implementation accounts/digital wallets, promoting use of @
!\@f“,ﬁ with users the e-CNY and e-CNY marketing campaigns;
Investment in hardware and software
infrastructure for retail e-CNY
Commercial China Technology Responsible for e-CNY exchange and
bank Construction Bank & service circulation services, such as opening e-CNY
Py (CCB) implementation accounts/digital wallets, promoting use of @
T hEESRT with users the e-CNY and e-CNY marketing campaigns;
Investment in hardware and software
infrastructure for retail e-CNY
Commercial Postal Savings Technology Responsible for e-CNY exchange and
bank Bank of China & service circulation services, such as opening e-CNY
(PSBC) implementation accounts/digital wallets, promoting use of /5
DEBEMEERT with users the e-CNY and e-CNY marketing campaigns; \\
Investment in hardware and software
infrastructure for retail e-CNY
Commercial Bank of Technology Responsible for e-CNY exchange and
bank Communications & service circulation services, such as opening e-CNY
o5 st (BOCOM) implementation accounts/digital wallets, promoting use of @
I hERERT with users the e-CNY and e-CNY marketing campaigns;
Investment in hardware and software
infrastructure for retail e-CNY
Commercial China Merchants Technology Responsible for e-CNY exchange and
bank Bank (CBM) & service circulation services, such as opening e-CNY
@ rEas DPEBERT implementation accounts/digital wallets, promoting use of @
e with users the e-CNY and e-CNY marketing campaigns;

Investment in hardware and software
infrastructure for retail e-CNY
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TYPE*

Commercial
bank

Commercial
bank

Commercial
bank

NAME OF KEY

MYbank
IS AR AT

WeBank
FERRRIT

Industrial Bank

HAVARST

DPC

DESCRIPTION

Technology

& service
implementation
with users

Technology

& service
implementation
with users

Technology
& service
implementation

KEY TASK

Responsible for e-CNY exchange and
circulation services, such as opening e-CNY
accounts/digital wallets, promoting use of
the e-CNY and e-CNY marketing campaigns;
Investment in hardware and software
infrastructure for retail e-CNY

Responsible for e-CNY exchange and
circulation services, such as opening e-CNY
accounts/digital wallets, promoting use of
the e-CNY and e-CNY marketing campaigns;
Investment in hardware and software
infrastructure for retail e-CNY

Responsible for e-CNY exchange and
circulation services, such as opening e-CNY
accounts/digital wallets, promoting use of

(GETTLE @
the e-CNY and e-CNY marketing campaigns;

Investment in hardware and software
infrastructure for retail e-CNY

with users

Corporation JD Internet service Collaborate with certain operating
RE platform institutions to jointly provide e- CNY
' aiE circulation services; Provide a rich Ve
A consumption scenario for the e-CNY trough \5
their own large user bases; Promote the
e-CNY by issuing online consumption
vouchers

JD.COM

Corporation Meituan Internet service
E =il platform

Collaborate with certain operating

institutions to jointly provide e- CNY

circulation services; Provide a rich -

= Meituan consumption scenario for the e-CNY trough \5
their own large user bases; Promote the
e-CNY by issuing online consumption
vouchers

Collaborate with certain operating
institutions to jointly provide e- CNY
circulation services; Provide a rich
\_5

Corporation DiDi Internet service
S platform

O DiDi consumption scenario for the e-CNY trough
their own large user bases; Promote the
e-CNY by issuing online consumption
vouchers

Vipshop Internet service Collaborate with certain operating
ERE platform institutions to jointly provide e- CNY
ERE circulation services; Provide a rich
vip com consumption scenario for the e-CNY trough
their own large user bases; Promote the
e-CNY by issuing online consumption
vouchers

Corporation

G

Figure 5.2. — Actors to watch
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Figure 5.3. — USDC market cap (red) and volume trading (yellow)

The e-CNY’s ultimate objectives are global
in scope: it is intended to boost the RMB's
adoption of cross-border payments. China’s
major cities will play a decisive role in im-
plementing transnational financial eco-
systems and promoting the e-CNY inter-
nationally.**> The megacity Chong Qing,
for example, features a crucial transnational
link with the Chongging (China-Singapore)
Demonstration Initiative on Strategic Con-
nectivity, which involves business travel,
talent training, medical care and shopping
malls using the digital RMB. The goal is

135 Chinese cities became crucial global actors in
promoting transnational technological, trade, and
other linkages. See e.g. Dominik Mierzejewski, “The
role of Guangdong and Guangzhou's Subnational

Diplomacy in China’'s Belt and Road Initiative”, China:

An International Journal, vol. 18, no. 2 (May 2020),
pp. 99-119, <doi: 10.1353/chn.2020.0018>; Yonghui
Han et al,, “The Belt and Road Initiative, Sister-city
Partnership and Chinese Outward FDI", Economic
Research-Fkonomska IstraZivanja, vol. 35, no. 1 (No-
vember 2021), pp. 3416-3436, <doi: 10.1080/13316
77X.2021.1997618>; Helen Wei Zheng et al, "Interrogating
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to use the digital RMB for “trade and ex-
changes between western China and
Southeast Asian countries to improve cross-
border settlement efficiency”.*** Hong Kong,
the international financial centre in the mid-
dle of the Greater Bay Area, with its pop-
ulation of 70 million and gross domestic
product of US$ 1.7 trillion in 2019, could
also become a significant promotion hub
for the e-CNY. Given the restrictions in-
side China, Hong Kong is poised to be-
come a vibrant centre for the use of the
e-CNY in international settlements.**’

China’s global urban presence”, Geopolitics, March
2021, <doi: 10.1080/14650045. 2021.1901084>.

136 Ran Zheng, "Chongging activates more than one
million digital RMB wallets”, Chongqing International
Communication Center (for Culture and Tourism), 21
May 2022, <https://www.ichongqing.info/2022/05/
21/chongging-activates-more-than-one-million-dig-
ital-rmb-wallets/>.

137 Kelly Le, "Hong Kong may be first global ‘sand-
box' for China's DCEP digital yuan”, forkast 17 De-
cember 2020, <https://forkast.news/hong-kong-pilot-test-
china-dcep-digital-currency/>; Zhang Tianyuan (note 131).
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The e-CNY and the four dimensions of Open Strategic Autonomy

Growing international use of the e-CNY
would affect all four dimensions of Eu-
rope’s Open Strategic Autonomy.

The resifience of value chains

China is striving not only to make the digi-
tal yuan an effective domestic tool for con-
sumers' retail payments but also to inte-
grate the yuan as a payment currency into
the global financial system. The world’s
largest cross-border multi-country pay-
ment trial, the mBridge project, which con-
cluded in October 2022, indicated that
CBDCs are a viable means of making real-
time cross-border payments and foreign
exchange transactions at low cost and high
speed, and in a less complex, more trans-
parent manner.**® At first glance, a stronger
e-CNY would not directly affect the secu-
rity and resilience of supply chains. Ide-
ally, the e-CNY strengthens the Chinese
government's ability to monitor capital
flight and money laundering, thereby im-
proving international supply chain sus-
tainability. If the ECB maintains its slug-
gish approach to developing the digital
euro, European companies might come
under increasing pressure to use non-
European CBDCs, not least for trading with
Chinese companies. This approach could
weaken their position in evolving supply
chains, as they would suffer from a loss
of efficiency and higher cost of business
operations. If more of China’s international
trading partners were to adopt the digital

138 Bank for International Settlement Innovation Hub
(note 124).

139 Nicola Bilotta, “An international digital yuan: (Vane)
ambitions, (Excessive) alarmism and (pragmatic)
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yuan, this scenario would become far from
unrealistic.

National security

The broader national security concerns
around the e-CNY are connected with the
future of the euro and Europe’s monetary
sovereignty, and the potential for detri-
mental changes to the international po-
litical economy. China is powering ahead
with its CBDC at a time when the rest of
the world is just starting to explore future
opportunities for economic systems. In-
ternationally, it aims to convert a share
of US dollar-denominated exports into
RMB-based exports. Combined with the
global presence of Chinese e-commerce
platforms, the e-CNY could promote a
more expeditious transition than is often
assumed. Widespread adoption of the e-
CNY could give rise to global financial trans-
actions and settlements, circumnavigating
the US monetary system.”* Hence, the
e-CNY as a financial tool could promote
considerable change within the global fi-
nancial system that might weaken the
influence of economies in the transatlan-
tic region. Many countries, especially in
Southeast Asia, are already considering
diversifying their foreign currency reserves,
offering opportunities for RMB internation-
alization. In addition, states are accelerat-
ing their efforts to reduce their use of the
US dollar by setting up RMB clearing ar-
rangements.**

expectations ’ IAl Commentaries 21/44, Istituto Affari
Internazionali, Rome, 2021; Rajesh Bansal and Somya
Singh (note 130); Ryan Heath (note 133).

140 Zhang Tianyuan (note 131).



The official policy goal behind the e-CNY
is not to supplant the US dollar as the domi-
nant global currency,*** but to reduce dol-
lar dependence by establishing an alter-
native payment architecture. The e-CNY
is a deft technological move by the Chi-
nese government to gain increased au-
tonomy and minimize the political risks
associated with US dollar intermediation,
as well as the potential impact of US sanc-
tions. Whereas China’s Cross-Border In-
ter-Bank Payments System (CIPS) has thus
far failed to establish a genuine alternative
to the western-centric Society for World-
wide Interbank Financial Telecommunication
(SWIFT), several multi-CBDC arrangements
“may spur the adoption of the CIPS by im-
plementing the e-CNY”,**? allowing China
to bypass SWIFT. Ultimately, if a sufficient
number of banks accept international pay-
ments in e-CNY, the Chinese government
could pre-emptively undermine the effec-
tiveness of US primary and secondary
sanctions.*

Europe’s aim of Open Strategic Autonomy
makes developing an effective response
to the e-CNY without impeding vital trade
relations essential. The euro’s popularity
is currently increasing as countries search
for alternatives to the US dollar in order
to gain greater independence from the
US. However, rapid and mass adoption of
the e-CNY could threaten the financial
position and popularity of the euro as the
second most traded currency. It should be
noted that the SWIFT system, based in

141 Nicola Bilotta (note 139).

142 Elijah J. Fullerton and Peter J. Morgan (note 123).
143 Jan Knoerich, “China’s new digital currency: Impli-
cations for yuan internationalization and the US dol-
lar”, in Nicola Bilotta and Fabrizio Botti (eds), 7he
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Belgium, is arguably the only infrastruc-
ture node of global relevance located in
Europe. If the e-CNY becomes an alter-
native payment system with hundreds of
millions of wallet holders, Europe will lose
its single financial “choke point” and finan-
cial data security will be weakened. The
PBOC's capacity to gather information on
financial flows — including international
financial transfers from China-Europe trade
and other third parties using the e-CNY
—would considerably increase.

Values and Sustainability

The success of digital currencies depends
on the strength of institutions and the level
of trust in public policy, particularly the
legal and regulatory environment in the
areas of currency convertibility and capi-
tal account liberalization, as well as the
sophistication of financial ecosystems and
the robustness of legal and regulatory
frameworks. Individual users value key at-
tributes such as safety, security, reliability
and ease of use when interacting with the
CBDC system. Hence, apprehension is
mounting about the ownership and use
of personal financial data arising from
transactions in digital currencies. On the
digital euro, the EU must decide to what
extent personal data can be collected, for
how long this can be retained, how such
data can be used and for whose benefit,
and what safeguards will be put in place
to protect against abuses.***

(Near) Future of Central Bank Digital Currencies: Risks
and Opportunities for the Global Economy and Soci-
ety, Bern, Peter Lang, 2021, pp. 145-166, p. 160.

144 Hung Tran (note 126).



Privacy is a core value for EU citizens and
a central driver of the acceptability of and
trust in currencies. However, privacy con-
flicts with other, equally valid policy ob-
jectives on which the EU is a world leader,
such as the fight against money launder-
ing and the financing of terrorism, as well
as tax evasion. Moreover, concerns about
using personal transaction data correlate
with securing personal data privacy in an
increasingly digitalized world. For exam-
ple, a Chinese-centred digital currency sys-
tem would confer panoptical power over
personal financial data on the Chinese Com-
munist Party. Similarly, the design and gov-
ernance of blockchain applications are typi-
cally “embedded institutionally within a
frame of public utility service infrastruc-
ture and national strategic objectives”.**®
Europe has robust legal and regulatory
safeguards in place to protect against
abuses of personal data by companies
and governments, but digital currencies
pose a new challenge to the General Data
Protection Regulation, the Digital Mar-
kets Law and the Digital Services Law.*

The e-CNY and the digital euro are based
on similar technological features but rooted
in divergent political, legal and regulatory
regimes and underlying visions. Globally,
the differences between a stakeholder
model and a state-centric model are less

145 Gary Sigley and Warwick Powell (note 118). See
also Steven-Jiawei Hai and Robyn Klingler-Vidra,
“Chinese blockchain: Convergence around a Beijing-
aligned strategy”, Global Policy, King's College, Lon-
don, August 2022, <https://www.globalpolicyjour-
nal.com/sites/default/files/pdf/Hai%20and%20Kling-
ler-Vidra%20-%20Chinese%20blockchain%2C%20
convergence%20around%20a%20Beijing-aligned%
20strategy.pdf>.
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apparent than in the case of Internet gov-
ernance. The centralized technical struc-
ture of CBDCs cuts out intermediaries in
a manner that differs from decentralized
cryptocurrencies and advantages govern-
ments and central banks. The current lack
of global norms surrounding CBDCs, for
example, regarding privacy standards for
international e-currency transactions and
the absence of regulatory competition from
the US and the EU enable China to engage
with governments and banks on piloting
technical interfaces and standards by build-
ing on ample domestic experience with
the e-CNY.*’

Technological competitiveness

Implementation of the e-CNY has various
ramifications for Europe'’s technological
competitiveness. First, China is in a lead-
ership position thanks to the expertise
gained from experimenting with new forms
of digital money and payment systems.
China’s experience offers a rich set of ex-
amples and insights into how a balance
between fintech innovation and regula-
tion might be pursued, including the thorny
issue of technology choices as detailed
in the 2021 White Paper published by the
PBOC.*® The right policy mix is a critical
ingredient in the successful digitalization
of money.*® Moreover, because various
private and public sector actors with

146 Hung Tran (note 126); Markus K. Brunnermeier
and Jean-Pierre Landau, “The digital euro: Policy im-
plications and perspectives”, European Parliament,
Committee on Economic and Monetary Affairs, Pol-
icy Department for Economic, Scientific and Quality
of Life Policies, Luxembourg, 2022.

147 Ryan Heath (note 133).

148 Working Group on E-CNY Research and Develop-
ment of the People’s Bank of China (note 122).

149 Martin Chorzempa and Yiping Huang (note 119).



cryptography and computer science ex-
pertise can create money, currency com-
petition could develop inside and across
borders. Some countries use their digital
networks to circulate their curren-
cies/stablecoins in other jurisdictions.
Hence, the primary rationale for devel-
oping a national digital currency is to
preserve the role of public money in a
digital economy.™®

Second, the PBOC has gained visible lead-
ership in the global landscape of CBDCs.
China has leveraged its economic power
to shape and foster practices and stand-
ards constituting the multilateral CBDC

space. The synchronized development of
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several national CBDCs could advance a
new payment network based on multi-
CBDC arrangements in which nodes are
more independent of the US dollar.**! Based
on this supposition, the PBOC has estab-
lished international cooperation and trials
around its CBDC (see Figure 5.4).?In
addition, the bank has proposed global
rules to empower essential interopera-
bility between CBDCs issued by different
jurisdictions.*** China is following a known
pattern of seeking " portfolio diversifica-
tion, not the replacement of institutions
and systems”.** In so doing, China can build
on its existing web of currency swaps of
RMB 3.54 billion with more than 40 states.

NAME MULTIPLE CBDC HONG
KONG PILOT
COOPERATION
Partners Bank for International Settlements Hong Kong Monetary
Innovation Hub in Hong Kong, Authority, Digital
together with the Hong Kong Currency Institute,
Monetary Authority, Bank of Research Unit of the
Thailand, Central Bank of the PBOC
United Arab Emirates and the
Digital Currency Institute of the
People’s Bank of China
Time 2021-2022 2021-

Figure 5.4 — International pilot projects on cross-border transactions

150 Markus K. Brunnermeier and Jean-Pierre Landau
(note 146).

151 Nicola Bilotta (note 139).

152 Eliza Gkritski, “China, Hong Kong enter second
phase of cross-border digital Yuan trials: Report”,
Coindesk, 9 December 2021, <https://www.coindesk.
com/policy/2021/12/09/china-hong-kong-enter-sec-
ond-phase-of-cross-border-digital-yuan-trials-report/>.
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153 Tom Wilson and Marc Jones, “China proposes
global rules for Central Bank digital currencies”, Reu-
ters, 25 March 2021, <https://reut.rs/3si50H4>; Mar-
tin Chorzempa (note 116).

154 Evan A. Feigenbaum, “Reluctant stakeholder: Why
China’s highly strategic brand of revisionism is more
challenging than Washington thinks”, in Damien Ma
(ed.), China’s Economic Arrival, Singapore, Palgrave
Macmillan, pp. 117, 2020. (Emphasis in original).



Third, the Chinese government believes that
the e-CNY has the potential to contribute
to one of its crucial policy objectives and
ambitions: the internationalization of the
RMB.*>> However, the monetary and finan-
cial interlinkage between China and global
markets has a complicated history.**® Given
the size of the Chinese economy and its
role in world trade, the RMB continues to
underperform as an international cur-
rency.®’ Consequently, the Chinese econ-
omy remains highly dependent on the
US dollar for global trade and investment.!*®
Because of the possibility of monitoring,
digital networks and multi-CBDC arrange-
ments could ease the internationalization
of the currency as a means of payment
in trade links. However, the e-CNY is un-
likely to lead to a sea change in the RMB's
stalled internationalization as capital

Policy recommendations

China has gained a first-mover advantage
by implementing a central bank digital cur-
rency while Europe plays catch-up and

155 Yuan Zhang, “A review of the impact of Central
Bank Digital Currency on Currency Internationaliza-
tion", Proceedings of the International Conference
on Urban Planning and Regional Economy (UPRE
2022), 2022, <doi: 10.2991/aebmr.k.220502.089>;
Shen, Chunming, “Digital RMB, RMB Internationaliza-
tion and Sustainable Development of the International
Monetary System®, Sustainability, vol. 14, no. 10 (May
2022), <doi: 10.3390/5u14106228>.

1% Ho-fung Hung, The China Boom: Why China Will
Not Rule the World, New York, Columbia University
Press, 2015.

157 Vita Spivak, “Can the yuan ever replace the dollar
for Russia?”, Carnegie Endowment for International
Peace, 2021, <https://carnegiemoscow.org/com-
mentary/85069>.

158 See Hofung Hung, “China: Saviour or Challenger
of the Dollar Hegemony?”, Development and Change,
vol. 44, no. 6 (November 2013), pp. 1341-1361, <doi:
10.1111/dech.12063>.
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controls will be maintained and interna-
tional trust in the institutions governing
the RMB remains low.

Finally, the e-CNY could become a vehicle
for extending Chinese blockchain infra-
structures globally. In 2020, Zhou Xiao-
chuan, the former governor of the PBOC,
stated that: “Blockchains and DLT have al-
ways been part of the PBOC's toolkit to es-
tablish a digital currency system”.**? As the
Chinese government systematically pro-
motes blockchain technologies,'*® they will
likely be employed in multiple ways to fa-
cilitate the new payment architecture and
its embedding within China’s “smart so-
ciety”.!®! For instance, blockchain servers
can manage digital currency wallet addresses,
supervision of transaction information and
the transaction supervision of digital bills.*®2

assesses the risks, opportunities and na-
tional security implications of creating such
a currency. Importantly, the e-CNY in

159 Zhou Xiaochuan (note 128).

160 Mike Knapp, “The United States is Behind the
Curve on Blockchain”, War on the Rocks <https://
warontherocks.com/2022/08/the-united-states-is-
behind-the-curve-on-blockchain/>.

161 Xiaohong Chen et al., “Digital technology-driven
smart society governance mechanism and practice
exploration”, Frontiers of Engineering Management
12 September 2022, <doi: 10.1007/s42524-022-0200-x>.
162 See Fintech Research Feature: Detailed Explana-
tion of Digital RMB, "<&l FIHE IR SR © FFET A
R, SASKRIOBME ML TN S50 ["Fintech
Research Special: Detailed Explanation of Digital RMB,
Three Key Questions Answered and Investment Op-
portunity Analysis”], SINA, <https://stockfinance.sina.
com.cn/stock/go.php/vReport_Show/kind/search/rpt
id/692140407978/index.phtml>.
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insolation is not a game changer. Its ef-
fects become significant only in combi-
nation with a range of related factors, a
joint infrastructure for CBDCs, the col-
laboration of central banks, the uptake
of CIPS, and US and EU responses. For

an EU-issued digital currency to have a
global impact, Europe needs to define its
stance on the operation of CBDCs and test
the technology options. On the four dimen-
sions of Open Strategic Autonomy, Europe
should implement the following steps

DIMENSION SHORT DESCRIPTION OF RELATIVE POLICY INSTRUMENTS
OF STRATEGIC CHALLENGE IN KEYWORDS IMPORTANCE FOR TACKLING
AUTONOMY OF CHALLENGE CHALLENGE IN
oNAscaLEoF1To4  KEYWORDS
« If the ECB maintains its sluggish 2 * Hasten development of the
approach to developing the digital euro, digital euro (European CBDC);
European companies might come under
growing pressure to make use of available * Issue the digital euro to
non-European central bank digital protect the EU’s financial
ﬁ Resilience of currencies (CBDCs), not least for trading autonomy and avoid a rival
@ supply chains with Chinese companies; digital currency controlled by
a non-European country or big
* Tensions between the US and China tech company taking hold in
around financial infrastructures and < Europe
payment ecosystems are likely to grow and
could affect European companies
« If a sufficient number of banks accept 2 * Start pilot projects between
international payments in e-CNY, this the European Central Bank
might allow the Chinese government to (ECB), the People’s Bank of
pre-emptively undermine the effectiveness China and the Hong Kong
of US primary and secondary sanctions; Monetary Authority (and
possibly include other central
National * Europe would then lose its only financial banks) to better understand
security choke point (SWIFT); 2 China's capacities, design
choices and approach to
* A rapid and massive adoption of the standard setting, and enable
e-CNY might threaten the financial 3 fast exchange/ settlement for
position and popularity of the euro as the companies between the e-CYN
second most traded currency, which would and the e-euro.
diminish its international standing
* The lack of global norms on CBDCs, on 2 * Begin pilot projects between
the one hand, and absence of competition the ECB and other leading
from the US and EU, on the other, enable Central banks;
@ ViilGasana China to engage with gt.)verTwments and . .

&% sustainability banks on piloting technical interfaces and * Lead international efforts
standards, building on its ample domestic to foster norms for central
experience with the e-CNY bank digital currencies around

security, financial data privacy
and the rule of law
* The PBC has gained visikt eadership in £ * Monitor domestic and
international e-CNY
slopments on tech, policy
* Chinais in a leadershiy sitio ith regulations
respect to expert o nenting with 3

tal payment

systems

ome vehicles

blockchain

Figure 5.5 = Recommendations
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e To protect the resilience of its value
chains, Europe should speed up the
development of its digital euro and
issue it to protect the EU’s financial/
monetary autonomy and avoid a rival
digital currency controlled by a non-
European country or big tech company
taking hold in Europe.

e To safeguard national security, the ECB
should monitor the effects of domestic
and international e-CNY developments
on tech, policy and regulations. Perhaps
a scenario for after 2030, the EU should
prepare for a growing tide of countries
engaging in e-CNY cooperation, and
a possible progressive switch away
from the US dollar for certain types of
transactions, such as oil and gas.

e To maintain technological competi-
tiveness, Europe should begin pilot
projects between the European Central
Bank, the PBOC and the Hong Kong
Monetary Authority, as well as other
central banks. Moreover, a European
understanding of Chinese capacities,
design choices and approaches to
standard setting will be paramount
in enabling fast exchanges/settlements
between the e-CNY and the e-euro
for companies.

e To defend its values, Europe should
lead international efforts to foster

163 Vita Spivak (note 157); Maximilian K&rnfelt, “The
Digital Yuan Will Only Lend a Minor Boost to Inter-
nationalization of the Currency”, MERICS, 16 Novem-
ber 2020, <https://merics.org/de/kurzanalyse/digi-
tal-yuan-will-only-lend-minor-boost-internationali-
zation-currency>.

164 Rajesh Bansal and Somya Singh (note 130); Yiping
Huang et al., "Paths to a Reserve Currency: Interna-
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norms on central bank digital curren-
cies around security, financial data
privacy and the rule of law.

Despite mounting anxieties about China's
digital power, it is worth stressing that the
RMB's lack of progress on internationali-
zation stems from the fact that it is not
freely convertible and is subject to capi-
tal controls. The e-CNY could boost the
internationalization of the RMB but cur-
rency digitalization does not make up for
its original flaws, such as policies that
deliberately reduce foreign access to e-
CNY-denominated investments.'®* The
attractiveness of an international currency
depends on macroeconomic conditions,
the openness and transparency of finan-
cial markets, and the credibility of the is-
suing country’s political institutions. These
factors currently limit the RMB's interna-
tional status.’®* While the fast progress of
the e-CNY should inspire the ECB to ad-
vance its own CBDC project more quickly,
the yuan's long-lasting disadvantages will
not disappear overnight. These shortcom-
ings will allow Europe to consider a more
comprehensive response. However, even
though the e-CNY is unlikely to replace the
US dollar as a world reserve currency any
time soon, the tensions between the US and
China around financial infrastructures and
payment systems are likely to grow and
significantly impact European companies.

tionalization of the Renminbi and its Implications *,
ADBI Working Papers no. 482, Asian Development
Bank, 2014; Jimmy Choi, “RCEP and renminbi’s role
as a reserve currency”, Central Banking, 8 December
2022,< https://www.centralbanking.com/central-
banks/reserves/foreign-exchange/7953921/rcep-
and-renminbis-role-as-a-reserve-currency >
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Chinese Vehicle-to-Everything (V2X) Technology and the Eu-
ropean Car Industry

Sanne van der Lugt, Raul Rojas and Frans-Paul van der Putten

Abstract

The European Union car manufacturing industry does not currently appear to be dependent
on Chinese suppliers of vehicle-to-everything (V2X) technology. But given the scale and pace
of application of V2X in China, it is possible that Chinese companies could eventually become
highly competitive internationally. This could present various risks for EU strategic autonomy,
in particular with regard to supply chain resilience and technological competitiveness. National
security and values-related risks also require serious attention. That said, the evolution of Chi-
nese V2X technology could also provide opportunities for the EU to strengthen its strategic
autonomy. Provided that Chinese suppliers do not become dominant, that Chinese standards
are open and developed jointly with non-Chinese actors and that EU car user data is protected
from access by the Chinese government, the EU could benefit from European-Chinese cooper-
ation on accelerating the transition to electric driving and smart mobility, maintain an innova-
tive and competitive car industry, and mitigate strategic dependence on US technology firms.

Traditional carmakers worldwide are un-

der pressure to reinvent themselves. They
need to become software-driven compa-
nies capable of competing in a fast-chang-
ing market shaped by four megatrends:
next-generation connectivity, autonomous
technologies, electrification and novel
shared mobility concepts. In the highly
interconnected automotive sector, Euro-
pean carmakers partner with technology
companies from various parts of the world,
including China. A recent study found that

165 Gregor Sebastian, “The Bumpy Road Ahead in China
for Germany's Carmakers”, MERICS, 27 October 2022,
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German carmakers are likely to increasingly
switch to Chinese suppliers in order to re-
main globally competitive. Batteries, au-
tonomous driving and car software are
fields that are developing rapidly in China.*®®
Chinese battery manufacturers already play
a leading role in electric driving.

Artificial Intelligence (Al) and the internet-
of-things (IoT) are becoming increasingly

<https://merics.org/en/report/bumpy-road-ahead-
china-germanys-carmakers>.



important to the car industry.’®® While the
IoT enables vehicles to communicate with
each other and with their physical envi-
ronment, Al aims to make it possible for
cars and roadside equipment to mine that
interaction in order to reach decisions
autonomously of human operators. Both
Al and the IoT are required for vehicle-to-

DPC

everything (V2X) systems,'®” which ena-
ble connected automated driving and
smart mobility. This chapter provides a
preliminary assessment of the relevance
of Chinese V2X technology to the auto-
motive industry in the EU, and how it could
affect European strategic autonomy.

European and Chinese Approaches to Artificial Intelligence and the inter-

net-of-things, and vehicles

Increasingly, vehicles on the road collect all
kinds of data. This aspect of V2X helps to
improve autonomous driving technologies
but V2X could also play a significant role
improving traffic efficiency, saving resources,
reducing pollution, reducing the frequency
of accidents and improving traffic man-
agement — especially in combination with
advanced driver-assistance systems (ADAS).
State-of-the-art ADAS technology can
assist drivers while driving, changing lanes,
handling obstacles on the road and park-
ing. It relies on video cameras, radar/li-
dar and ultrasonic sensors to detect ob-
stacles and assist path planning. V2X as
an interaction technology relies on mes-
sages sent from other entities, such as

166 While Al refers to a set of methods and algorithms
that can be implemented by software to perform op-
erations, IoT refers to the information and communi-
cations methods, algorithms and software, as well as
the physical infrastructure that allow devices to be
connected to cloud servers or internet access points,
often through wireless communications. Carlo Fischione,
Sanne van der Lugt and Frans-Paul van der Putten,
“Al and IoT Developments in China and the Relevance
for EU Policy: A scoping study”, Digital Power China,
January 2022, pp. 47-64.

167 The letter V stands for vehicles and X for anything
that interacts with them. Currently, the X mainly com-
prises other vehicles (V2V), people (V2P and P2V),
roadside infrastructure (V2I and 12V) and networks
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other vehicles or infrastructure. ADAS and
V2X are steadily evolving from just issu-
ing warnings to the driver, who can then
react, to taking partial or full control of
the vehicle.

Any V2X system is essentially limited by
network economies: it relies on adoption
of the technology by a critical mass of us-
ers in order to develop its full potency.*®®
A basic common standard is also needed
to ensure that all new vehicles and services
can share critical information. For V2X, two
major technology directions have been
widely adopted: Dedicated Short Range
Communications (DSRC), derived from
Wi-Fi:*®° and cellular V2X (also known as

(V2N, V2N2V and N2V). V2N refers to the connection
between the on-board device in a vehicle and the cloud
platform through a network. The cloud platform inter-
acts with the vehicle. It also stores and processes the
acquired data, and provides remote traffic information,
entertainment, business services and vehicle manage-
ment. V2N/V2C is mainly applied to vehicle naviga-
tion, vehicle remote monitoring, emergency rescue,
information entertainment services, etc.

168 Graham Jarvis, “Limitations of ADAS, V2V and V2X
Communications”, Urgent Communications, 19 April
2022, <https://urgentcomm.com/2022/04/19/limita-
tions-of-adas-v2v-and-v2x-communications/>.

169 Using the IEEE 802.11p standard for wireless ac-
cess in vehicular environments.



C-V2X), derived from cellular modem
technology.*””

These technologies target a global solu-
tion with a unified series of short-range
communication protocol designs, but they
constitute different standards. The main
advantage of DSRC is that it is based on
widely used technologies that are already
deployed and have been thoroughly
tested. C-V2X cannot be fully implemented
yet because of a lack of 5G networks. In
addition, C-V2X is expected to be more
expensive as cellular carriers will charge
for the use of their networks. However,
the higher bandwidth and ultra-low la-
tency capabilities on which autonomous
driving relies will only be provided by 5G
infrastructure, and therefore C-V2X, which
is rolling out across the world but will not
be ubiquitous or even widely available,
let alone embedded in vehicles, for many
years. It is possible that the full potential
of mobile infrastructure for the automo-
tive sector will be realized only with the
introduction of 6G (see chapter 3 in this
volume). The arrival of national 5G cov-
erage in some markets, however, has re-
sulted in car makers moving forward with
the development of technologies and

solutions that rely on 5G connectivity.!’*

170 Using 3GPP standardized 4G LTE or 5G mobile cellu-
lar connectivity. On DSRC and C-V2X see Mikael Fallgren
et al,, “Introduction”, in Fallgren et. al. (eds), Cellular
V2X for Connected Automated Driving, Hoboken:
John Wiley & Sons, 2021, p. 10.

71 "From here to Autonomy: How to fulfil the re-
quirements of the next generation connected car”,
Quectel, 2021, accessed 13 December 2022 at
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European Union

In April 2019, the European Commission
issued a Delegated Act that identified DSRC
as the standard for automotive commu-
nication. The act defines a hybrid approach:
endorsing the ITS-G5 (DRSC-related)
standard as the baseline technology for
direct vehicle-to-vehicle and vehicle-to-
infrastructure communication, while us-
ing long-term evolution (LTE), a standard
for wireless broadband communication,
and 5G cellular technology for additional
communication to remote infrastructure
and cloud services. In Europe, initial 5G ap-
plications will address logistics, medical and
fixed broadband markets, but not smart-
phone users. This makes the connected car
industry critical for 5G stakeholders. While
most smartphone users will wait a few years
to get a 5G enabled handset, car makers
are a huge and exciting market for the
new networks.’2

According to the 2025 road map of the
European New Car Assessment Programme
(Euro NCAP), an organization that conducts
safety tests on vehicles, V2X features will
be necessary to achieve an NCAP 5-star
rating after 2024, just as airbags, ABS and
driver-assistance systems are today. Cur-
rently, 97% of the new vehicles sold in
Europe are Euro NCAP rated, and 89% of
new vehicles have 4- or 5-star ratings. Any
technology added to Euro NCAP reaches

<https://www.quectel.com/wp-content/uploads/
2021/08/Quectel-Auto-WPFINAL.pdf>.

172 pablo Valerio, “The 5G lobby wins: EU Council
stops WiFi standard for V2X", IoT Times, 15 July 2019,
accessed 13 December 2022 at <https://iot.eetimes.
com/the-5g-lobby-wins-eu-council-stops-wifi-
standard-for-v2x/>.



nearly all new vehicles within a few years
of receiving a rating. It is likely that the
same outcome will be replicated for V2X.
All carmakers with brands on the Euro-
pean market would then need to include
V2X in their vehicles to achieve the high-
est ratings.!”?

China

China is the world's largest car market.
Moreover, one in four new cars sold in
China is either an electric vehicle or a hy-
brid, and the number of electric car sales
in China in 2022 is expected to be higher
than in the rest of the world combined.*’*
China currently has a larger number of
V2X-equipped cars than any other mar-
ket, including the EU.”® Although China’s
entry into the global automotive market
has not been meteoric, it has progressed
swiftly in recent decades. The country's
car exports are growing fast but Chinese
brands still play only a limited role abroad.
Instead of promoting their own vehicles
on the European market, Chinese carmak-
ers have bought struggling European

73 Onn Haran and Ram Shallom, "V2X Technology
Trends and Market Evolution in Europe and China”,
Autotalks, no date, accessed 13 December 2022 at
<https://auto-talks.com/v2x-technology-trends-and-
market-evolution-in-europe-and-china/>.

174 Daisuke Wakabayashi and Claire Fu, “For China'’s
auto market, Electric isn't the future, it's the present”,
New York Times, 26 September 2022, <https://www.
nytimes.com/2022/09/26/business/china-electric-ve-
hicles.html>.

75 Quectel, (note 171).

76 Guangyu Mingdao Digital Technology Co, based
in Qingdao.

177 C-v2X was developed within the 3rd Generation
Partnership Project (3GPP) as an alternative to the
US Dedicated Short-Range Communications (DSRC).
C-V2X can function without network assistance. Mu-
ray Slovick, “DSRC vs. C-V2X: Looking to impress the
regulators”, Electronic Design, 6 October 2017,
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companies. For instance, Zhejiang Geely
Holding Group, which has an Al company
dedicated to the automotive sector,'’®
owns Volvo and Lotus. It also has a 10%
stake in Daimler Benz.

Domestically, the Chinese government
has embarked on mass-deployment of
C-V2X.}"7 China's national strategy (the
14th Five-year Plan, 2021-2025) calls for
national V2X coverage by 2025, with a
spectrum allocated specifically to LTE-V2X.
This provides the conditions for rapid lo-
cal industrial development moving towards
commercialization. The aim of the strat-
egy is that China should lead the world
in intelligent connected vehicles within
15 years by providing full coverage spa-
tio-temporal information and transpor-
tation perception.!’® The ‘New Infrastruc-
ture’ campaign, launched by the Chinese
government to boost local economies,
promotes substantial growth in V2X-en-
abled infrastructure across the country.
C-V2X is the technology of choice in China.
As the world's largest automotive market,
this could have an impact on other regions

<https://www.electronicdesign.com/markets/auto-
motive/article/21805671/dsrc-vs-cv2x-looking-to-
impress-the-regulators>. After months of debate, in
November 2020 the US Federal Communications
Commission (FCC) voted to allocate 75MHz of the
spectrum band (5.850-5.925GHz), which had previ-
ously been reserved for DSRC services, to Wi-Fi and
C-V2X uses, which means the US has given up DSRC
and turned to C-V2X. Research and Marketing, “Global
and China V2X (Vehicle to Everything) and CVIS (Co-
operative Vehicle Infrastructure System) Industry Re-
port 2021", Business Wire, 29 June 2021, <https://
www.businesswire.com/news/home/202106290056
48/en/Global-and-China-V2X-Vehicle-to-Everything-
and-CVIS-Cooperative-Vehicle-Infrastructure-Sys-
tem-Industry-Report-2021---ResearchAndMar-
kets.com>.

178 Research and Marketing (note 177).



and regulators in Europe, Japan and the
uUs.

China has more test fields with more cross-
industry companies participating in de-
ployment of C-V2X than either the United
States, Europe or Japan.}”® The Shanghai
pilot zone was the first and is the most
advanced intelligent and connected ve-
hicle (ICV) test zone in China. It has 15 kms
of closed roads, 73 kms of open test roads
and an urban roads demonstration zone
of 100 km? The closed test zone can con-
duct testing of up to 200 vehicles. The ur-
ban roads demonstration zone can pro-
vide more than 200 test scenarios, includ-
ing autonomous driving, efficiency and
C-V2X tests.

In April 2021, the Chinese government
announced the first six pilot cities for in-
telligent and connected vehicles: Beijing,
Shanghai, Guangzhou, Wuhan, Changsha
and Wuxi. The pilot cities were asked to
build intelligent infrastructure, enhance

Case study: Huawei

The movement towards connectivity in driv-
ing brings together the automotive indus-
try and the mobile telecommunications
industry. On the Chinese technology side,
a company that covers almost all the as-
pects required for the digital transformation
of vehicles is Huawei, a global leader in

179 Tao Cui et al,, “C-V2X Vision in the Chinese Roadmap:
Standardization, field tests, and industrialization”, in
Abdelfatteh Haidine (eds), Vehicular Networks: Prin-
ciples, Enabling Technologies and Perspectives [working
title], 21 November 2022, accessed 13 December
2022 at <https://www.intechopen.com/online-first/
83991>.
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network connectivity and explore the func-
tionality of the Chinese “vehicle-road-cloud”
platform. In December 2021, a further 10
cities were selected by the Chinese gov-
ernment as the second set of pilot cities
for ICV (Chongging, Shenzhen, Xiamen,
Nanjing, Jinan, Hefei, Chengdu, Cangzhou,
Wuhu and Zibo). Specific goals were set
for each city. For example, the target for
Chongging is to implement ICV technol-
ogies in public transport for the benefit
of the tourist industry; the target for Nan-
jing is to explore the functions of ICV for
the customer; and the target for Jinan is
to combine ICV technologies with the ag-
ricultural logistics industry.

Given the dynamic unfolding of China’s
approach, Figure 6.1 summarizes the most
relevant actors that European policymak-
ers should monitor in order to understand
the most important technological and pol-
icy developments in the PRC.

telecommunications technology. It pro-
vides technology aimed at automotive
perception and decision making, network
communications, electric drive, batteries,
electronic control, cloud-road networks
outside vehicles, R&D and marketing.'®°
In 2017, Huawei, together with China Mobile

180 Research and Markets, “Global and China Auto-
motive LiDAR Industry Report 2021: Application fields,
technology and trends, companies and products”,
Business Wire 23 June 2021, <https;//www.globenewswire.
com/en/news-release/2021/06/23/2251484/28124/
en/Global-and-China-Automotive-LiDAR-Industry-
Report-2021-Application-Fields-Technology-and-
Trends-Companies-and-Products.html>.
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Corporation

Corporation

Corporation

Corporation

Corporation

Corporation

Policy
institution

Policy
institution

Policy
institution

T-PAC

DESCRIPTION
OR

Quectel Innovation
auecree . (BIUHE) (non-state actor)

Adtasare s

Huawei Innovation
s’& (1) (non-state actor)

HUAWEI

Alibaba Innovation
weee g (FIEEE) (non-state actor)
Alibaba com
Tencent Innovation
TaFERiT (F1R) (non-state actor)
Baidu Innovation
Bai'&:’ﬁ! (=l (non-state actor)
SIMCom Innovation (subsidiary of
$5: (U@ Sunsea AloT Technology, a
S Com non-state actor)
National Overall coordination of smart
Development roads (state actor)
and Reform
Commission
(NDRC) (ERKfE
REERE)
Ministry of Smart roads
Industry and and telecom
Information (state actor)
Technology
(PEARHKANET
WADIEBHER)
Ministry of Smart roads: physical
Transport (state actor)
(PEARFTEZ
JRizEER)

KEY TASK

Collaboration with Qualcomm
Technologies to offer advanced
and smart connections to vehicles,
including 5G, LTE/LTE-A, C-V2X;
In January 2020 Quectel's AG15
C-V2X module was announced
as supporting Honggqi's E-HS9
vehicle and Buick's GL8 Avenir by
providing intelligent connectivity,
making them the world's first
commercialized production
vehicles to feature LTE-V2X
technology

Cloud service, Edge intelligence,
V2X, Awareness (LiDAR)

Edge intelligence, autonomous
driving services

Autonomous driving services

Apollo Open Autonomous driving
platform, an open platform
designed to foster innovation and
speed up the development and
rollout of autonomous driving
technology through collaboration
with industry partners

SIMCom 5G modules in the
SIM8200 series are powered by
Qualcomm's latest 5G NR modem
Snapdragon X55 platform

Policy coordination

Regulation

Policymaking

PRIORITY
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ACTORTYPE NAME OF KEY DESCRIPTION KEY TASK PRIORITY
ACTOR
Association China Industry Industry alliance affiliated Promote the development of ICV
e Innovation with a state actor (Ministry Industry in China
- Alliance for of Industry and Information
Intelligent and Technology) '
Connected
Vehic CAICV)
(PE? &
Research China Intelligent Research institute created by Promote the development of ICV
institute "' and Connected two car industry associations Industry in China and the global
cicv meEn Vehicles (Beijing) (China SAE and CAAM) and value chain
Research Institute  CAICV (an industry alliance J
affiliated with a state actor)
Platform IMT-2020 (50) 5G cooperation and promotion Promote the development of

Promotion Group
(IMT-2020(5G)
HHA)

platform established by state
actors (Ministry of Industry
and Information Technology,

5G technologies in China and
facilitate cooperation with foreign
companies and organizations

D

National Development and
Reform Commission, Ministry
of Science and Technology)

Figure 6.1 — Major technological and policy actors in China

and the Shanghai Automotive Industry Cor-
poration (SAIC), demonstrated the world’s
first 5G-based remote driving on a com-
mercially available vehicle. For the demon-
stration, Huawei provided the 5G wireless
solution, SAIC provided the smart con-
cept car and China Mobile provided the
5G connectivity. Two years later, Huawei
launched the world's first 5G car module
at the Shanghai Auto Show: the MH5000

module, based on its Balong 5000 5G chip.

Huawei has been explicit about its ambi-
tions in the car industry. According to its
rotating chair, Xu Zhijun (Eric Xu), the auto-

181 Juan Pedro Tomas, “Huawei launches 5G powered
hardware for self-driving cars”, RCR Wireless News,
23 April 2019, <https://www.rcrwireless.com/201904
23/5g/huawei-launches-5g-powered-hardware-self-
driving-cars>.
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motive sector is increasingly becoming an
ICT sector,'® which “doesn’t need the
Huawei brand, but instead, needs our ICT
expertise to help build future-oriented
vehicles”.*® Huawei set up an "Internet
of Vehicles Division" in 2013, starting with
the automotive communication module
ME9Q9T. The company started develop-
ing an autonomous driving communica-
tion architecture in 2015, and has rolled
out the autonomous driving Al chip "As-
cend", the Ascend-based intelligent driv-
ing computing platform MDC, the intelli-
gent driving cloud service "Octopus” and
the intelligent driving operating system

182 Sidra Butt, “Huawei's desire to Be the Bosch of
China", Economy.pk, 20 April 2021, <https://www.
economy.pk/huaweis-desire-to-be-the-bosch-of-
china/>.
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AQS, as well as VOS, LiDAR and 4D im-
aging radar, among other things.

A combination of the difficulties the com-
pany ran into, the economic impacts of
Covid-19 and the Russian war in Ukraine
have largely pushed Huawei out of pub-
lic view in Europe. Recent, potentially high
impact, developments relating to the com-
pany have gone almost unnoticed. In Janu-
ary 2020, for example, the Dutch naviga-
tion and digital mapping company TomTom
announced it had signed a deal with Huawei
for the use of its maps and services in smart-
phone apps.’® Another little-noticed de-
velopment in June 2021 saw Huawei launch
HarmonyOS 2, a new version of its inter-
nally developed operating system now
available not only for smartphones, but
possibly also for use in cars.

Several European carmakers have com-
mercial partnerships with Huawei. Euro-
pean brands such as Audi and Volkswagen
(both part of the Volkswagen Group) set
up software subsidiaries in China to meet
the demands of Chinese customers in or-
der to be part of a dynamic and promis-
ing automotive market and make use of
the pool of software engineers. In Janu-
ary 2022, Stephan Wollenstein, CEO of
Volkswagen Group China, announced that

183 "TomTom Closes Deal with Huawei for Use of Maps
and Services: Spokesman”, Reuters, 17 January 2020,
<https://www.reuters.com/article/us-tomtom-huawei-
tech-idUSKBN1ZG1SW>.

184 "CARIAD Reinforces Regional Software Develop-
ment with China Subsidiary”, Volkswagen AG, 28
April 2022, accessed 13 December 2022 at <https://
www.volkswagenag.com/en/news/2022/04/cariad-
reinforces-regional-software-development-with-
china-subsi.html>.

185 "\\W's Software Subsidiary CARIAD, Horizon Ro-
botics to Build Joint Venture for ADAS, AD Solutions”,
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his firm and Huawei were engaged in ne-
gotiations. It seems likely that Huawei is
one of the three unspecified joint venture
partners of CARIAD China, a software com-
pany and subsidiary of the Volkswagen
Group.'®* On 13 October 2022, CARIAD
signed a deal with Horizon Robotics, one
of the leading providers of computing
solutions for smart vehicles in China, as
part of efforts to speed up the regional
development of Advanced Driver Assis-
tance Systems and autonomous driving
systems for the Chinese market.'®> CAR-
IAD has integrated 15 software compa-
nies and has more than 5000 employees
in more than 70 countries. The company
is developing the VW.OS operating sys-
tem for all of the Volkswagen Group's
brands, including Audi, Seat and Skoda.
By 2030, there should be 40 million cars
operating on VW.OS. In markets outside
of China, VW.OS is likely to run on the
real-time operating system QNX devel-
oped by Blackberry.*8

Within China, Huawei and Audi demon-

strated their plans for cooperation in the
field of intelligent connected vehicles fea-
turing Huawei's Mobile Data Centre (MDC)
integrated into the Audi Q7 during Huawei
Connect 2018."¥ Further areas of

Gasgoo, 13 October 2022, <https://autonews.gas-
goo.com/icv/70021493.html>.

186 "\iolkswagen Group Software Powerhouse CAR-
IAD Selects BlackBerry QNX for Its Software Plat-
form”, BlackBerry, 6 July 2022, <https://www.black-
berry.com/us/en/company/newsroom/press-releases/
2022/volkswagen-group-software-powerhouse-car-
iad-selects-blackberry-gnx-for-its-software-plat-
form>.

187 "Huawei and Audi announce Joint Innovation in
L4 Automatic Driving”, Huawej, 11 October 2018, ac-
cessed 13 December 2022 at <https://www.huawei.



cooperation between Huawei and Audi are
the joint training of experts in the field of

intelligent connected vehicles, and plan-
ning for an ICV training academy.*®® Huawei
is also partnered with Volvo and Mercedes-
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Relevance to EU Strategic Autonomy

China’s strong role in V2X technology has
implications for Europe’s strategic tech-
nology autonomy. This section assesses
the impact on four dimensions: supply
chain resilience, national security, values
protection and technological competitive-
ness.

Resilience of supply chains

Chinese firms do not currently appear to
be supplying core V2X technology to Eu-
ropean car makers in the EU. All the Euro-
pean car brands that cooperate with Huawei
on developing software for the Chinese
market have alternative systems for their
cars on the European market. Nonethe-
less, German carmakers are increasingly
investing in R&D in China, thereby estab-
lishing linkages with Chinese technology
companies and with the Chinese automo-
tive ecosystem.’® A relevant question for
European strategic autonomy is whether
in future European companies working in
China with Chinese technology will have
the resources to develop a second, separate

com/en/news/2018/10/huawei-audi-l4-automatic-
driving>.

188 It is not clear whether this has been realized yet.
Saad Metz, “Audi and Huawei explore new driving
experience”, loT Automotive, no date, accessed 13
December 2022 at <https://iot-automotive.news/
huawei-and-audi-explore-new-driving-experience/>.
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Benz on providing car owners with the HMS
for Car smart vehicle solution, using Huawei's
smart voice assistant and based on the ap-

plication of Huawei's terminal cloud services.

system based on non-Chinese technol-
ogy in other markets.

A challenge for the resilience of supply
chains that became evident during the
Covid-19 pandemic is that most chips for
the automotive sector are produced in
China. While China is dependent on Eu-
rope and the US for the design of chips
for the automotive industry, the final pro-
duction stage of many chips takes place
in China. This interdependency makes it
less likely that the Chinese government
will weaponize chips in their struggle for
tech-leadership with Europe and the US.
However, given the current tensions, both
China, on one side, and the US and Eu-
rope, on the other, will put a lot of money
and effort into becoming less dependent
on each other.

To avoid future disruption of the supply

chain, carmakers are increasingly engag-
ing in long-term commitments with ma-
jor chip manufacturers in relation to fu-

ture autonomous vehicles.*® The US com-
panies Intel, Qualcomm and Nvidia seem
to be leading this process. The race for long-

189 Gregor Sebastian (note 165).

190 Agam Shah, “Car Makers Lock in Long-Term Deals
for Chip Giants for Future Autonomous Vehicles", 7he
Register, 6 January 2022, <https://www.theregister.
com/2022/01/06/self_driving_car_makers_chips/>.



term contracts is getting more intense now
that these companies offer a platform solu-
tion that can combine many different func-
tions that used to run on different chips.
All European car brands have long-term
contracts with these US tech companies.

Given the size of the Chinese market for
electric vehicles, it can be expected that
Chinese makers of electric vehicles will
become increasingly active and competi-
tive internationally — including with Chi-
nese brands — and that Chinese V2X tech-
nology will follow in their footsteps. Eu-
ropean carmakers that are already em-
bedded in a Chinese V2X ecosystem might
decide to participate in such development
in order to remain competitive vis-a-vis
their Chinese counterparts. They could
potentially decide to expand partnerships
with Chinese technology suppliers to third
markets or to the EU itself. Even if they do
not, Chinese technology companies could
still become successful exporters of V2X
technology. A situation where Chinese sup-
pliers of key V2X equipment and software
become internationally dominant would
be unfavourable for European strategic
autonomy as it would make the EU more
dependent on China. At the same time,
from a resilience point of view, the Euro-
pean car industry should not be strategi-
cally dependent for such technology on
any non-European country, including the
US. Cooperation with Chinese actors could
reduce the EU’s dependence on US tech-
nology firms.!*!

191 Gregor Sebastian (note 165).

192 Go Matthew Holroyd, “Gridlock as Hackers Order
Hundreds of Taxis to Same Place in Moscow”, £u-
ronews, 7 September 2022, <https://www.euronews.
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National Security

One concern in the security sphere is the
possible future use of Chinese V2X tech-
nology in cars on the European market to
collect data that could harm national se-
curity. Camera-equipped cars could be
used for surveillance of strategically sen-
sitive objects or persons, and the Chinese
government might be able to retrieve the
resulting data. Important factors in this
regard are where the data collected is stored
and which actors have access to the rele-
vant data centres. Another longer-term risk
is that vehicles could be controlled remotely
by criminal or hostile actors, and then used
to disrupt traffic flows or cause other forms
of damage. A recent preview of this po-
tential future risk can be found in the ac-
tions of a group of hacktivists which or-
dered hundreds of taxis to the same place
in Moscow, causing huge traffic jams.**
Since Chinese V2X technology is not yet
used in cars on the European market, there
is still time to develop technical and reg-
ulatory solutions to mitigate such security
risks. To an important extent, such an ap-
proach will be necessary even if Chinese
technology does not enter the EU car mar-
ket, as V2X systems based on non-Chinese
technology could still potentially be hacked
by Chinese or other actors.

Values and sustainability

The privacy of user data in in-car commu-
nications systems could potentially be com-
promised. The EU has several GDPR-related

com/my-europe/2022/09/02/gridlock-as-hackers-or-
der-hundreds-of-taxis-to-same-place-in-moscow>.



instruments that are relevant in this regard.
In January 2017, the EU Agency for Network
and Information Security (ENISA) published
a study on cybersecurity and the resilience
of smart cars, which listed sensitive assets
and the corresponding threats and risks,
as well as mitigation factors and possible
security measures to be implemented. In
September 2017, the International Con-
ference of Data Protection and Privacy Com-
missioners (ICDPPC) adopted a resolution
on connected vehicles. Finally, in April 2018,
the International Working Group on Data
Protection in Telecommunications (WGDPT),
published a working paper on connected
vehicles.

In terms of sustainability, the transition to
electric driving is an important element
of the transition away from fossil fuels. The
EU could potentially face a dilemma if it
had to make a trade-off between becom-
ing strategically dependent on Chinese

Conclusions and recommendations

The EU car manufacturing industry does not
currently appear to be dependent on Chi-
nese suppliers of V2X technology, which
involves both Al and the IoT. Given the scale
and pace of application of V2X in China,
however, there is a possibility that Chinese
companies could eventually become highly
competitive internationally. This could lead
to various risks to EU strategic autonomy,
in particular with regard to supply chain
resilience and technological competitive-
ness. National security and values-related
risks also require serious attention. That
said, the evolution of Chinese V2X
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V2X technology and speeding up the pro-
cess of energy transition in road vehicles.

Technological competitiveness

A combination of Chinese dominance in
battery technologies for electric vehicles
(where Chinese companies already play a
leading role) and in V2X technology would
make it hard for the European car indus-
try to remain competitive. Even in a sce-
nario where Chinese suppliers of V2X tech-
nology were banned from EU and US mar-
kets, they might still be able to build up
a strong position not only in China, but
also in many third markets. Highly relevant
in this regard is that the EU appears to be
lagging behind with the introduction of
5G networks. This could have serious con-
sequences once C-V2X technologies are
connected to 5G networks and display
much better performance than the older
ITC-G5.

technology could also provide opportu-
nities for the EU to strengthen its strategic
autonomy. Provided that Chinese suppli-
ers do not become dominant, that Chinese
standards are open and developed jointly
with non-Chinese actors, and that EU car
user data is protected from access by the
Chinese government, the EU could ben-
efit from European-Chinese cooperation
to accelerate the transition to electronic
driving and smart mobility, maintain an
innovative and competitive car industry,
and mitigate strategic dependence on US
technology firms.
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DIMENSION SHORT DESCRIPTION OF
OF STRATEGIC CHALLENGE IN KEYWORDS
AUTONOMY

RELATIVE POLICY INSTRUMENTS FOR
IMPORTANCE TACKLING CHALLENGE IN
OF CHALLENGE KEYWORDS

ON ASCALEOF1TO 4

Resilience of
@ supply chains

National
security

Q Values and
& J sustainability

* Mitigating risks of supply
interruptions for the car industry
associated with increasing
dependence on Chinese Al and loT
technology

* Mitigating potential use of in-car
cameras for data collection that
harms national security;

* Preventing loss of vehicle control
to hostile actors

* Maintain Chines

dependencie I
on access to automotive chips

* Ensure that cooperation between
Chinese and EU companies on V2X
technology results in open standards

* Store car data in the EU; limit access
to data centres from
outside the EU;

* Develop technical solutions

Figure 6.2 — Main Chinese Al/loT technology-related risks in the European automotive sector

Recommendations for EU and EU member

state policymakers

Supply chain resilience

e European policymakers can limit the

threats from and maximize the poten-
tial benefits of V2X cooperation be-
tween Chinese and European actors
in the automotive sector by adopting
open standards across Europe. This
would limit the power of individual
actors, and encourage and support
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European alternatives to the currently
dominant US operating systems, as well
as IT technology for use by carmakers
as a basis for their own operating sys-
tems. Europe should avoid automatic
adoption of de facto but closed stand-
ards developed in other large markets,
such as the Chinese or even the US
market. To some extent, this is already
happening in the car infotainment sec-
tor, but it should be avoided for ADAS,
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V2X and other strategically important Values and sustainability
automotive systems.

e Mitigate the risk of strategic depend-
ence on China by maintaining Chinese
dependencies on the EU in terms of
access to technology and cooperation
with European counterparts.

e Aim for joint development of V2X tech-
nologies and standards, involving Eu-
ropean, Chinese, US and other actors.
EU carmakers and technology compa-
nies should play a central role in such
an approach.

¢ Maintain two-way dependence and
avoid Chinese market dominance in
key technologies in order to allow Chi-
nese technology to contribute to the
transition to electric driving without
becoming strategically dependent on
China.

e To protect user privacy, store car user
data in the EU and limit access to data
centres from outside the EU. Sensitive
data should only be stored in European-
owned data centres. Assess whether

National security additional regulation is required to

. achieve this aim.
e Store car user data in the EU and

limit access to data centres from Technological competitiveness
outside the EU in order to prevent
the Chinese government from us-
ing cars with built-in cameras to
collect strategically sensitive infor-
mation. Currently, the discrepancy
between the European GDPR and
the US Cloud Act shows that Euro-
pean data is not fully protected by
the GDPR if collected on European
soil by a foreign company.

e Adopt open standards across Europe
and avoid adopting closed standards
developed in either China or the US.

e Prepare roadside units and on-board
units for dual-use by both DSRC and
C-V2X so that European researchers,
companies and drivers can gain expe-
rience with DSRC and then make a rel-
atively easy switch to C-V2X once 5G
networks are widely available.
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Al for Urban Public Security: Threats to European Security

and Values

Gregory Walton, Valentin Weber

Abstract

This chapter argues that the emergence of networks of interdependent smart cities, particu-
larly where this involves Al-driven surveillance for public security as part of China’s “safe cities”
programmes, presents challenges for European strategists developing the concept of Open
Strategic Autonomy (OSA). There is comparatively limited foresight research into the norma-
tive and geopolitical challenges that these cyber-physical-social systems-of-systems (CPSSoS)
will present to the European Union’s OSA strategy. We consider the implications of China’s Ur-
ban Al in relation to the four dimensions of European Strategic Autonomy: supply chain resili-
ence, national security, ethical values and technological competitiveness, while focusing on the
potential for China's “safe cities export strategy” to negatively affect security and universal eth-
ical values. We make recommendations on how European instruments might surmount these
challenges, including the role of European smart cities in enhancing the "Brussels effect”. Fi-
nally, we issue a call for branding strategists to rethink what a uniquely European design and
engineering philosophy might bring to smart cities, in order to chart a future course away from
both digital authoritarianism and surveillance capitalism.

Cities will define the future because they
are where the vast majority of people will
live. By 2050, more than two-thirds of hu-
manity will live in urban areas.'** Cities are
undergoing a rapid process of digital trans-
formation, much of it involving new sys-
tems that fuse biometric surveillance with

193 United Nations, Department of Economic and So-
cial Affairs, "68% of the world population projected
to live in urban areas by 2050, says UN", New York,
16 May 2018, <https://www.un.org/development/
desa/en/news/population/2018-revision-of-world-
urbanization-prospects.html>.

194 Katherine Atha et al., “China’s Smart Cities Devel-
opment”, Research Report Prepared on Behalf of the
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Al Roughly half of the 1000 smart city
initiatives under way globally are in China.***
In US foreign policy circles, Chinese cities
are becoming synonymous with unprec-
edented levels of surveillance and increas-
ing “digital authoritarianism”.*** China is
also exporting these technologies. Al-

US-China Economic and Security Review Commis-
sion, Reston, SOS International (SOSi), 2020.

195 Dorota Gtowacka et. al., “Digital technologies as a
means of repression and social control”, European
Parliament, Policy Department for External Relations,
Brussels, 2021.



enabled “safe city platforms” are being sold
as turn-key solutions to over 75 countries
globally. Chinese companies either owned
by or closely aligned with the party-state,
including Huawei*®® and CETC's Hikvision,**’
supply Al surveillance technology to over
63 countries, 36 of which have signed up
to China’s Belt and Road Initiative.’® In
recent years, the vast smart city market
in China has produced a complex supply
chain for smart cities. This ecosystem is
built around a few flagship companies, such
as Huawei and ZTE, that sell their smart
or safe cities as turnkey solutions. These
two players also integrate other services
into their services, such as Alibaba,'* to
provide cloud infrastructure for data sur-
veillance,® which in turn provides the busi-
ness layer software for the police command
management system, or Sensetime,*®* for
facial recognition capabilities.

The European smart city ecosystem is mark-
edly different. Major companies, such as
Nokia and Siemens, do not work auton-
omously as systems integrators or market
smart city solutions as turnkey solutions,

19 Cao Zhihui, "Nowhere to hide: Building Safe Cities
with Technology Enablers and Al", Huawei, July 2016,
<https://www.huawei.com/us/technology-insights/
publications/winwin/ai/nowhere-to-hide>.

197 Hikvision, “Advanced Security, Safer Society”, ac-
cessed 2 December 2022, at https://www.hikvision.
com/en/solutions/solutions-by-industry/safe-city/.
198 Steven Feldstein, "The Global Expansion of Al Sur-
veillance”, Working Paper, Carnegie Endowment for
International Peace, Washington, DC, 2019.

199 Laura Dobberstein, “Alibaba execs hauled in to
discuss Shanghai Police data leak”, 7The Register, 18
July 2022, <https://www.theregister.com/2022/07/
18/apac_tech_news_roundup/>.

200 valentin Weber and Vasilis Ververis, “China’s Sur-
veillance State: A Global Project”, Top10VPN, 2021.
201 Zhang Xia, “SenseTime Collaborates with Huawei
to Introduce Ultra High-Precision Facial Recognition
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but instead focus on their core technolo-
gies and work with other corporate and
government actors to integrate their prod-
ucts into existing projects. Nokia's solutions,
for instance, are much more limited in scale,
focused on providing urban 5G connec-
tivity in France,?®® or deploying drones in
a Japanese city to help with tsunami pre-
paredness.?®® Similarly, while Siemens has
tested the concept of a digital twin in a
Berlin district (Siemensstadt), Chinese com-
panies’ digital twins of cities are already
operational in China at the city-wide level >
Even the aerospace giant, Airbus, is largely
focused on discrete segments of the smart
city vertical, for example, with its Urban Air
Mobility.?*® Thales, which markets complete
urban management systems as smart and
safe cities under its Protection Systems
Portfolio, is an exception to this piecemeal
approach.?%

China has made the smart city a core part
of its national development strategy. Xi

Jinping has endorsed the concept and it
featured in the 13th Five-Year Plan (2016-
2020), adopted in March 2016. The 14th

Solution”, Yicai Global, accessed 2 December 2022,
at <https://www.yicaiglobal.com/news/sensetime-
collaborates-with-huawei-to-introduce-ultra-high-
precision-facial-recognition-solution>.

202 Nokia, “Sendai City improves tsunami prepared-
ness with connected drones”, accessed 2 December
2022, at <https://www.nokia.com/networks/case-
studies/sendai-city/>.

203 Nokia (note 202).

204 Albert Wong, “Digital twins in smart city”, PWC,
2020.

205 Ajrbus, “Urban Air Mobility”, accessed 2 Decem-
ber 2022 at, <https://www.airbus.com/en/innova-
tion/zero-emission-journey/urban-air-mobility >.
206 Thales, “Smart City”, accessed 2 December 2022
at, <https://www.thalesgroup.com/en/activities/se-
curity/city/smart-city>.



Five-year Plan for National Informatization
reinforces the importance of smart cities
to core national development objectives
and directs that smart cities “should advance
in a graded, categorized, and orderly man-
ner” 2%’ The 14™ plan also links rural digi-
talization to smart cities. In surveillance
terms, this means the Sharp Eyes programme
in both rural and urban areas. Beyond the
national hi-tech corporate champions, the
government is investing heavily in smart
city R&D. State Key Laboratories (SKL), for
example, conduct basic and applied research
in science and technology. The Center for
Security and Emerging Technologies, a
US think tank, has mapped over 500 SKLs,?%
among them laboratories that contribute
directly to party state-driven smart city re-
search and development, such as the State
Key Laboratory of the Internet of Things
for the Smart City at the University of Ma-
cau.?® Other SKLs that contribute to fun-
damental research related to smart cities
include the Key Laboratory of Internet of
Things Intelligent Technology at Harbin
Institute of Technology and the State

207 Translation: 14th Five-Year Plan for National In-
formatization, DigiChina, December 2021, <https://
digichina.stanford.edu/work/translation-14th-five-
year-plan-for-national-informatization-dec-2021/>.
208 Emily Weinstein et al., “China’s State Key Labora-
tory System", Data Brief Center for Security and Emerg-
ing Technology (CEST), June 2022.

209 State Key Laboratory of Internet of Things for Smart
City, “Lab Introduction”, University of Macau, accessed 2
December 2022 at, <https://skliotsc.um.edu.mo/
about/lab-introduction/>.

210 The State Key Laboratory for Management and
Control of Complex Systems (SKL-MCCS), “About
Us", accessed 2 December 2022 at, <http://www.
compsys.ia.ac.cn/EN/index.html>.

211 Openi, “no title”; accessed 2 December 2022 at,
<https://openi.pcl.ac.cn/Smart_City_Model_Zoo>.
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Key Laboratory for Management and Con-
trol of Complex Systems (SKL-MCCS),?*°
hosted by the Institute of Automation, Chi-
nese Academy of Science (CASIA). Another
significant state-backed laboratory in this
R&D ecosystem is the Pengcheng Lab,***
led by the "father of the Great Firewall”,
Fang Binxing.

There has been comparatively little fore-
sight research into the normative and geo-
political challenges that these cyber-physi-
cal*? cyber-social, *® systems-of-systems®'
are likely to present to the EU's strategy
on Open Strategic Autonomy in the com-
ing decades. However, the European Par-
liamentary Research Service Scientific Fore-
sight Unit (STOA) and other consultants
based in the European Parliament have
produced some interesting work in this
regard,?*® which informed our thinking in
this chapter. We recommend this to read-
ers who want to go deeper into thinking
through the ethical and societal challenges
from a distinctly European perspective.?*®

212 Google Scholar, "'Cyber-physical system" AND
"smart city", accessed 2 December 2022.

213 Google Scholar, “Cyber-physical-social systems AND
smart city”, accessed 2 December 2022.

214 Google, "“'site:europa.eu’ ‘system of systems’ AND
‘smart city"’, accessed 2 December 2022.

215 European Parliament, ‘Ethical and societal chal-
lenges of the approaching technological storm’, Eu-
ropean Parliamentary Research Service (EPRSP) Sci-
entific Foresight Unit (STOA), PE 729.543, July 2022,
<https://www.europarl.europa.eu/RegData/etudes/
STUD/2022/729543/EPRS_STU(2022)729543_EN.pdf>.
216 European Parliament, Artificial Intelligence in
smart cities and urban mobility, Briefing, 23 July
2021, <https://www.europarl.europa.eu/thinktank/
en/document/IPOL_BRI(2021)662937>.
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Research e, State Key Laboratory of Urban loT R&D
institution § % Internet of Things for Smart a
(State Key City, University of Macau @
Laboratory, SKL) (BRPMYHRERERNERE
(RFIRER)
Research Key Laboratory for Internet Urban loT R&D
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(SKL) Sy Technology, Harbin Institute of a
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The Four Dimensions of European Strategic Autonomy

Supply Chain Resilience

Smart cities are an assemblage of foun-
dational technologies: a complex system
of systems. At present, most European
suppliers of smart city technologies offer
fragmented solutions; that is, sub-systems
of complete digital urban governance pack-
ages. What arguably makes a city smart
is the extent to which a manufacturer can
successfully integrate disparate sub-sys-
tems into a unified urban management
platform. The supply chains that support
this assemblage are more complex even
than any of the individual ecosystems that
support it. The recent literature that mod-
els interdependent supply chains as Com-
plex Adaptive Systems (CAS) is relevant
here.?’

The core technology common to all these
technologies is the microprocessor, so the
resilience of semiconductor supply chains
globally is a key factor in understanding
how to mitigate the risk of shortages un-
derlying the emerging smart city supply
ecosystem. The significant impact of the
global semiconductor shortage on critical
European industries, such as car making,
has demonstrated that adequate redun-
dancy and resilience in supply chains will
be crucial to Europe’s technological sov-
ereignty and competitiveness in the com-
ing decades. One of the five strategic ob-
jectives of the European Chips Act is to
develop an “in-depth understanding of

global semiconductor supply chains”.?*8

217 Google Scholar, “complex adaptive systems” AND
“supply chain resilience”, accessed 2 December 2022.

This objective could be achieved by accel-
erating development of Artificial Intelligence
of Things (AloT)-driven supply chain op-
timization methods to support predictive
demand forecasting throughout the indus-
try, thereby optimizing inventory levels
and leading to a reduction in hazardous
waste and the industry’s outsized carbon
footprint, and supporting not only increased
supply chain resilience, but also greater
sustainability.

National Security

In a similar vein, any assessment of the
national security implications of European
dependence on the components for smart
cities would also have to incorporate as-
sessments of dependence on imported
urban sensors, the networks that connect
them and the underlying data processing
capacity for: (a) facial recognition cameras;
(b) fifth- (5G) and sixth-generation (6G)
wireless communications networks; (c) the
vast array of urban sensors and other de-
vices that fall under the category of the
Internet of Things; (d) technology to sup-
port big data processing using Artificial
Intelligence (Al), including existing cloud
computing services, and the transition to
edge computing; (e) technologies to sup-
port extended reality (VR, AR, MR); (f) Geo-
graphic Information System mapping and
urban planning software, including recur-
sive urban-scale simulation; and (g) semi-
autonomous or autonomous vehicles.

218 European Commission, “European Chips Act”, ac-
cessed 2 December 2022 at, <https://digital-strat-
egy.ec.europa.eu/en/policies/european-chips-act>.



One of the most visible components of
Chinese safe cities are biometric surveil-
lance cameras. A 2020 study found that
only two of the top 10 companies in this
industry are European: Axis, a Swedish com-
pany, and TKH Group, a Dutch company.?**
More than two-thirds of all sales in this
industry are to Chinese companies. These
cameras are widely used at European air-
ports and in other critical infrastructure.
In emerging markets, where deployment
of surveillance cameras is growing rapidly,
PRC market share is perhaps even greater.

A recent IoT scan case study focused on
scanning the IoT ecosystem in EU candi-
date states in south-eastern Europe, for
example, found that that over 90% of the
cameras in some urban areas, including
Skopje, Podgorica and Tirana, had been
manufactured by CETC's HikVision.?*° Sig-
nificantly, we also found that while US man-
ufactured, and the few EU manufactured
devices we could enumerate, were on the
whole adequately secure and exhibited
few known vulnerabilities or excessive at-
tack surfaces, Chinese manufactured de-
vices in the ecosystem (almost entirely
internet-connected cameras) exhibited
systemic insecurity at scale, including Re-
mote Management protocol issues, known
vulnerabilities in IP camera firmware and
excessive attack surfaces. So alarming were
the systemic vulnerabilities observed in
these small IoT ecosystems in these cities

219 William Pao, “2021 Security 50: the top companies
in surveillance and access control”, asmag.com, 18
November 2021, <https://www.asmag.com/show-
post/32612.aspx>.

220 Unpublished research by Greg Walton.

221 Mary Hui, “The UK spy chief's warning about China'’s
‘data traps’ highlights digital supply-chain risks", Quartz,
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that we made the case that there was scope
to assess whether there were serious grounds
for suspecting that use of the devices at
scale would endanger national security or
national defence in the region.

These case studies informed our thinking
on how these complex interdependencies
might translate into national security chal-
lenges for member states. Several poten-
tial national security challenges could arise
from technological dependencies. The key
challenges are cybersecurity vulnerabili-
ties; vulnerability to supply chain disrup-
tion, particularly in moments of crisis; data
privacy and “data traps”,*** and infrastruc-
ture vulnerabilities. As with any networked
system, smart cities are vulnerable to cyber-
attacks that could compromise the secu-
rity and privacy of their citizens. Through-
out the Digital Silk Road, there are concerns
about the role of Chinese tech companies
in building and operating smart city in-
frastructure, and the potential for them
to access or misuse the data collected from
citizens. For example, in Lahore, Wi-Fi mod-
ules linked to the video surveillance sys-
tem were removed due to the potential
for misuse.??? Business Efficiency Solutions
LLC is suing Huawei in the California fed-
eral court for allegedly creating a “back-
door”. Huawei has countered that the al-
leged backdoor is in reality a digital twin
or a back-up mirror hosted at a Chinese
data centre. Nonetheless, it is reported to

2 December 2021, <https://qz.com/2097355/why-
the-uk-spy-chief-is-warning-about-chinas-data-traps>.
222 | eo Kelion and Sajid Igbal, “Huawei wi-fi modules
were pulled from Pakistan CCTV system”, BBC, 8
April, 2019, <https://www.bbc.co.uk/news/technol-
ogy-47856098>.



have afforded Huawei access to sensitive
data “important to Pakistan’s national secu-
rity” in the safe city project in Lahore.?*®

Complex digital systems such as smart cit-
ies almost inevitably rely on imported tech-
nology and software, which creates de-
pendencies on foreign suppliers. This could
leave a country vulnerable to potential
disruptions or supply chain vulnerabilities.
In the case of China, there have been se-
rious concerns about the country's reli-
ance on foreign technology, including from
the United States, particularly post-Snow-
den; while in the US parallel fears have been
growing about dependencies in critical
infrastructure, particularly on Huawei in
5G core networks. Europe’s openness to
trade in this sector while also guarding its
autonomy is likely to be one of the defining
geopolitical challenges in the coming dec-
ades. Similarly, the sheer scale of the col-
lection and use of personal data in smart
cities through ubiquitous AloT networks
raises concerns about the privacy of citi-
zens and the potential for abuse of data
by governmental authorities, as well as
questions about just how closely aligned
China’s tech giants are with the very core
of the party state. Networks of and between
smart cities will become so fundamental
to global trade and so critical to everyday
life that these technological interdepend-

223 Blake Brittain, “Huawei accused of stealing trade
secrets, spying in Pakistan”, Reuters, 12 August 2021,
<https://www.reuters.com/legal/transactional/huawei-
accused-stealing-trade-secrets-spying-pakistan-2021-
08-12/>.

224 US Department of State, US-ASEAN Smart Cities
Partnership (USASCP), 22 August 2022, <https://
www.state.gov/u-s-asean-smart-cities-partnership-
usascp-sharing-expertise-between-cities-to-benefit-
the-people-of-asean/>.
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dencies will become one of the most se-
rious non-traditional national security chal-
lenges that a state will face.

Technological Competitiveness

US corporations have first mover advantage
in the smart city export space. IBM coined
this term when it launched its Smarter Cit-
ies campaign in 2009. One significant con-
sequence of the US pioneering the smart
city concept is that US government agen-
cies are active in promoting smart city part-
nerships as part of their diplomacy and aid
programmes, which often twin the urban
digital transition with sustainability goals.
For example, the US-ASEAN Smart Cities
Partnership (USASCP),%** led by the US
State Department, coordinates an inter-
agency package focused on improving ur-
ban quality of life in this strategically im-
portant region. Similarly. USAID's programme
on supporting climate-smart cities twins
the urban digital transition and resilient digi-
tal ecosystems with environmental goals.?*®

China has second mover advantage and
Beijing’'s approach to transnational data
governance is to supply infrastructure —
both digital and material — more cheaply
than western corporations. This compo-
nent of the “Beijing Effect”,??® as Erie and
Streinz style it, is an important dimension

of the challenge that China presents not

225 USAID, USAID's Program Supporting Climate-
Smart Cities, accessed 6 January 2022 at, <https://
www.climatelinks.org/sites/default/files/asset/docu-
ment/USAID%20Urban%20CCA%20Programs.pdf>.
226 Matthew S. Erie and Thomas Streinz, “The Beijing
effect: China’s Digital Silk Road as Transnational Data
Governance”, NYU Journal of International Law & Polltics,
vol. 54, no. 2 (Fall 2021), p. 2.



only to competitiveness, but also to norma-
tive or ethical values in the urban Al space.

Ethical Values

Chinese cities are becoming synonymous
with unprecedented surveillance and in-
creasing digital authoritarianism.?”’ Some

have gone so far as to claim that Beijing

is creating a novel digital surveillance model
of urban governance;*® and that this grand
normative challenge to European values

will shape future geopolitical contests, lead-
ing inexorably to the proliferation of two
(or more) wholly incompatible urban-led
governance models globally.??

Erie and Streinz analyse the phenomenon
of China shaping transnational data gov-
ernance by exporting its digital infrastruc-
ture and values to other countries, which
is increasingly being referred to as digital
authoritarianism.”° The authors problem-
atize this explanatory framework, suggest-
ing that both push and pull factors con-
tribute to China's growing influence in data
governance beyond its borders, the lat-
ter including the demand for Chinese-built
digital infrastructure in emerging econo-
mies and emulation of China's approach
to data governance in pursuit of data sov-
ereignty and digital development.

227 Dorota Gtowacka et al., “Digital technologies as a
means of repression and social control”, European Par-
liament, Policy Department for External Relations,
Brussels, 2021.

228 Bethany Allen-Ebrahimian, “Beijing is creating a
digital surveillance-based governance model”, Anx-
fous, accessed 2 December 2022 at <https://www.ax-
ios.com/2022/09/06/beijing-digital-surveillance-gov-
ernance-model>.

229 Alice Ekman and Cristina de Esperanza Picardo,
"Towards Urban Decoupling: China's Smart City Am-
bitions at the Time of Covid-19", £UISS, 14 May 2020,
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By contrast, Europe is pursuing a markedly
different approach to smart cities and data
sovereignty, and thus to Open Strategic
Autonomy. European Union member states
have put strong emphasis on data protec-
tion and privacy, and have implemented
policies and regulations such as the Gen-
eral Data Protection Regulation (GDPR)
to ensure that individuals’ personal data
are handled responsibly and securely. While
the EU has, to a limited extent to date,
focused on the integration of systems and
technologies to improve the efficiency
and sustainability of cities, it emphasizes
the primacy of respecting its citizens' rights
and freedomes, as evidenced, for exam-
ple, by the privacy debates around the
passage of the Al Act.!

The approaches to smart cities and data
governance of Europe and China differ
in terms of their priorities and normative
values. While China has focused on ex-
porting its digital infrastructure — and to
a much lesser extent its normative values
— to other countries, Europe has placed a
greater emphasis on protecting citizens’
rights and freedoms. This emphasis on re-
specting digital rights in the urban Al ex-
port market could distinguish EU services
and systems from China’s in the develop-
ing world, with the consequence that soft

<https://www.iss.europa.eu/content/towards-urban-
decoupling-china%E2%80%99s-smart-city-ambi-
tions-time-covid-19#_the_normative_challenge__
china___s_smart_city_as_an_alternative_form_of_ur-
ban_governance_ >.

230 Matthew S. Erie and Thomas Streinz (note 226).
21 Jedidiad Bracy, “A look at European Parliament's
Al Act negotiations”, The Privacy Advisor, 29 Nov.
2022, accessed 3 December 2022 at <https://iapp.
org/news/a/a-look-at-european-parliaments-ai-act-
negotiations/>.



power and the attractiveness of the “Brus-
sels effect” could offset the disadvantages
that the EU faces from following the US
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Technological competitiveness: EU sys-
tems-of-systems privacy engineering
consortia, powered by Open Source

The most promising developments in Eu-
ropean companies’ systems-of-systems

22 Google, “systems of systems", "smart city", "air-
bus"™, accessed 2 December 2022; and Google, "'sys-

tems of systems", "smart city", "thales", accessed 2
December 2022.

engineering consortia are clustered around
Airbus and Thales.*> They have devel-
oped an Open Source codebase, the FI-
WARE platform,”* and baked privacy-
by-design into domestic and export de-
ployments.

233 FIWARE, "FIWARE Marketplace”, accessed 2 De-
cember 2022 at, <https://www.fiware.org/>.



It is questionable, however, whether large
European defence companies can make
a better public case for protecting privacy
than their Chinese or US counterparts of-
fering smart city solutions, such as Google.
The California-based company’s efforts
to build a smart Toronto were met with
suspicion. Google channelled the project
through its urban planning subsidiary, Side-
walk Labs,?** which argued that the pro-
ject failed to materialize because of the
Covid-19 pandemic. Many others, how-
ever, mentioned that a failure to sufficiently
protect the data of citizens was the decid-
ing factor in the ending of the proposed
project. The former Privacy Commissioner
for Ontario, Ann Cavoukian,?* for instance,
withdrew from the planning process be-
cause depersonalization of the gathered
urban data was made only voluntary ra-
ther than a requirement. As shown above,
Europe does not have first- or second-
mover advantage, but its far-reaching pri-
vacy regulations might offer a privacy-based
smart city package that can compete as
an alternative to Chinese and US compa-
nies in the international market.

Supply Chain Resilience: Cooperate with
Taiwan

Europe should further deepen its partner-
ships on technology development, de-
ployment and exports with like-minded

234 Adam Carter and John Rieti, “Sidewalk Labs can-
cels plan to build high-tech neighbourhood in To-
ronto amid Covid-19", CBC accessed 2 December
2022 at, <https://www.cbc.ca/news/canada/toronto/
sidewalk-labs-cancels-project-1.5559370>.

25 CBC, "Tresigned in protest from Sidewalk Labs’ ‘smart
city’ project over privacy concerns”, Toronto, 7 May
2020, accessed 2 December 2022 at, <https://www.
youtube.com/watch?v=1t12UqYI5SA&ab_channel=
CBC>.
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leaders with regard to the ethical use of
Al in urban environments and complemen-
tary smart city supply chains. One such part-
ner is Taiwan,?*® which is a leader not only
in semiconductors but also in the use of
Al in cities. The EU has added Taiwan to
its Joint Communication on the Strategy
for Cooperation in the Indo-Pacific, not-
ing that closer technological cooperation
with Taiwan could help the EU to move
closer to its ambition of Open Strategic
Autonomy.

Cooperation with Taiwan should aim to
create a long-lasting partnership that builds
on both the EU’s and Taiwan’s strengths.
EU entities could contribute their traditional
strengths in development and production,
such as in the automotive industry or on
5G connectivity. Taiwan could add to the
partnership in areas such as hardware/soft-
ware integration models and the devel-
opment of Al semiconductors. By build-
ing on their respective strengths, the EU
and Taiwan could cover large segments
or elements that are crucial to smart cit-
ies, urban mobility and connectivity, among
other things.

The EU would have a partner in the de-
ployment of smart cities in the growing
Asian market that has exported its smart
city solutions to Indonesia, Brunei, the
Philippines and Malaysia.”*’ For its part,

236 Caribbean News Global, “Smart City Taiwan: A hub
for digital solutions to new heights, Part 1", CNG Media,
27 October 2021, accessed 2 December 2022 at, <https:
//www.caribbeannewsglobal.com/smart-city-taiwan-a-
hub-for-digital-solutions-to-new-heights-part-1/>.

27 The Smart City TaiwanProject, 2018-2020, accessed
19 December 2022 at, <https://www.twsmartcity.org.
tw/en/project>.



Taiwan would find it easier to export its smart
city solutions to the world’s largest trad-
ing bloc. EU member states’ governmen-
tal agencies should take on the role of
facilitator in bringing European and Tai-
wanese companies together and allow-
ing synergies to emerge.

Ethical Values: Towards a Green and Dig-
ital Future and Transatlantic Cooperation
on Standards

The EU should accelerate its values-based
digital transition by “twinning” it with its
green transition.”*® The governance of smart
cities is the logical policy nexus for shap-
ing these parallel transitions, which could
be mutually reinforcing trends but are
not automatically aligned. As with supply
chains, the goal is urban resilience amid
growing uncertainty and complexity, and
accelerating the development of AloT-driven
supply chain optimization methods to sup-
port predictive demand forecasting through-
out the urban Al industry. As noted above,
this optimizes inventory levels, leading to
a reduction in hazardous waste and the
industry’s outsized carbon footprint, thereby
supporting not only increased supply chain
resilience, but also greater sustainability.

238 Stefan Muench et al., “Towards a green & digital
future”, Joint Research Centre (JRC) Publications Re-
pository, Brussels, 2022, doi:10.2760/54, JRC no. 12
9319.

239 European Commission, “EU-US Trade and Tech-
nology Council”, accessed 2 December 2022 at,
<https://ec.europa.eu/info/strategy/priorities-2019-
2024/stronger-europe-world/eu-us-trade-and-tech-
nology-council_en>.

240 European Union, EU-US Summit 2021: Statement,
“Towards a Renewed Transatlantic partnership”, ac-
cessed 2 December 2022 at, <https://www.consil-
ium.europa.eu/media/50758/eu-us-summit-joint-
statement-15-june-final-final.pdf>.
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Excessive dependency on imports in this
Al-urban transition will steadily increase
vulnerabilities and attack surfaces, erode
citizens' rights and introduce Internet of
Things-related insecurity at scale, includ-
ing through imports from China. The EU
should work with like-minded countries,
including the US, to shape global tech-
nology standards that put urban interoper-
ability with privacy by design at the heart
of the emerging digital-urban stack. For
example, a Trade and Technology Coun-
cil (TTC)?* was established at the EU-US
summit in 2021 to support transatlantic
coordination on standards and regula-
tions on a digital transition underpinned
by democratic values, including respect
for human rights.?*° It could become a
key platform for countering the growing
influence of Chinese technical standards-
setting in the smart city export space.**

National Security: The Al Act and Privacy
Enhancing Technologies

The EU Al Act is a body of legislation®*?
that seeks to take a risk-based approach
to regulating the use of Al within the Eu-
ropean Union but could have significant
influence beyond the borders of the EU,
not least in the smart cities export space.

241 Ana Chubinidze, “EU-US Trade and Technology
Council: Case on China, Al and Smart Cities”, Me-
dium, accessed 2 December 2022 at, <https://me-
dium.com/urban-ai/eu-us-trade-and-technology-
council-case-on-china-ai-and-smart-cities-626039
612922>.

242 proposal for a Regulation of the European Parlia-
ment and of the Council Laying Down Harmonised
Rules on Artificial Intelligence (Artificial Intelligence
Act) and Amending Certain Union Legislative Acts,
COM(2021) 206 Final, <https://artificialintelligenceact.
eu/the-act/>.



The legislation sets out a number of prin-
ciples and requirements on the develop-
ment and use of Al such as the need for
Al systems to be transparent, fair and trust-
worthy. The Al Act therefore has signifi-
cant implications for the development of
smart cities globally. At the time of writ-
ing, however, the extent to which the Al
Act will regulate Al-driven biometric sur-
veillance remains to be seen. According
to privacy-focused NGOs and Members
of the European Parliament, an outright
ban on predictive policing and real-time
facial recognition technologies is still on
the table.””®* Should exceptions for law
enforcement and counterterrorism not
be made in the final version of the legis-
lation, European manufacturers would be
unable to develop sub-systems to com-
pete in the PRC-led safe city vertical that
is growing rapidly in the developing world.
If broad exceptions are made in order to
permit the deployment of biometric Al
surveillance to combat urban crime, how-
ever, the EU risks undermining its com-
mitment to human rights. Both outcomes
highlight the quandary that smart cities
pose to the concept of European Open
Strategic Autonomy, particularly in terms
of the age-old tension between ethical
values and national security in the urban
space. One field of research that could help
to address this paradox is that of Privacy
Enhancing Technologies (PETs), specifi-
cally in the field of biometrics (so-called
B-PETs) for face recognition.?** If robust
privacy preserving technologies can be
built into urban Al surveillance systems,

243 Jedidiad Bracy (note 231).
244 Blaz Meden et al., "Privacy-enhancing Face Bio-
metrics: A Comprehensive Survey”, IEEE, 12 July
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the EU could build systems that quantifi-
ably preserve individual privacy while provid-
ing law enforcement agencies with the tools
they need to combat crime and other threats
to national security.

Enhancing the Brussels Effect

The Brussels Effect could become one of
the EU’s most effective instruments for
developing Europe’s Open Strategic Au-
tonomy. The Brussels Effect refers to the
ability of the European Union (EU) to shape
global regulations and standards through
its policymaking processes. As the GDPR
and similar legal instruments, potentially
including the Al Act, set the agenda for
access to the single market, the EU is demon-
strating leadership in the development of
an internal regulatory environment with
an impact that extends well beyond Europe’s
borders. This process is deepening both
internal and external digital sovereignty.
In a 2021 article,* Erie and Stranz con-
trast the Beijing Effect with the Brussels
Effect, whereby companies’ global oper-
ations gravitate towards the EU’s regula-
tions. The EU way also deviates from US
efforts to shape global data governance
through instruments of international eco-
nomic law. Enhancing the Brussels Effect
in the Urban Al space means getting smart
about the EU's growing international role as
a normative power ensuring that the twin
transitions accelerate Europe's capacity to
export norms of good governance, notably
representative democracy and human rights,
through PETs-focused Urban Al engineering.

2021, accessed 4 December 2022 at, <https://ieeex-
plore.ieee.org/document/9481149>.
245 Matthew S. Erie and Thomas Streinz (note 226).
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A European Rebranding of Smart Cities

‘Smart’ is increasingly understood to be a
euphemism for surveillance.**° In the United
Kingdom, both the Department for Digi-
tal, Culture, Media and Sport and the Na-
tional Cyber Security Centre are now talk-
ing about “connected places”.?*’ Outputs
from the Royal Society funded project, “Be-
yond Smart Cities: A comparative analy-
sis of China and UK", posit Urban Al as
the ‘post-smart city’.?*® In the Chinese lit-
erature, (in translation) digital city was sup-
planted by ‘smart city’ following a 2009
IBM campaign. EE ¥ is only trans-
lated as "wisdom city” in the declining
number of papers in this field that explic-
itly cite Qian Xuesen'’s later work. "Safe

city” dominates the export market litera-
ture, and in Chinese is a concept distinct
from the smart city in policy and procure-
ment documents. The implications of the
safe dimension of smart cities, the rollout
of Al-driven biometric surveillance net-
works operated by or on behalf of the pub-
lic security and state security authorities,
is the focus of this chapter. A distinctly
European model of Urban Al that incor-
porates its core values and offers the pos-
sibility of an alternative to both digital
authoritarianism and surveillance capitalism
also calls for its own unique terminology.
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The ethics of Artificial Intelligence in the European Union and
China

Kristin Shi-Kupfer, Luca Turchet

Abstract

The Chinese party-state has become increasingly active in shaping and setting standards for
the ethics of Artificial Intelligence (AI) not only at home, but also in international institutions.
The core goals and concepts of the Chinese Communist Party in its implementation of Al eth-
ics differ significantly from those of the European Union. This papers provides an analytical
overview of the key Chinese actors involved in setting China's Al ethics policy, develops a checklist
for assessing the specific features and related risks of Al-based applications and services sup-
plied by Chinese companies, and makes recommendations on how to deal with the challenges
presented by China’s Al ethics leadership ambitions. Of key importance will be to prioritize
work on regulatory frameworks on the ethics of Al and to mitigate the use of Chinese Al-based
applications in research and education.

Human-centredness and a strong focus and setting standards for Al ethics not only
on the protection of individual rights have at home, but also in international institu-
been the core goals of European Union tions. Any interest in or concern about hu-
(EV) digitalization efforts in general, and man life and dignity in Beijing in connec-
the development and deployment of Ar- tion with the potential misuse of Al is to
tificial intelligence (Al) in particular. The be welcomed. However, it is important to
General Data Protection Regulation (GDPR) be aware that the Chinese leadership has
demonstrates the EU’s global leadership repeatedly emphasized “national security”
and leaves it well-placed to achieve some- and "cyber sovereignty” as all-pervading
thing similar in the field of Al ethics. governance principles, solely defined by

and to serve the Chinese Communist Party

The Chinese leadership under Xi Jinping (CCP).2* In addition, Beijing is increasingly

has become increasingly active in shaping

249 Katja Drinhausen and Helena Lagarda, Comprehen- for China Studies (MERICS) China Monitor, 15 Sep-
sive National Security: How Xi's Approach Shapes Chi- tember 2022,
na's Policies at Home and Abroad, Mercator Institute
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using international institutions to counter
what it regards as a “Western-dominated”
global order, and using the same justifi-
cation to redefine “legal systems” and “so-
cial stability” in its own authoritarian/to-
talitarian context.

Therefore, statements by the Chinese party-
state on Al ethics, such as that “govern-
ments should, in light of their own stage

DPC

of Al development as well as social and
cultural characteristics, and in accordance
with the new features of scientific and

technological innovation, gradually es-
tablish Al ethical systems suited to their
national conditions”,*® must be contex-
tualized with Chinese domestic law and
practice, and the EU’s interests and vul-

nerabilities.

State of play of Al ethics in China and the EU

An analysis of the differences between the
overarching goals, regulatory frameworks

and practices for interacting with commer-
cial and societal actors is key to understand-
ing the incentives and disincentives of

The actors shaping Al ethics in China

According to the New-Generation Al Devel-
opment Plan issued by the State Council,
the Leading Small Group on the Construc-
tion of Reform and Innovation Systems
in Science and Technology has been as-
signed to coordinate and deliberate on
the key tasks, policies and work priorities
linked to the overall development of AL
The current head of the Leading Small Group,
Liu He, is due to step down from all his
posts in March 2023. His potential successor
as Vice-Premier in charge of economics
and finance is He Lifang, currently head
of the National Reform and Development
Commission (NDRQ), in charge of traditional

<https://merics.org/sites/default/files/2022-09/Mer-
ics%20China%20Monitor%2075%20National%20Se-
curity_final.pdf>.

250 Ministry of Foreign Affairs of the People’s Repub-
lic of China, "Position Paper of the People's Republic
of China on Strengthening Ethical Governance of
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the actors involved in shaping, develop-
ing and using Al Figure 8.1 provides an
overview of the key dimensions of Al eth-
ics in the EU and China.

industry-/sector-specific policy. It will be
interesting to see to what extent the NDRC
and/or people linked to He will be involved
in implementing tasks on — and thus also
gaining access to the budget for- Al pol-
icy. The Ministry of Science and Technol-
ogy (MOST) has been tasked with shaping
the governance of Al ethics. Interestingly,
MOST is currently also managing the New-
Gen Al Development Plan Promotion Of-
fice, which is supposed to drive implemen-
tation of key science and technology pro-
jects related to Al and has a coordinat-
ing function regarding other tasks/sub-
plans, putting the Office (and MOST) in

Artificial Intelligence (Al)", Xinhua, Updated 17 No-
vember 2022, accessed 1 December 2022 at <http://
english.scio.gov.cn/internationalexchanges/2022-
11/17/content_78524156.htm>.



DIMENSION

Overall strategic
goal

Role of humans/
human factor

Legal
framework

Standardization
efforts

Role of
industry

EU

« Enable the development and uptake of
Alin the EU;

« make the EU the place where Al thrives from
the lab to the market; build strategic
leadership in high-impact sectors

* Ensure that Al works for people and is
a force for good in society;

« creation of design guidelines for
ethics-compliant Al systems

Provisions on the creation of a legal framework,
which is expected to be operational in 2024

The EU has specific provisions on the creation of
Al standards in its general 2022 Rolling Plan for

ICT standardization

The EU has put in place instruments to support
research at the academic and industrial

levels that target the use of Al. One notable
example is the call for funding by the European
Innovation Council under EIC Pathfinder

DPC

CHINA

« Become the global Al leader by 2030; Al to “enhance
national competitiveness and protect national
security”;

« establish an ethical framework with “Chinese

characteristics” for strengthening a “centralized and
united” CCP leadership

* A focus on “the well-being of humankind” (in English,
often misleadingly translated as "human wellbeing”);

« a more collective, state-centred view;

« and "respecting [but not complying with] the demand
for human rights [not human rights per se]

Three stages of implementation:

« implementation of "some parts” in 2020, completion
of “initial stage” by 2025, finalization by 2030;

* linked to overall development timetable;

« ethics one item at the bottom of the list

* Ethics is mentioned as a focus research area to be
completed by 2021;

« linked with security in the goal to complete;

« standards on key Al applications/ sectors by 2023 but
low priority (52nd of 53 standards)

« Companies (and researchers) are part of an Al
governance committee in the Ministry of Science and
Technology;

* companies have published two sets of (non-binding)
principles on governance and self discipline;

« strong call for companies to self-regulate but party-
state entities are never mentioned

Role of civil
society

On 30 November 2021, European Digital Rights
(EDRi) and 119 civil society organizations
launched a collective statement calling for

an Artificial Intelligence Act that foregrounds
fundamental rights

« Officially very limited and guided participation through
quasi-parliamentary sessions of the National Political
Consultative Conference; nominal possibility of
providing feedback during the process of soliciting
opinions on draft regulations;

« strong emphasis on paternalistic "guiding” of the public
on “ethical awareness”

Figure 8.1 — Key dimensions of Al ethics in the European Union and China
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the operational lead of the overall Al strat-
egy. Coordinated by the Office, 15 other
ministries or institutions with a ministerial-
like ranking — including three linked to
the military, among others the powerful
Office of the Commission for Civil-Military
Integration — are mentioned as being in-
volved.?*

The Office was set up in 2017 following
“notification of the new generation ai de-
velopment plan” by the State Council. The
current party secretary and minister for
MOST, Wang Zhidong, also heads the Of-
fice. However, Wang was not re-selected
as a member of the CCP Central Commit-
tee and will therefore also be stepping
down in March 2023.

In 2019, MOST set up a National New-Gen
Artificial Intelligence Governance Specialist
Committee, which comprises at least seven
scholars and is currently led by Xue Lan,
an internationally renowned Professor of
Public Policy and Management at Tsing-
hua (Qinghua) University, where he is also
Director of the Institute for Al International
Governance. The Specialist Committee has
thus far issued two sets of Al ethics speci-
fications, in 2019 and 2012, confirming
China’s overall party-state-centric orientation

21 International Research Collaboration Platform, “Fl

KEBFFT—RA LSRRI EEARINB R
B1%£" [The Ministry of Science and Technology held
a new generation of artificial intelligence develop-
ment plan and a major science and technology pro-
ject launch meeting], 12 November 2017, accessed 1
December 2022 at <http://www.ircip.cn/web/1044
764-1044764.html?id=266458newsid=1118169>.
252 Standardization Administration of China (SAC), *

ERFT—RAITEEERRRIRIER" [Guidelines
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and a more collective “humankind” direction
for Al ethics priorities.

The Standardization Administration of
China (SAC) is responsible for setting up
an overarching system for national Al stand-
ards, as well as other systems for other in-
dustrial and technology standards, and in-
troducing these national standards into
international standard setting bodies. “Eth-
ics” is defined as one of 53 stand-alone
standard families on Al Although placed
in the same box as "security”, the descrip-
tion is the shortest of all the standard cat-
egories and notes that the task is “to stand-
ardize demands arising from a conflict be-
tween Al services with traditional moral
and legal procedures”. No further expla-
nation is offered of what is meant by tra-
ditional morals or legal procedures. Health,
traffic and emergency response are named
as foci for research.*? It is notable that China
has already begun shaping international
Al standards. In August 2022, SAC success-
fully pitched its own standards for Al medi-
cal devices to the International Institute
of Electrical and Electronics Engineers.?*®

The China Cybersecurity Administration
(CAC) oversees all Al cyberspace applica-
tions. In 2019, the CAC started to regulate
the use of Al-based facial recognition soft-
ware, which included a crackdown on

for the Construction of the National New Generation
Artificial Intelligence Standard System], 9 August 2020,
accessed 1 December 2022 at <http://www. sac.gov.
cn/sxxgk/zcwj/202101/P02021012240776731779%4.pdf>.
253 Zhongguoyiliaobao (China Medical News), “FX[E
FSMEEEATERETSMENIRELT" [China-
led IEEE global standards for artificial intelligence
medical devices released], 24 August 2022, accessed
1 December 2022 at <http://k.sina.com.cn/article_
7517400647_1c0126e4705903r9hz.html#/>.



deepfakes, and issued regulations to pro-
tect personal biometric information. The
most recent proposal in January 2022 spec-
ifies that deepfakes (deep synthesis ser-
vices, FEAMHIRS in Chinese) must “... re-
spect social public morals and ethics, and
uphold the correct political line, direction
of discourse and tendency of values” (12
FIERBIAAMR. BigSm, . MMERNME). Seem-
ingly non-political categories that revolve
around ethics are given a clear political
framing.** The CAC has also issued joint
rules with the Ministry of Industry and
Information Technology (MIIT), the Min-
istry of Public Security and the State Ad-
ministration for Market Regulation to plat-
form companies that use algorithmic rec-
ommendations, requesting them to share
information about their algorithm and hold-
ing them accountable for algorithmic dis-
crimination or misuse of personal data.
However, the “promotion of core social-
ist values and the protection of national
security and social public interest(s)” is
also mentioned at the very beginning, and
should be interpreted as setting the guid-
ing principles for the more rules-based,
specific paragraphs.®®

A first batch of companies has already dis-
closed their algorithms to the CAC. This

has raised questions such as why some

companies, including Bytedance, have

254 China Cyberspace Administration, "ElZR BER(S
BAREXT (BENERIRSFESHREENE
(IEKERRE) ) AFHEREIAYIEA]", 28 January
2022, accessed 2 December 2022 at <http://www.
cac.gov.cn/2022-01/28/c_1644970458520968.htm>.
5 CAC, "BEXMERIRSELHEFEEME", 4 Janu-
ary 2022, accessed 2 December 2022 at <http://www.
cac.gov.cn/2022-01/04/c_1642894606364259.htm>.
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registered different numbers of algorithms
under different categories for different apps;
and why other companies, many with al-
legedly close ties to the party-state, such
as Huawei (Smart TV) or Megavii (facial
recognition), have not yet publicly disclosed
their algorithms.?*

Both company representatives and univer-
sity scholars have participated in state agen-
cies’ expert consultation groups and in-
fluenced the evolving regulations. Under
the leadership of a state-led think tank,
the China Academy of Information and
Communications Technology (CAICT) in
the MIIT, academics and entrepreneurs
have devised several sets of Al self-regu-
latory/self-governing ethical standards,
such as the Pledge on Al Industry Self-Dis-
cipline or the Beijing Al principles. CEOs,
including Robin Li from Baidu and Pony
Ma from Tencent, have not just contrib-
uted to state-led initiatives and regula-
tions, but proposed Al ethics principles
to the National Political Consultative Con-
ference, set up as a sounding board for
the quasi-parliament, the National Peo-
ple’s Congress.*” The general public or
informed public stakeholders such as IT
engineers or students have not been given
an opportunity or a channel to affect de-
velopments in the field of Al ethics, but
their contribution by posing questions

256 Kevin Xu, “So Which Algorithms Do the Chinese
Regulators Have?”, Interconnected, 21 August 2022,
accessed 2 December 2022 at https://interconnected.
blog/so-which-algorithms-do-the-chinese-regulators-
have/

257 Rebecca Arcesati, “Lofty principles, conflicting in-
centives: Al ethics and governance in China”, MERICS
China Monitor, 24 June 2021, accessed 2 December
2022 at https;//merics.org/en/report/lofty-principles-
conflicting-incentives-ai-ethics-and-governance-china



and discussing them publicly online has pres-

DPC

care about issues such as privacy and

sured both party-state and commercial ac- transparency.®*®
tors to understand that users increasingly
ACTORTYPE NAME OF KEY ACTOR ~ DESCRIPTION KEY TASK PRIORITY

Policy Leading Small Under the State Coordinates and deliberates on key
institution Group on Council tasks, policies and work priorities
Construction of regarding the overall development of
the Reform and Al, based on the New-Generation Al
Innovation System Development Plan issued by the State .
for Science and Council
Technology
ERRRAHINE
FOBIFTARRIEN
SE
Policy New-Gen Al Managed by the Drives implementation of key science
institution Development Plan  Ministry of Science and and technology projects related to )
@ Promotion Office Technology (MOST), Al; coordinating role in other tasks/ ‘
F—CATEEERR Operational lead onthe  subplans
FHEHRDAE overall Al strategy
Individual Xue Lan Director of the Institute  Heads the National New-Gen. Artificial
researcher £ =30 for Al International Intelligence Governance Specialist
§ Governance, Qinghua Committee, which comprises at least '
University, Beijing seven scholars
Policy Standardization Standards Responsible for setting up the overall Al
institution Administration of standard system; “Ethics” is defined as
China (SAC) bEE one of 53 stand-alone standards ‘
FINENBIEERE
Research China Academy of  Think Tank of the Provides advice to industry on critical
institution CAICT Informationand Ministry of Industry and  issues such as standards, technical -
wamsamexn  Communications Information Technology  trials and emerging technology sectors ’
Technology (CAICT) (MIIT) such as Al
PEEREEHAR
Company Bytedance Chinese internet Has invented and owns TikTok, the most
IERSTHUNAREE  technology company popular video platform among young
Ini ByteDonce  [R/\F) headquartered in Beijing people in Europe ‘
but incorporated in the
Cayman Islands
Company Megvii Based in Beijing; Develops Al technology for business
Rk technology company and the public sector; Face++
[MEGVI that designs image often used by researchers; known J

recognition and deep-
learning software

entanglement in Xinjiang

Figure 8.2 — Actors to watch

258 Yishu Mao and Kristin Shi-Kupfer, “Online public
discourse on artificial intelligence and ethics in
China: Context, content, and implications”, Al

Society, 16 November 2022, accessed 3 December
2022 at https://link.springer.com/arti-
cle/10.1007/s00146-021-01309-7
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Criteria for assessing Chinese Al-based consumer applications for use

within the EU

The criteria listed below are intended to be
useful for assessing the ethical dimensions
of and potential risks related to the use
of Chinese Al-based consumer applica-
tions and services by European users.?*®
The ordering of the criteria is not informed
by a weighted hierarchy of likelihood of
impact, but provides a systematic and com-
prehensive framework that can be refined
in follow-up studies.

At the macro level of the regulatory and
political environment in China, such cri-
teria, among others, are:

e There is potential for legal requests
for data to be made by the Chinese
authorities to Chinese companies,
linked to the National Security Law.
This might include the user data of
high-level managers/politicians on
TikTok and/or WeChat for blackmail
purposes, data on a cross-national
video samples and/or data on mem-
bers of the Chinese diaspora using
Face++.

e The potential for the Chinese gov-
ernment to gain access to algorithms:
Bytedance has registered the algorithm
of its app Douyin under the category
“Personalization and Content Pushing”.
Publicly available information on the

29 To complement the other chapters in this volume,
this paper focuses on Al-based applications and ser-
vices for consumers. The authors have taken the video
app TikTok and the chat and news app WeChat as well
as the facial recognition app Face++ as their refer-
ences as these are widely used in Europe. Fully fledged
case studies proved to be beyond the scope and pur-
pose of this policy paper. The authors are working on
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extent to which the algorithms of Douyin
and TikTok are similar does not allow
a clear judgment. The possibility that
the Chinese government has detailed
knowledge of how TikTok works can-
not therefore be completely ruled out.*®°

e Fvidence of use of some Chinese Al-
based apps as part of repressive sur-
verllance systems in Xinjiang and other
parts of China: Megvii's foreign users
of Face++ might help to improve its
product or help it to gain market share
or increase exports.

e The likelihood of apps being banned
by allied/partner countries: There are
calls in the US to ban TikTok and/or
other Al-based tools for communica-
tion and research (Face++). These may
not affect collaboration and trust among
the actors involved, but could affect
joint research projects as the US might
ask European researchers not to use
Al-based services provided by Chinese
companies.

At the micro-level, referring to app/in-
app features, among other things:

e The quality and detail of the overall
information provided in English. Com-
pared to Chinese language versions,

more detailed case studies and would be glad to
provide a more detailed analysis of the apps men-
tioned on another occasion.

260 Zeyi Yang, “TikTok's secret sauce”, Protocol, [n.d.],
accessed 4 December 2022 at <https://www.protocol.
com/newsletters/sourcecode/two-sides-same-code?
rebelltitem=1>.



there is highly ambivalent information
on Megvii's Face++2%! regarding stor-
age of data in China or Canada. There
are also clearly stated content limita-
tions and legal liabilities for interna-
tional developers based on Chinese
regulations, among other things on
“Provoking resentment, discrimination
and unity among the nationalities”. A
European researcher using Face++ for
research related to Xinjiang or Tibet
could face penalties.

e The features of the algorithm: One of
the major factors responsible for the
success of Tik Tok is its recommen-
dations system, which provides the
content for the “For You” page. Such
systems seek to predict which videos
will pique a viewer's interest. Accord-
ing to the official Tik Tok website,?®?
the recommendations are based on
a number of factors:

e User interactions:these include the
videos a user likes or shares, the
accounts s/he follows, comments
s/he posts and content s/he cre-
ates, as well as information on
whether a user watches a longer
video from beginning to end;

o Video information: this might in-
clude details on captions, sounds
and hashtags, or whether the video's

261 Service Agreement for Developer on the Face**
Artificial Intelligence Open Platform, accessed 4 De-
cember 2022 at <https://www.faceplusplus.com/
terms-of-service/>.

262 TikTok, How TikTok recommends videos #For
You”, 18 June 2020, accessed 4 December 2022 at
https://newsroom.tiktok.com/en-us/how-tiktok-rec-
ommends-videos-for-you
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viewer and creator are both in the
same country;

e Device and account settings: this
includes the user's language prefer-
ence, country setting and device

type.

Each of these factors receives a different
weight. For example, device and account
settings receive a lower weight as they are
less related to a user’s preferences. Vid-
eos are then ranked to determine the likeli-
hood of a user's interest in a given piece
of content, and then finally provided in
the "For You" feed. Neither follower count
nor whether the account has had previ-
ous high-performing videos are direct
factors in the recommendation system.

Notably, the recommendations are typi-
cally not good or appropriate for new
users. This is related to a common issue
in recommender systems known as the
“cold start problem”, as the system can-
not draw any inferences for users or items
about which it has not yet gathered suf-
ficient information. In an informal test con-
ducted by 7he Guardianwith three users,?*
however, it emerged that new users typi-
cally receive viral or humorous videos, but
within a few days the algorithm can pro-
file the user well enough to provide gen-
erally appropriate content in the feeds.

263 Kari Paul, Johana Bhuiyan and Charlotte Sim-
monds, “How does TikTok's uncanny algorithm de-
cide what you see? We tested it on three people”,
The Guardian, 6 November 2022, <https://www.
theguardian.com/technology/2022/nov/06/tiktok-
alogrithm-experiment-new-accounts>.



However, it is likely that the recommenda-
tion system also uses several other inputs,
as indicated in the Privacy Policy docu-
ment published by the company.?®* It states
that a number of other sources of infor-
mation about the user are collected be-
yond the simple profile information and
the content mentioned above.

e The scope and transparency of the data
collected: Of the information directly
provided by users, Tik Tok collects us-
ers’ direct messages, contacts and pur-
chase information (e.g., payment card,
PayPal), as well as its responses to sur-
veys, research and promotions, and
the information provided when users
contact the company. The information
automatically collected comprises:
(a) technical information, such as de-
vice model, operating system, keystroke
patterns or rhythms, IP address and
system language; (b) location infor-
mation (e.g. country, state or city); (c)
usage information, such as the con-
tent a user views, duration and frequency
of use and the user's engagement with
other users; (d) content characteristics
and features, such as identification of
objects and scenery, the existence or
location in an image of a face or other
body parts and the text of words spo-
ken; (e) inferred information (e.g. age-
range and gender); and (f) Cookies,

264 TikTok, “Privacy Policy”, Updated 2 November
2022, accessed 4 December 2022 at <https://www.
tiktok.com/legal/page/eea/new-privacy-policy/en>.
265 Dan Milmo, “TikTok tells European users its staff
in China get access to their data”, 7he Guardian, 2
November 2022, <https://www.theguardian.com/
technology/2022/nov/02/tiktok-tells-european-us-
ers-its-staff-in-china-get-access-to-their-data>.
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to remember a user's language pref-
erences. Furthermore, Tik Tok acquires
information from external sources such
as advertising, measurement and data
partners, third party platforms and
partners, as well as a less specific cate-
gory of “others”. Of the aspects listed
above, the “content characteristics and
features” require careful attention, as
these may be related to the automatic
collection of biometric data from us-
ers and the content they provide. In
2021, TikTok updated its privacy pol-
icy to allow the app to collect biometric
data on US users, including faceprints
and voiceprints.?®® This led to questions
being raised in the US Senate, but the
company's answers on the topic have
been vague and inconclusive.?®®

e Scope of data transfer: TikTok has re-
cently clearly stated that data from
European users can be accessed and
thus utilized by its staff in China, as
well as in other countries such as Is-
rael, Brazil and the US**’ However, clear
information on data transfers to third
parties in other countries cannot be
found in their user regulations.**® WeChat
provides information on data transfer,
stating that: “"Our servers are located
in Singapore and Hong Kong SAR....
Our other support, engineering and
other teams located around the world

266 Sarah Perez, "TikTok claims it's not collecting US
users’ biometric data, despite what privacy policy
says”, TechCrunch, 14 September 2022, accessed 4
December 2022 at <https://techcrunch.com/2022/
09/14/tiktok-claims-its-not-collecting-u-s-users-bio-
metric-data-despite-what-privacy-policy-says/>.

267 Dan Milmo (note 265).

268 TikTok Privacy Policy (note 264).



(including Singapore, Hong Kong SAR
and the Netherlands) that deliver We-
Chat to Support you have access to
your information. (...) We share your
data with selected recipients who have
the legal basis and authority to request
such data. These categories of recipi-
ents include government agencies,
public authorities, regulators, courts

and law enforcement agencies”.?*°

Overall transparency of user rights
and protection: Tik Tok has a Trans-
parency Centre, which provides vari-
ous reports,?’® such as a Community
Guidelines Enforcement Report, a Gov-
ernment Removal Requests Report and
an Intellectual Property Removal Re-
quests Report. Such reports claim that
Tik Tok algorithms are devised in ways
that take account of the safety and se-
curity of users, including from cyberat-
tacks and fake news. However, none
of these reports detail how users’ data

e  Prioritize work on requlatory frame-
works on Al ethics. To deter the Chi-
nese government'’s efforts to po-
sition itself as a pioneer in enact-
ing binding regulatory frameworks
on Al ethics, the EU should final-
ize its own regulations on Al eth-
ics as soon as possible. In addition,
EU member states and relevant
commercial as well as scholarly
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different dimensions of strategic autonomy

are utilized. Moreover, the legal aspects
related to government restrictions are
not discussed in detail.

Non-transparent obstacles to cross-
border usage/communication also con-
stitute criteria that are useful for as-
sessing ethical risks related to an Al-
based consumer app. For example,
WeChat messages regarding “sensi-
tive content” might appear in a chat
history on a European interface, which
the Chinese counterpart does not see
in her/his chat history with a European
counterpart. Content censorship has
not thus far been clearly detected with
regard to TikTok or WeChat Europe,
but nor have platform democratiza-
tion opportunities for users to provide
feedback and shape development
through participatory channels within
the companies. Based on publicly avail-
able information, all three companies
are yet to set up such structures.

Policy recommendations for the EU / EU member states in relation to the

actors should, ideally in a coordi-
nated manner, actively contribute
to Al standardization efforts within
international standardization or-
ganizations.

e Assess the use of Chinese Al-based
applications and services in the
fields of research and education, and
the potential security risks.

269 WeChat, “WeChat Privacy Policy”, 9 September 2022,
accessed 4 December 2022 at <https://www.wechat.
com/en/privacy_policy.html>.

270 TikTok Transparency Center, “Our Commitment”,
accessed 4 December 2022 at <https://www.tiktok.
com/transparency/en-us>.
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Depending on the scope of usage,
targeted information about po-
tential risks and side-effects should
be prepared and communicated,
for example, through actor-spe-
cific hands-on workshops, or an
actor-specific ban on apps such
as WeChat and TikTok on mobile
phones used for work purposes

Balance data privacy with the need
to be competitive. The EU needs
to be aware of the fact that total-
itarian regimes have total control
over data regardless of user privacy.
Since Al is a data-driven approach,
the more data there is and the
higher the quality of that data, the
more efficient the algorithm will
become. This might therefore give
Chinese companies a competitive
advantage over European compa-
nies.

Be aware that the ethics dimension
adds to the pressure to create in-
dependent supply chains. Different
norms and values are at the core
of the growing bifurcation of the
global order. Companies therefore
increasingly need to factor in whether
a supplier is from a like-minded
country to avoid fall-outs and pinch
points in the supply chain. Cost-
efficiency is no longer the core fac-
tor in building supply chains.

Carefully monitor continuity and
potential changes in terms of in-
stitutional and personal responsi-
bilities regarding the coordination
and implementation of Al ethics-
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related policymaking. As the Chi-
nese party-state transitions towards
a new state leadership in March,
priorities and responsibilities might
be subject to change not only due
to conflicting policy goals, but also
linked to jockeying for position and
budgetary infighting.

Crosscheck the English version of
relevant documents with original
Chinese sources. English versions
provided by official Chinese insti-
tutions sometimes differ in important
nuances from the original Chinese
and this might lead to wrong as-
sumptions. For example, “well-be-
ing of humankind” in the original
Chinese clearly emphasizes the col-
lective while "human well-being”
in the official English version po-
tentially refers to the individual
and is more appealing to European/
English-speaking readers.

Be aware that the Chinese govern-
ment often uses references to “cul-
ture’, “the Chinese people” or “na-
tional condiitions” to reject or cir-
cumvent global frameworks. Bei-
jing deliberately plays on a Euro-
pean reflex of self-criticism with
regard to potential “Eurocentrism”
and questions of “universal values”.
In addition, Beijing is increasingly
using international institutions to
counter what it regards as a “West-
ern-dominated” global order by
using the same wording, such as
“legal systems” or “social stability”,
in their own authoritarian/totalitarian



contexts to reject global mean-
ings/frameworks.

Increase media literacy on the

DPC

of accounts and use of fact-check-
ing options. TikTok has become a
primary source of news and politi-
cal/social information for teenag-

strong dependency / disinfor-
mation potential of TikTok among
young people and in schools, in-
cluding by the political labelling

ers. They therefore need to be
equipped with easy, hands-on tech-
niques for content questioning and
fact-checking.
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